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3. ENameZ B , ¥ §EMY_TRUSTED_SPOOF_HOSTS,
4. ETR"ZBRAEE

5. X FPolicyFE , $#§EACCEPTED,
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Add Sender Group to LocalHostTest

Name: | [My_TRUSTED_SPOOF_HOSTS

Order: e
Comment: |
Policy: | | ACCEPTED ¢

SBRS (Optional): I— to ]—

Include SBRS Scores of "None"
Recommended for suspected senders only.

DNS Lists (Optional): (?) I
(e.g. 'query.blacklist.example, query.blacklist2.example')

Connecting Host DNS Verification: Connecting host PTR record does not exist in DNS.

Connecting host PTR record lookup fails due to temporary DNS failure.
Connecting host reverse DNS lookup (PTR) does not match the forward DNS lookup (A).

Submit and Add Senders >>
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1. MESA GUIS M ZIBR 4 R BE>F 8,

2. ]ifi RINFH,

3. EName=ZE&F |, F8E“VALID_INTERNAL_DOMAINS” , LAEE FI ARG LB 4 B T HER
4. fFadd termsT , FMERNLIBWAIEE, EHIEHAATEQFSWE , AR ETHadd,
5. #§4Rmatch whole words &% & Rk,

6. EHSubmitiRFFHE X,

7. &5 , BFHCommit Changes AR ZELE
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Add Dictionary

Dictionary Properties

Name: |\J"ALID_I NTERNAL_DOMAINS

Advanced Matching: Match whole words

Case Sensitive

b Smart Identifiers: '§' Match specific patterns such as social security numbers and credit card numbers.

Dictionary Number of terms: 1

Add Terms: Term Weight Delete
@example.com @mydomain.com 1 @

L 4
Separate muitiple entries with line breaks.

Weight: '_f 1 &
| Add

B2 iR LR AR

BTk, BEZE0IEERFI 835 SR AR €2 /Y7 22“VALID_INTERNAL_DOMAINS™:

1. EZZESAR I F 1T R E(CLI),

2. B17i BFilterso

3. B1Tan S Newt| Z AV BB 4F T I8 85 -

4. EHIHREMLLIERR RO, REFEERESGFHRGALABR

mark_spoofed_messages:
if(
(mail-from-dictionary-match("VALID_INTERNAL_DOMAINS", 1))
OR (header-dictionary-match("VALID_INTERNAL_DOMAINS","From", 1)))

AND ((sendergroup != "RELAYLIST")

AND (sendergroup != "MY_TRUSTED_SPOOF_HOSTS™)
)

{

insert-header ("X-Spoof", "");

}

5. IRE ECLIRRFFHIZTCommit AR IFELE
6. SMEIGUI > Mail Policies > Incoming Content Filters

7. BIEXY HOm R K X-Spoof AT RV E AR BT IE RS :
1. AN INEAEAE X



2. IREB R . X-Spoof
3. kPR

4. A Hn#4E : duplicate-quarantine(Policy).

S

o

Add Action

EE A E RAYE BRI RE AR B ER AR RIAS | AR 1o W A A RS IR SR R 4

B4

‘ Quarantine

Encrypt on Delivery

Strip Attachment by Content
Strip Attachment by File Info
Strip Attachment With Macro
URL Category

URL Reputation

Add Disclaimer Text

Bypass Outbreak Filter Scanning
Bypass DKIM Signing

Send Copy (Bcc:)

Notify

Add Incoming Content Filter

Quarantine

Flags the message to be held in one of the system quarantine
areas.

Send message to quarantine: Policy

Duplicate message
Send a copy of the message to the specified quarantine, and

will apply to the original message.

continue processing the original message. Any additional actions

Help

Content Filter Settings

Name

Currently Used by Policies:
Editable by (Rcles):
Description:

Order:

. |Sp00f
No policies currently use this rule.

No custom user roles available

26%| (of 26)

Conditions

Add Condition... |

Crder
1

Condition

Other Header

Rule
header("X-Spoof")

Delete

Add Action... |
Crder Action Rule Delete
1 Quarantine duplicate-quarantine(”Policy") i}
[ Submit |

8. I GUI > Mail Policies > Incoming Mail PoliciesF K & 33 58 85 6512 245 A BB 4 5K B .

9. RXHAWIUNER

[[EMY_TRUSTED_SPOOF_HOST
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1. B3 Web GUISAR : BRHREE> HATEELR

2. B HITFMY_TRUSTED_SPOOF_HOSTSX 4 A4,

3. B & Add Sender... BURMIPH#sE, SEE. EHNERBOENSE.
4. BEHSUbMitiRFAHFAE N,

5. &f& , #dCommit Changes AR 1FEL &,

-

Logged in as: sbayer on rschille.rtp
My Favorites - Options - Help and Support -

A Monitar Mail Policies Security Services Network Systemn Administration

| Commit Changes » |

Add Sender to MY_TRUSTED_SPOOF_HOSTS - LocalHostTest

Success — Sender Group "MY_TRUSTED_SPQOF_HOSTS" was changed.

Sender Details

Sender: (?) | [10.150.53.155]
(I1Pv4 or IPvE)

Comment: I

BuF
WiE ph SRR ¢ R B IR

FEMNHHEE  EEEF-—NMHENEHERMHA BINERAHTHARE  RIETIERREEM
BT, TﬁEﬁE’Jéﬁ%mﬁB##ﬁl‘m% B 480 R A A VR E B R A SIZEFHIS

<{froot>

Thu Apr 23 07:09:53 2015 Info: MID 102 ICID 9 RID 0 To: <xxxX_xxxx@domain.com>

Thu Apr 23 07:10:07 2015 Info: MID 102 Subject 'testl'

Thu Apr 23 07:10:07 2015 Info: MID 102 ready 177 bytes from <user_l@example.com>

Thu Apr 23 07:10:07 2015 Info: MID 102 matched all recipients for per-recipient policy DEFAULT in the i
Thu Apr 23 07:10:11 2015 Info: MID 102 interim verdict using engine: CASE spam negative

Thu Apr 23 07:10:11 2015 Info: MID 102 using engine: CASE spam negative

Thu Apr 23 07:10:11 2015 Info: MID 102 interim AV verdict using Sophos CLEAN

Thu Apr 23 07:10:11 2015 Info: MID 102 antivirus negative

Thu Apr 23 07:10:12 2015 Info: M D 102 quarantined to "Policy" (nmessage filter:quarantine_spoofed_nessar

Thu Apr 23 07:10:12 2015 Info: Message finished MID 102 done

RiIFRBEEEERRFFEHR
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<#root>

Thu
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Thu
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07:
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Message accepted

Thu Apr 23 07:26:

HXER
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57
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02
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for delivery

11 2015 Info:

2015
2015
2015
2015
2015
2015
2015
2015
2015
2015
2015
2015
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Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

) o

Start MID 108 ICID 11

MID
MID
MID
MID
MID
MID
MID
MID

108
108
108
108
108
108
108
108

ICID 11 From: <user_l@example.com>

ICID 11 RID 0 To: <user_xxxx@domain.com>

Subject 'test2'

ready 163 bytes from <user_l@example.com>

matched all recipients for per-recipient policy DEFAULT in the i
interim AV verdict using Sophos CLEAN

antivirus negative

queued for delivery

Delivery start DCID 16 MID 108 to RID [0]
Message done DCID 16 MID 108 to RID [O0]
MID 108 RID [0] Response '2.0.0 t58EVGIN031598

Message finished MID 108 done

i
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| Cisco Bug ID CSCus49018 - ENH: Expose Recipient Access Table(RAT)to filter conditions(E %} :
I
I

I | %=3@ID CSCus49018 — 18
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https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/117796-problemsolution-esa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/117796-problemsolution-esa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/200057-Spoof-Protection-using-Sender-Verificati.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus49018
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus49018
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus49018
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus49018
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus49018
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