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Note: FEE AT BRI A P IEEEZNIZRIZTASyncOSH S ERAR , B R X454 X4
KA AT LE T AsyncOSIRA,

AU XA AT R R RO SR

AT XHRBAREADTERE | (REFEXH2 )R PTEMRAEWindows AT AT E 44 |, Blzn
exe, .dil, .sysHl.scrX#., AdobefE#H X H4#&Z(PDF), Microsoft Office 2007+ (FF 5k
XML) , Microsoft Office 97-2004 (OLE) , Microsoft Windows/DOSH[#1T , Htt B EEEEM
XHERR, BHESettings T RBE AR MEE RN B EN XHRE (WebZ£)K
Settings T X I B EFW 547 (B FEB L £, )¥%E X F T EPDFMMicrosoft Office X #. (FF
MRAbTE L F R Z £ MIAsync0S 9.7.1) , MRER S —NEEBEENXMHXRBILEIN , B
XMLEMHTMLIE R R1ZH LA T E B Microsoft Office X4 : ade. adp. adn. accdb. accdr,
accdt, accda. mdb. cdb, mda, mdn, mdt, mdw, mdf, mde. accde, mam, maq. 3H
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. EF. maf, Idb, laccdb, X#4, /pR., docx, docm, dotx, dotm, docb, xls, xlt, xIm,
xlsx, xlsm, xItx, xltm, xIsb, xla, xlam, xIl, xlw, ppt. pot. pps. pptx. pptm, potx.
potm. ppam, ppsx. ppsm. sldx, sldm, mht, mhtm, mhtmIFIxml.

Note: N R 34 0 AT BRSS Y BB 7788 , DA BAD A — £ 3044 | BESC#RSR BN 0 AT ie %
, FEXHBNEERD . LRFET BT ELBRERBHNHY , BRERIER.

REEREERR :

- MBXHANEARFRIE LE , XHEF2B LA, XAEXHNIITER , SHA-256M18 R M
& TTEY ST 2 4T

CRFIROFFRE LA MR MB A RN , SINE TEEAE , XHERAT LR, Rk
M2, BRERTXHDRSER , MBEEMFEE.

Bl S 4o T RVAMP

BIAMBRT , SESAB LT FAHEBEIXNCiscoOEFMIERE , JIHMNKE - XX X HERBEGR
“Microsoft Windows/DOSHJ#1T" X, EBPHFEEATRSENEREZHHEXBEENATE
o IX7tupdater_logs BEN 4IRS , #F ¥R fireamp.json” :

Sun Jul 9 13:52:28 2017 Info: anp begi nning downl oad of renote file
"http://updates.ironport.confanp/1.0.11/fireanp.json/default/100116"

Sun Jul 9 13:52:28 2017 Info: anp successfully downl oaded file

"anp/ 1.0.11/fireanp.json/defaul t/100116"

Sun Jul 9 13:52:28 2017 Info: anp applying file "anp/1.0.11/fireanp.json/default/100116"

BEGUIEREXH ST , BEMNRZL2ERS> 4B EM o> Edit2BRE...

Edit File Reputation and Analysis Settings

Advanced Malware Protection
File Reputation Filtering: | ' Enable File Reputation

File Analysis: (¥ | @ Enable File Analysis

= Select A Expand & e Resat

+ ¥ archived and compressed
¢ ¥ configuration

* ¥ patabase

+ ¥ pocument

+ ¥ Email

+ ¥ Encoded and Encrypled

¥ = Executables

+ ¥ Microsoft Documents
* ¥ Miscellaneous

AT EECLIEE X H2TWAMP | &% Aampconfig > setup®d H BB ZERS B3, HEIR
RERBEN |, EBHTERY : REBSUHI TR 2

nmyesa. | ocal > anpconfig

File Reputation: Enabled



Fil e Anal ysis: Enabl ed

File types selected for File Analysis:

Adobe Portabl e Docunent Format (PDF)

M crosoft O fice 2007+ (Open XM.)

M crosoft O fice 97-2004 (OLE)

M crosoft Wndows / DOS Executabl e

O her potentially malicious file types

Appliance Group | D) Nane: Not part of any group yet

Choose the operation you want to perform

- SETUP - Configure Advanced- Mal ware protection service.

- ADVANCED - Set val ues for AMP paraneters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

[1> setup

File Reputation: Enabl ed
Woul d you like to use File Reputation? [Y]>

Woul d you like to use File Analysis? [Y]>
File types supported for File Analysis:

Archived and conpressed [sel ect ed]
Configuration [sel ected]

Dat abase [sel ect ed]

Docunent [sel ected]

Emai | [sel ected]

Encoded and Encrypted [sel ect ed]
Execut abl es [partly sel ect ed]

M crosoft Docunents [sel ected]

M scel | aneous [ sel ect ed]

©ONOUAWONE

Do you want to modify the file types selected for File Analysis? [N >y

Enter comra separated serial nunbers fromthe "Supported” list. Enter "ALL" to select all
"currently" supported File Types.
[1,2,3,4,5]> ALL

Speci fy AWP processing timeout (in seconds)
[120] >

Advanced- Mal ware protection is now enabl ed on the system

Pl ease note: you nust issue the 'policyconfig" comand (CLI) or Mil
Policies (GUI) to configure advanced mal ware scanni ng behavi or for
default and custom I ncom ng Mail Policies.

This is reconmended for your DEFAULT policy.

FEHEE , BANXHRBERINHITXE , MALER,

| T TRIAMP B &

UKMH B HBES XD T EBEESAR |, IEAMP B EMIERE. I TR EFFEAMPEREN I
BE , NESAHCLIEZTRHRESEEISERIFNEE NS B HSigrepit. grepmH =
AR, MRINREEAMPHEFEE XN HFEXH R EAMFHE S

R

nylocal .esa > tail anp



Press CGrl-C to stop.

Tue Aug 13 17:28:47 2019 Info: Conpressed/ Archive File: sha256 =
deace8ba729ad32313131321311232av2316623cfe9ac M D = 1683600, Extracted File: File Nane =
‘[redacted].pdf', File Type = '"application/pdf', sha256 =
deace8ba729ad32313131321311232av2316623cfe9ac, Disposition = LOARI SK, Response received from=
Cl oud, Malware = None, Analysis Score = 0, upload_action = Recommended to send the file for
anal ysi s

Thu Aug 15 13:49:14 2019 Debug: File reputation query initiating. File Nane =

"anp_wat chdog.txt', MD =0, File Size = 12 bytes, File Type = text/plain

Thu Aug 15 13:49:14 2019 Debug: Response received for file reputation query fromdCoud. File
Name = 'anp_watchdog.txt', MD = 0, Disposition = FILE UNKNOAN, Mal ware = None, Analysis Score =
0, sha256 = abf 28f 1f ed7c2f e88bcdf 403710098977f al2c32d13bf bd78bbe27e95b245f 82, upl oad_action =
Reconmended not to send the file for analysis

Note:AsyncOSE |HRI MR A HF & R“amp_watchdog.txt'EAMP B &, S REBENE+T2HH
XERBERS M4, W 4R —E020keep-alive AMPH |, H HARER £ B, XHEEMH
RHFF R TEAsyncOS 10.0.1F1E#,

Note:AsyncOSE |HKY AR A IF 12 T 9 X S 20 #7117 1 B Nk E X B upload_action#ric B =/ME

o

MEREN=FEEEFEIHNAsyncOS
. “upload_action = 0" : XHRNBERSAEED N D KiE.
. “upload_action = 1" : K%
- “upload_action = 2" : X RBERFFIEE DR 2 KE
& 5 IR R ERI R B & £ AsyncOSR A 12.x0 :
- “upload_action =¥ & IX 70 7 89 X4
- AR RIZFH : “upload_action =HEET &% 0TI T4
WESKEBXHRBENDH AL, BX , e4TNFERCEHENXHRBNIRHER TIRFIHIER,

InERIRAEFRICRY U BA

"upl oad_action = 0": The file is known to the reputation service; do not send for analysis.
NF0,"XERBEXHRBLEAMBRE . HE , —MEMFNAFRNERTECR , X TLvmE
MBLFREBN XD AW, MRXHEREZXBEERXEFRERIE,

"upl oad_action = 2": The file is known to the reputation service; do not send for analysis

X T2, XA AR B DR OE BRI XA WWIRERLMRY |, HEXAH D HLETK.
TAIER

tE o RN D EL M EEHA EENBE T —MEERRK ATEERER .

Ao LR

BL/R#8AsyncOS :

R B R % AR AR Fupload_actiontric= 1.IDOCXXH. ET—% , RoWMZ KR HEZ



(SHA) &89 XA 12 FXAMP B &,

Thu Jan 29 08:32:18 2015 Info: File reputation query initiating. File Name = 'Lab_CQui de. docx',
MD = 860, File Size = 39136 bytes, File Type = application/ nsword

Thu Jan 29 08:32:19 2015 Info: Response received for file reputation query fromd oud. File Nane
= ' Royal e_Raman_Lab_Set up_Cui de_Bet a. docx', M D = 860, Disposition = file unknown, Ml ware =
None, Reputation Score = 0, sha256 =

754e3e13b2348f f d9c701bd3d8ae96c5174bb8ebb76d8f b51c7f 3d9567f f 18ce, upl oad_action = 1

Thu Jan 29 08:32:21 2015 Info: File uploaded for analysis. SHA256:

754e3e13b2348f f d9¢701bd3d8ae96c5174bb8ebb76d8f b51c7f 3d9567f f 18ce

AsyncOS 12 xF & :

LR B8 R # 2 450 F A upload_actiontr id=#E XX DTN XHFMWPPTXXE., BT —5% , ADHT
LM HEE(SHA) LEN XA I RINAMP B E,

Thu Aug 15 09:42:19 2019 Info: Response received for file reputation query fromd oud. File Nane
= '"ESA AMP.pptx', MD = 1763042, Disposition = UNSCANNABLE, Mal ware = None, Analysis Score = 0,
sha256 = Ocaade49103146813abaasd52edb63cf 1c285b6a4bb6a2987c4e32, upl oad_acti on = Recommended to
send the file for analysis

Thu Aug 15 10:05:35 2019 Info: File uploaded for analysis. SHA256:
Ocaade49103146813abaasd52edb63cf 1c285b6a4bbh6a2987c4e32, file nane: ESA_AMP. ppt x

AR LENXH , BFXHELAE

BL/R#8AsyncOS :

1 Supload_actionI AMP3 $i= 245 7R Mi Xt X B & B S RO R RPDF X . WXHEZER
CloudFr IR BER N B L& , RILBRAE £,

Wed Jan 28 09:09:51 2015 Info: File reputation query initiating. File Nane = 'Zonbies.pdf', MD
= 856, File Size = 309500 bytes, File Type = application/pdf

Wed Jan 28 09: 09: 51 2015 Info: Response received for file reputation query from Cache. File Name
= ' Zonbi es.pdf', MD = 856, Disposition = nmalicious, Milware = W2. Zonbi es. Not AVi rus, Reputation
Score = 7, sha256 = 00b32c3428362e39e4df 2a0c3e0950947c147781f dd3d2f f dObf 5f 96989bb002

upl oad_action = 2

AsyncOS 12 xF &l :

LRI R B R Hamp_watchdog. txt 3433 A L Bt upload_action ) 18 15 4% 5l =H#EFE T &35 4507 B
NN XHEHBRERE, XU ELXNCloudFTAIFEEER NS /L, AtB&E L&

o

Mon Jul 15 17:41:53 2019 Debug: Response received for file reputation query from Cache. File
Name = 'anp_watchdog.txt', MD = 0, Disposition = FILE UNKNOAN, Malware = None, Analysis Score =
0, sha256 = a5f 28f 1f ed7c2f e88bcdf 403710098977f al2c32d13bf bd78bbe27e95b245f 82, upl oad_acti on =
Recomrended not to send the file for analysis

B &4 #t NgE N B if 4R sk

MCLI , 51 A logeonfig , logheadersy Fi£11 0] LAE R 51 HH F 12 FB T ESA IRV BB F
Rk, X AMP FILE &Rk , X L& TE E4&2 7 X2 B IS R ESARER 4 B &

o

EEMHBRE , ERN EENXHER D



Mon Sep 5 13:30:03 2016 Info: Message done DCID O MD 7659 to RID [0] [('X-Amp-Fil e-Upl oaded',
"True')]

EEMHEES , ERAREENHRNDH

Mon Sep 5 13:31:13 2016 Info: Message done DCID O MD 7660 to RID [0] [('X-Amp-File-Upl oaded',
'Fal se')]

HXRfER
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- ESARRBI B E R 4RF (AMP) A

- BAREZ MY - Cisco Systems



http://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html
http://www.cisco.com/c/dam/global/zh_cn/td/docs/security/content_security/content_security_general/Content-security-file-reputation-and-analysis-criteria.pdf
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118511-technote-esa-00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	在ESA的正在验证的文件分析加载
	目录
	简介
	确定附件是否为文件分析上传
	配置文件分析的AMP
	复核文件分析的AMP日志
	加载操作标记的说明
	示例情景
	为分析上传的文件
	为分析没上传的文件，由于文件已经知道


	日志文件分析加载通过电子邮件报头
	相关信息


