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Spam Quarantine Settings

Enable Spam Quarantine
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External Spam Quarantine Settings

| Enable External Spam Quarantine
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Listeners
SMTP Routes
] 1 s
Routing {iffe
SMTP Call-Ahead 1he

Bounce Profiles

SMTP Authentication
Incoming Relays .
Certificates
ZRL Sources
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Spam Quarantine

Y| Sparn Quarantine HTTP IEE
IEES

Y| =pam Quarantine HTTPS

 REXRURBARES EENRINED,
BMAERTEEBHERHURLT , RECEARSENE (cli : sethostname)FRIE 5 FL 1t BA

EENBRERAXRTNXAEAFTER, KREEERAZINERE,
#| This is the default interface for Spam Quarantine
Quarantine login and notifications will origingte on this interface.,
URL Displayed in Motifications:
@ Hostname

fexamples! Http: AlepamS. ol At 10,111 82F)

URLJ T 15 (A1 £ B9 337 3% B 44 32 o
#| This is the default interface for Spam Quarantine
Quarantine login and notfications wil! originate on this interface.
URL Displayed in Motifications:
Hostnarme

- Ihttps:ffmyquarantine.myesa.c:n:nm:EiS
fexampoles! Mt Afspamd. ol At A0, 1.1, 1 82F)
Note: N R i B
NERH RN R | SN EEE 2T R LM 3T R ZBIPHY 3 O RAASDIPEL & K A SBIP b3t o
MREFEA—ENBEEREFENERERAERE , ERBRIPHUDATRKE. Fl,
https://10.10.10.10:83,



https://10.10.10.10:83
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. https://quarantine.mydomain.com:83https://10.10.10.10:83

aws Cisco IronPort MG50 (charg.., *

% (g Share Browser ‘WebEx =

CISCO IronPort Spam Quarantine

Enter your login information below. If you are
unsure what to enter, please contact your
administrator.

Username: | |

Password: | |

oo |

Privacy Statement
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Positively-Tdentified Spam Settings

Apply This Action to Message: .gpgrﬂ Quarantine - .
“Mate: If local and sxternsl guarantines are defined, mal wil be sent to local guarantine.

Add Text to Subject: | prapend - [[spmq]

i Advanced | Optional settings for custom header and message delivery,

Suspected Spam Settings

-' |

Enable Suspected Spam Scanning: | ) No @ vos

Apply This Action to Message: §S|:lan1 Quarantine =
“Wote! [F local and axternal quarantings are defined, mail wil be sent to local quarantine.

Add Textto Subject: | prepend ~  [[SUSPECTED SPAM]

b Advanced | Optional settings for customn header and message delivery.
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External Spam Quarantine Settings

+ Enable External Spam Quarantine

Harma: ]aggu:-:_s-parn_nunr-:ntln:

[e-@. spam_gquaranding

IF Address: |14 220,104

Part | lenzs

Safelist/Blocklist: | [J] Ensble End User Safelist/Blocklist Feature

Blocklist Action: Quaranting -

==

4. RIERRIE6025 NESARTF IV BISMA, Utis O 2 H R BRI EH B X TMESA > SMA, X A
LIS MCLIBI —telnet 38 38 iE £ i L6025 ESA. ZIFFEEITH , H AFMBIEZER1Z IR
=

tarheel.rtp> telnet 14.2.30.116 6025
Trying 14.2.30.116...

Connected to steelers.rtp.

Escape character is '"~]°'.

220 steelers.rtp ESMTP

5. f£“Enable (event)i & ix O fRIE AR ELZIP/hostname -1 R R AR Z |, FlI0MIEER R
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Spam Motifications

¥ Enahble Spam Motification
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Motification Schedule: ' Monthly (Sent the Istof each month 3t 12am)
Joweekly | Monday ¥ | (Sentat 12am)
& #non ®Tue ®wed ¥ Thu # i ¥ sat @ sun

Jig U1 U3z d4eUsbdpsgbdzUg oo 11 AM

12 L1 e i allgllsg gl 7swglloll1p 11 PM
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1. ESMASRESA , B EREEE> LDAP,
2. ST B LDAPER S B3 BL & 345
.ATRIEZRERIISBEERK,  RECHNIIRBEREZFLAFERBERANRIL,
4. REEEBERNFHEREIEE,
< Spam Quarantine End-User Authentication Query

Mame: Imvldap.iz-q_u ser auth

Designate as the active query

Cuery String: I(uid={u}]|

Email Attribute(s): Iman
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Test Query

Spam Quarantine End-User Authentication Query

Query Definition and Attributes*

Query String: (uid={u})

Email Attribute{s): mizil

*These items will be updated when the Update button befow is clicked.

Test Parameters

User Login: |sbayer@cisco.com

User Password: |esssssss

Run Test

Connection Status

Query results for host:192.168.170.101

Query (vid=sbayer) to server myldap (192.168.170.101:389)
email_attributes: [mail] emails: sbayer@cisco.com

Query (uid=sbayer) lookup success, (192.168.170.101:389) returned 1
results

first stage smtp auth succeeded. query: myldap.isg_user_auth results:
['cn=5tephan Bayer,ou=user,dc=sbayer,dc=cisco']

Bind attempt to server myldap (192.168.170.101:389)

BIND (uid=sbayer) returned True result

second stage smitp auth succeeded. query: myldap.isg_user_auth
Success: Action: match positive.
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End-User Quarantine Access

Enable End-User Quarantine Access

End-User Authentication: (2) | | oap v

End users will be authenticated aoainst LO:
Login without credentizls can be configursd
messages, To configure an £nd User duths)

Hide Message Bodies: | [ Do not display message bodies to end-u
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