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X R MCLIF — R Bl% i
> sslconfig

sslconfig settings:

QU HTTPS net hod: tlsvl/tlsvl. 2
GU HTTPS ci phers:

MEDI UM

H GH

- SSLv2

-aNULL

@STRENGTH

I nbound SMIP net hod: tlsvl/tlsvl. 2
I nbound SMTP ci phers:

MEDI UM

H GH

- SSLv2

-aNULL

@STRENGTH

Qut bound SMIP nethod: tlsvl/tlsvl.2
Qut bound SMIP ci phers:

MEDI UM

H GH

- SSLv2

-aNULL

@STRENGTH

Choose the operation you want to perform

- QU - Edit QU HTTPS ssl settings.

- INBOUND - Edit I|nbound SMIP ssl settings.

- QUTBOUND - Edit Qutbound SMIP ssl| settings.
- VERIFY - Verify and show ssl cipher Iist.
[1> inbound

Enter the inbound SMIP ssl nethod you want to use.

SSL v2

SSL v3

TLS v1/TLS v1.2

SSL v2 and v3

SSL v3 and TLS v1/TLS v1.2

6. SSL v2, v3 and TLS v1/TLS v1.2

[3]>

N TEEMGUIRX LR E | HSMXN REEE> SSL Configuration>4wiBiZR... :

SAE I

Edit SSL Configuration

GUL HTTPS! Methods: TLS w1J/TLS v1.2
S5L w3
S5L w2

5L Cipher(s) to use: | [MEGIUMIHIGH:-55Lv2 -aNULL: @5 TRE

Inbound SMTP: Methods: TLE wi/TLS v1.2
55L w3
S5L w2

EEL Cipher(=) to use: | [MELIUM:HIGH:-55LvE -aNULL: B TRE

Dutbzund SMTF: Methods: TLE w1/TLS v1.2
S5L W3
S5L w2

EEL Cipher(s) to uze: |HED[L,M:HrGH:-SELvi:-zHJLL:ﬁETHE

HNote: S5Lv2 and TLSw] cannol be enabied simulteneowsly, but both can be enabled for use with S5Lv3.

’BR ZEERE , SERAISHIU LN ELHWESARAAFERE,



http://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html

BT FHBHF R ERA9.189AsyncOSH E NI FHESAs

i’d‘\ﬁ‘é{l"EﬁZEESA{Eﬁﬁ%sslconfgﬁ NEWER. N THLEERELFBIR/VESAIIE , BRA
sslconfigin S EIESA CLIH BN AX LR E

- A5 fE] AR AR S DI (SMTP) /5 3% - ssiv3tisv1
- AUHSMTP# #3285 : MEDIUM:HIGH:-SSLv2:-aNULL:@STRENGTH
- HUESMTPA 3% : sslv3tisv1

. HILSMTP##28 : MEDIUM:HIGH:-SSLv2:-aNULL:@STRENGTH
XRAVEZBHIN—EERM

CLI: > sslconfig

sslconfig settings:
QU HTTPS nethod: sslv3tlsvl
QU HTTPS ci phers: RC4- SHA: RC4- MD5: ALL
I nbound SMIP net hod: sslv3tlsvl
I nbound SMTP ci phers: RC4- SHA: RC4- MD5: ALL
Qut bound SMIP net hod: sslv3tlsvl
Qut bound SMIP ci phers: RC4- SHA: RCA- MD5: ALL

Choose the operation you want to perform

- QU - Edit GU HTTPS ssl settings.

- INBOUND - Edit inbound SMIP ssl settings.

- OUTBOUND - Edit outbound SMIP ssl settings.
- VERIFY - Verify and show ssl cipher |ist.
[1> inbound

Enter the inbound SMIP ssl nethod you want to use.
1. SSL v2.

2. SSL v3

3. TLS vl

4., SSL v2 and v3
5. SSL v3 and TLS vl

6. SSL v2, v3 and TLS vl
[5]> 3

Enter the inbound SMIP ssl cipher you want to use.
[ RC4- SHA: RC4- MD5: ALL] > MEDI UM HI GH: - SSLv2: - aNULL: @STRENGTH

AR REGUl, AVEM S X Er N EBEEER,

ﬁ B FER R £ MRA8.58AsyncOS , sslconfigin TBEGUIt R A AW, 7 T EEMGUIRIX LR
, BN REEE> SSLEE> EditiZE



55L Configuration

GUI HTTPS: Methods: TLS wl

551 Cipher({s) to use: MEDIUM:HIGH:-55Lv2:-
AMLULL@METRENGTH: EXPORT

Inbound SMTF: Methods: TLS vl

551 Cipher{s) to use: MEDIUM:HIGH:-55Lv2:-
aMULL: MSTRENGTH: |EXPORT

Qutbound SMTF: Methods: TLS vl

551 Cipher{s) to use: MEDIUM:HIGH:-55Lv2:-
aMULL: STRENGTH: |EXFORT

Edit Satti Mgs...

BR  NEBEEEE(SSL)RA3.0 (REC-6101) 2R MA L2 Hil,. BREWUEEZE
Downgradedf% 45 J1% (1< 4 E #) M i 89 Oracle CVE-2014-35668) — MR E#ISSLY3 |, H
Cisco Bug ID CSCur271318R iR, BREBWEERSSLV3 , HEBFERZEEE | AERERES
£(TLS)B , 3 B3&1R #303 (TLS v1)o SEHICisco Bug ID CSCur27131% F = &i#ME S,

ETABRRELEEMNI.6 AsycnOSREFHISMAs

ELLTFESA , iEiz1Tsslconfig ondi FCLI,

BITABRREEEI.SR L LHAsyncOSHISMAS

sslconfigin S AN SMAIB B IRAT 2 A A,

X : AsyncOSE IHWIRASMARI RZIETLS v, BEHREQ.6HFELNRFSSLEEM
SMA,

BT MSMA CLIFYIX L5 TR A TIEHSSLEZTE RS -
1. BRIZSMAREL B X B SR AR 1T B Ao
2. T XML 4

3. BEAEXMLE <ss/>Zp4 -

CLI: > sslconfig

sslconfig settings:
GUI HTTPS net hod: sslv3tlsvl
GUI HTTPS ci phers: RC4- SHA: RC4- MD5: ALL
I nbound SMIP met hod: sslv3tlsvl
I nbound SMIP ci phers: RC4- SHA: RC4- MD5: ALL
Qut bound SMIP met hod: sslv3tlsvl
Qut bound SMIP ci phers: RC4- SHA: RCA- MD5: ALL

Choose the operation you want to perform

- QU - Edit GJ HITPS ssl settings.

- INBOUND - Edit inbound SMIP ssl settings.

- OQUTBOUND - Edit outbound SMIP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1> inbound


https://tools.ietf.org/html/rfc6101
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2014-3566
https://tools.cisco.com/bugsearch/bug/CSCur27131
https://tools.cisco.com/bugsearch/bug/CSCur27131

Enter the inbound SMIP ssli
1. SSL v2.

2. SSL v3

3. TLS vl

4, SSL v2 and v3

5. SSL v3 and TLS vi1

6. SSL v2, v3 and TLS v1
[5]> 3

Enter the inbound SMIP ssli

nmet hod you want to use.

ci pher you want to use.

[ RC4- SHA: RC4- MD5: ALL] > MEDI UM HI GH: - SSLv2: - aNULL: @STRENGTH

4 S SINHIE R — 2B R85 BREXML

CLI: > sslconfig

sslconfig settings:
GUl HTTPS net hod:
GUl HTTPS ci phers:
I nbound SMIP net hod:
I nbound SMTP ci phers:
Qut bound SMTP et hod:
Qut bound SMTP ci phers:

sslv3tlsvl
RC4- SHA: RCA4- MD5: ALL
sslv3tlsvl
RCA4- SHA: RC4- MD5: ALL
sslv3tlsvl
RC4- SHA: RCA4- MD5: ALL

Choose the operation you want to perform

- QU - Edit GU HTTPS ssl
- I NBOUND - Edit
- OUTBOUND -

[1> inbound

Enter the inbound SMIP ssli
1. SSL v2.

2. SSL v3

3. TLS v1

4, SSL v2 and v3

5. SSL v3 and TLS vl

6. SSL v2, v3 and TLS vl
[5]> 3

Enter the inbound SMIP ssli

i nbound SMIP ssl
Edit out bound SMIP ssli
- VERIFY - Verify and show ssl

settings.
settings.
settings.
ci pher list.

met hod you want to use.

ci pher you want to use.

[ RC4- SHA: RC4- MD5: ALL] > MEDI UM HI GH: - SSLv2: - aNULL: @STRENGTH

5. I SMA £ HIH7 L B XX

6. X H BWINPRA E R,

HXRfER

- BRESA -JREXEE
- BRNESA -AFRERE
- BPISMA -[RAE IR
. BNISMA -AFig®E
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https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_cn/support/security/content-security-management-appliance/products-release-notes-list.html
https://www.cisco.com/c/zh_cn/support/security/content-security-management-appliance/products-user-guide-list.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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