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Cisco BB THLUTEE :

. Ciscot A EB MR (PIX)RTER RS T E(ASAKRA7 xF Lk
. BR @B TEARS TE(ESA)

HRER

BRIESAS FHRHMXE A th 2B FEREP X IE, XBEFENT—LTBHAE , fIEARPIXHK
ASA , E/\ESAR BB R E. #HEWERER XIEHNEXxtended Simple Mail Transfer Protocol
(ESMTP)N AR EINREFMELE T EEHibiut iy, BIABERT , ESMTPIH AN 8 223 BRI X
ENAEEERA. XEKRE , 2MAEw SR EHEBREMNX ZEBEIETCPIRA25 , UREBWE
BB Kt RIS EIERFCHS21 , 11235118700 E RIEB(RFC)HE, BtiFE/MNENESASH
EXFHEBMEAFTEER DM ZANELWERIAME. XEFERERIABLRSB A (KRB

ciscom B EHRIE),

inspect esmtpi B ZIEM Esmtpin TR RMENIHEE , H BN —LESMTPaH SRMUE MR,
ESMTPR AR ERMN\ESMTPERTH X , ZFEWIE. EHLO. ETRN. #Bj. SAML. &%,
SOMLAVRFY, 5tRFC 821K X —i2(DATA , EF#., MAIL , NOOP , ¥ , RCPT,
RER) K R ITEXEBEH15 SMTPHT. HMESMTPA T , SIMATRN , STARTLS,
ONEX. #i., SHERMNLT AT BATXE, TIXENGOEEEXs , ARNIBRSH[IEL, XF



B—/NEERAIMS00@mHRA : XX FAREHNGHFBER.

inspect esmtp@ B E R ERSEESMTPIRBEN Z RN ESKR T 2", "0", "0"FfF. EFCR)MMRT
R (LF)F R 28 {E}%SMTPﬁEﬂ?xESMTPE’J FHEL ﬁx&up'ﬂ FH BHPBS K tEesmtpiRZSHL
RESENEBRS , MRXEANZEE

- SMTP@ S AARKEED TN FH,

- L IESMTPE & B B RIRAT,

- SMTP@ AR RZHE TEENEFEE.,
SMTPERS BREEEHFEEXBNMEAX G RN ZRHENFIRNWER, SMTPHRAKREZRHH
BRLAFRERNTT , URRSHREENES. SMTPRERIT=EEMNES :

- R&EISMTPERN EEARSMTPHSMAT BHNG S,
. W ESMTPa = I R o
- ERFITEER, HEMBAEUEIRANTROZRFSHRA , FI1TiERK1080024£ K. RANEZEE
EHSFERFC 821,
SMTPREUEBUTRESENHSTNEEIRF :

- WHIBN TS,
- FEWHHLRIKOEL LES<CR><LR>),
- MR K BIPCI Express (BB)EEZWPHYED , YW -4 HSHMAILMNHRCPTH — NS
, 2FEXM, cHAFTRAEE.
- HSMTPIRF 2B EIN EiR,
RNTFRAGS , RETEEXABERTERERFESNEZHANX. , RFFHERBIRNRE
BEF . Hﬂ?Ei&ﬁ@tE’J""‘ﬂc TCPRE: #1244 \Eﬁﬁﬁjﬂwo
TT:P;&ﬂﬁqu%EEo
show serviceEB&Inspect ESMTP%i i I2 (B IA R ZEE M1 3T BRI B 3 4,

G obal policy:

Service-policy: global_policy

Cl ass-nmap: inspection_default

Inspect: esntp _default_esntp_map, packet 104468, drop 0, reset-drop O
mask- banner, count 639 obfuscate the SMIP banner greeting

match cnd line length gt 512 deny all SMIP commands (and cl ose connecti on)
dr op- connection | og, packet O

mat ch cnd RCPT count gt 100 drop all messages (and connection) with nore
than 100 recipients

dr op- connection | og, packet O

mat ch body line length gt 998 log all messages with lines > 998 chars

| og, packet O

mat ch header line length gt 998 drop all mnessages (and connecti on)

with headers > 998 chars

dr op- connection | og, packet 41

mat ch sender-address |l ength gt 320 drop all messages (and connection) with
envel ope sender > 320 bytes

dr op- connection | og, packet O

match M ME filenane length gt 255 drop all nessages (and connection) wth
M ME attachnent fil enames > 255 bytes

dr op- connection | og, packet O

mat ch ehl o-repl y- paraneter others obfuscate extended comrands not explicitly
noted in the RFCs (such as STARTTLS)

mask, packet 2555
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B  SHETEHERESAEHiAERER, — MR ZIXLHEEBRRESARZmail_logsil
g3

- SHEH LEBIMID XXX

- EW21916E KB A IEAICID

- ICID 21916 close

< EE4RIR - DCID : XXXiF : example.com IP:10.1.2.3i% A : 251 S & : [$51%60]
ITETHIREREN O - 10.10.10.18E : MELEIR

BRIRIT =R

Hpf—SRINREARESEHERLCERERS(TLS)MENEL., BR4SIRTHESD MBEBERS
o —HEMFHNREETFLEERBAXBRERTXTE L;zéI,\ , YRRFTARENBHFRAER
ROVEFHRARE, RAIEANAARBRIAREUNIER)RREENRE TN U HESMTPR A
BE,

IERERI/ M BRIE LA B R BESAsH R #0 it it (RAE IR L BURZR M (MPF) RSV S &

d obal policy:

Servi ce-policy: global_policy

Cl ass-nmap: inspection_default

Inspect: esntp _default_esntp_nap, packet 104468, drop 0O, reset-drop O
nmask- banner, count 639 obfuscate the SMIP banner greeting

match cnd line length gt 512 deny all SMIP commands (and cl ose connecti on)
dr op- connection | og, packet O

mat ch cnd RCPT count gt 100 drop all nessages (and connection) with nore
than 100 recipients

dr op- connection | og, packet O

match body line length gt 998 log all nmessages with lines > 998 chars

| og, packet 0

mat ch header line length gt 998 drop all nessages (and connecti on)

with headers > 998 chars

dr op- connection | og, packet 41

mat ch sender-address |l ength gt 320 drop all nessages (and connection) with
envel ope sender > 320 bhytes

dr op- connection | og, packet O

match M ME filenane length gt 255 drop all nessages (and connection) wth
M ME attachnment filenames > 255 bytes

dr op- connection | og, packet O

mat ch ehl o-repl y-paraneter others obfuscate extended commands not explicitly
noted in the RFCs (such as STARTTLS)

mask, packet 2555
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G obal policy:

Servi ce-policy: global_policy

Cl ass-map: inspection_default

Inspect: esntp _default_esntp_map, packet 104468, drop 0O, reset-drop O
mask- banner, count 639 obfuscate the SMIP banner greeting

match cnd line length gt 512 deny all SMIP commands (and cl ose connecti on)
dr op- connection | og, packet O



mat ch cnd RCPT count gt 100 drop all messages (and connection) with nore
than 100 recipients

dr op- connection | og, packet O

mat ch body line length gt 998 log all messages with lines > 998 chars

| og, packet O

mat ch header line length gt 998 drop all messages (and connecti on)

wi th headers > 998 chars

dr op- connection | og, packet 41

mat ch sender-address |l ength gt 320 drop all nessages (and connection) with
envel ope sender > 320 bytes

dr op- connection | og, packet O

match M ME filenane length gt 255 drop all nessages (and connection) wth
M ME attachnent fil enames > 255 bytes

dr op- connection | og, packet O

mat ch ehl o-repl y- paraneter others obfuscate extended comrands not explicitly
noted in the RFCs (such as STARTTLS)

mask, packet 2555

e BR 0 T e By BRI KRG+ HZERESMTPIM AR M Zh&E -

d obal policy:

Servi ce-policy: global_policy

Cl ass-nap: inspection_default

Inspect: esntp _default_esntp_nap, packet 104468, drop O, reset-drop O
mask- banner, count 639 obfuscate the SMIP banner greeting

match cnd line length gt 512 deny all SMIP commands (and cl ose connecti on)
dr op- connection | og, packet O

mat ch cnd RCPT count gt 100 drop all nessages (and connection) with nore
than 100 recipients

dr op- connection | og, packet O

nmatch body line length gt 998 log all messages with lines > 998 chars

| og, packet O

mat ch header line length gt 998 drop all nessages (and connection)

with headers > 998 chars

dr op- connection | og, packet 41

nmat ch sender-address length gt 320 drop all nessages (and connection) with
envel ope sender > 320 bytes

dr op- connection | og, packet O

match M ME filenane length gt 255 drop all nessages (and connection) wth
M ME attachnment fil enames > 255 bytes

dr op- connection | og, packet O

nmat ch ehl o-repl y-paraneter others obfuscate extended commands not explicitly
noted in the RFCs (such as STARTTLS)

mask, packet 2555

HEEZE %#Tﬁﬂb}"““ﬁﬂum)\ﬁ#ﬂﬁE’Ji&iﬂ:iﬂﬁ&iﬁ’?(ﬂiﬂ’*) BHEN I, XN HEL RS
W& (DoS)REAMW , ER HRAER,

BRILEENATHBAS S ... [tcp (max_conns)]Z 3 [max_embryonic].
I RBIE ES0 B TCPIEEE A 10038 3T FF AN HA e 25 i FRAR

d obal policy:

Servi ce-policy: global_policy

Cl ass-nap: inspection_default

Inspect: esntp _default_esntp_nmap, packet 104468, drop O, reset-drop O
mask- banner, count 639 obfuscate the SMIP banner greeting

match cnd line Il ength gt 512 deny all SMIP commands (and cl ose connecti on)
dr op- connection | og, packet O

mat ch cnd RCPT count gt 100 drop all nessages (and connection) with nore
than 100 recipients

dr op- connection | og, packet O



mat ch body line length gt 998 log all messages with lines > 998 chars

| og, packet O

mat ch header line length gt 998 drop all messages (and connecti on)

wi th headers > 998 chars

dr op- connection | og, packet 41

mat ch sender-address |l ength gt 320 drop all nessages (and connection) with
envel ope sender > 320 bytes

dr op- connection | og, packet O

match M ME filenane length gt 255 drop all nessages (and connection) wth
M ME attachnent fil enames > 255 bytes

dr op- connection | og, packet O

mat ch ehl o-repl y- paraneter others obfuscate extended comrands not explicitly
noted in the RFCs (such as STARTTLS)

mask, packet 2555
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