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CLIENT TCP PROXY SERVER

(1) TCP Handshake

(3) TCP Handshake (after using SNI

(2) CLIENT HELLO (with Si = X) received to pick the backend)

(4) CLIENT HELLO (SNI = X)
(5) SERVER HELLO (server cert)

(3) SERVER HELLO (SNI server cert)

(6) Change Cipher Spec

(7) Change Cipher Spec

(8) ENCRYPTED REQ

(9) ENCRYPTED REQ

(10) ENCRYPTED RESP

(11) ENCRYPTED RESP
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https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/fqdn-filter-profile.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/fqdn-filter-profile.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/fqdn-filter-profile.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/faq/multicloud-defense-faqs.html
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