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https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://docs.ces.cisco.com/docs/ces-customer-cli-access
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* Microsoft 365
o ERHRHE BT (SMTP)
« BERS R R RS (DNS)

ERREHF
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AXHEPNEERRETREXRENEFNREFEEN, FAXEFEANAAERZHNERAR
(BN ) BE. MREHMELTEIRES , BHRRETHEAARTHEELE,
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FMEUN BB RIE-BNBRS  BREEXNIEEENZMK (BRAESA ) IR =HR
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Your Cisco Cloud Email Security (CES) service is ready!

Organization Name: Nl BN = =
Start Date: 2022-09-09 05:09:04 America/Los_Angeles

Below you will find information about your login credentials and other important information regar
ding your CES. Please retain this email for future reference

MX Records for inbound email from Internet
« mxi. = B .iphmx.com

= mx2. mm " 1.iphmx.com

Your Cisco CES portals:
Email Security

hitps://dhmm" -esal.iphmx.com
Security Management
https://dhl B% -sma1.iphmx.com
End User Quarantine
https://dh' ™ -eug1.iphmx.com

Please sign in the portals with this user ID:

Username: sl
Password: w® "ol wm *

Note: We recommend changing your password after the initial login.

Hostname and IP addresses to be whitelisted(for Microsoft/Office365 and G-Suite u
sers):
Email Security:
m m.140.105
m.150.143
BN 143.186
—_32.98
Security Management:
157.91

If you are using a Cloud service such as Office365, G-Suite, etc., you should direct your o
utbound emails to the address below to have them scanned by Cisco Cloud Email Securit

.

Host and IP address used for outbound relay from Office365 and G-Suite:
ob1.hcmmm .iphmx.com

Include CES host and IP address in your SPF record:

v=spf1 exists:%{i}.spf.hca B .iphmx.com ~all



BANEPBRBELTAIP, EALE Microsoft 365 BB REA B 2 ELA LM IPSHEHE.

% AR BRABVEEUT M A4 IRz s TN | BN EMicrosoft 365 ExchangelZHl A F EHIBEFTENE, ELE
F—PEUERAEREN.

% AR REERPNIPHUESBRAEHNSENEMABER LG, Fla0, xxx.yy.140.105 MK 1K EIE1#EDIPibiL |
Xxx.yy.150.1143 22T 1EOIPHE, M1 EIE23E 0 IPHbiE R xxx.yy.143.186 , P20 EHE25E O 1PiE 2
XXX.yy.32.98, MEZHMMETBEDaa2 (E£HEOIP) WEE , iE5Cisco TACEK R SUfFData 2% ORI EH 2B+,

i M icrosoft 3650 Z2 & BB 4

1 Microsoft 365 1 #i B R B Cisco Secure Email BI4E A BB 4

SR MR R A3 R A

o B FEIMicrosoft 365% ¥ H /0 https://portal.microsoft.com).

o HEEMZFEEAH | BFF Admin Centers.

+ Ri Exchange.

« MEMREHRSHE Mail flow > Rules.

o i [+] KeIEFHA,

+  MTHFIFRF%EFEBypass spam filtering... o

o HIAFHNEIZF . Bypassspam filtering - inbound email from Cisco CES.

o X TF*Apply thisruleif... , %£$# The sender - IP addressisin any of these ranges or exactly matches.

1. X F4EE I P st SE B "(specify IP addressranges) ¥ HHE O , B A MNB R 2L mR4INE P IRAER IPH L,

2. RE OK.
o NWTHITUT®RE..... , AN B EESEE © Set the spam confidence level (SCL) to... - Bypass spam filtering.
R Save

AN ERF R —NRA


https://portal.microsoft.com

Bypass spam filtering - inbound email from Cisco CES

MNama:

[Bypass spam filtering - inbound email from Cisco CES I

*Apply this rule if..

Sender's IP address is in the range...

| add condition
*Do the following...
Set the spam confidence level (SCL) to..

| add action |

Except if..

| add exception |

Properties of this rule:

Priority:

E

+ {REETE Exchange BB AN
o MEMFEEHEMRZE Mail flow > Connectors.

o RilT [+] AEIEIEESR,

ERBENSMAERTRBEEAS , 5%

1. From ( &% A ) : Partner organization

o  EH : Office365

o K Next.

Enter in the IP address(es)
associated with your Cisco

Secure Email Gateway/

Cloud Gateway

Il 'H e E

Bypass spam filtering

Mark specific messages with an 5CL
before they're even scanned by spam
filtering. Use mail flow rules to set the
spam confidence level (SCL) in
messages in EOF

Save ‘ | Cancel




o HIAFERESMEFR : Inbound from Cisco CES.

o IBAILUAINGLE.

e Rif Next.

o @i Usethe sender's|P address.

o i Next.

o B [+] HW AL CiscoRr £ B FERRUL(E F I8 REVIPHb L

o K Next.

» %$%F Reject email messagesif they aren't sent over Transport Layer Security (TLS).

o =if Next.
«  Hi5 Save

EERFEENRAWT :



Inbound from Cisco CES
DR

Mail flow scenario

From: Partner organization

To: Office 365

MName
Inbound from Cisco CES
Status

On

Edit name or status

How to identify your partner organization

Identify the partner organization by verifying that messages are coming from these P
address ranges: il N & | [

Edit sent email identity

Security restrictions

Reject messages if they aren't encrypted using Transport Layer Security (TLS)

Edit restrictions

i B M Cisco Secure Email & 3% 2| Microsoft 365 B R 4
B s

X EFREE P RERITEHITERRS. UK, EULBERBRES , BiXLEMicrosoft 365 FTIP , H AR T REEE , BLHFE
Microsoftit {TE{AT BR 1 o

o BFRINEHMRK,

e B ZE Mail Policies > Destination Controals.

e A5 Add Destination.



fEA:

1 Bf  MALKNER

2. Concurrent Connections ( FF&AIEZES ) : 10

«  Maximum Messages Per Connection ( B/MEZ S ARIB4ER ) : 20

e TLSSupport ( TLS % ) : Preferred

+ R Submit.

- HEFAPEBEUNALAKCommit Changes MR B E B FE K.

B S RAR RE)

Destination Control Table Items per page

| Add Destination...  Import Table |
All

Domain IP Address Preference = Destination Limits TLS Support | DANE Support ~ | Bounce Verification * @ Bounce Profile Delete

10 concurrent connections,
your_domain_here.com Default 20 messages per connection, | Preferred Default Default Default ]
Default recipient limit

500 concurrent connections,
Default IPv6 Preferred 50 messages per connection, None Nane Off Default
Mo recipient limit

| Export Table

* Bounce Verification settings apply only if bounce verification address tagging is in use. See Mail Policies > Bounce Verification.
~ DANE will not be enforced for domains that have SMTP Routes configured.

LG INGIRES

BTXR , REWMHFABER (RAT) BURZ R E AV SRVERMF

«  BfiE Mail Policies> Recipient Access Table (RAT).

% F BEIEMHRNETEFNEREN  BRETEFEATAAKKIER. IncomingMal=zMailFlow,

+ & Add Recipient.
*  fE‘Recipient Address’ ( Y4k Attaik ) FERHIRINEAVE.

o IEFERIARE Accept.




« =ik Submit.

«  mEHUIA EEKCommit Changes MR F BB B FE Ko

RAT& B ERH— Rl :

Recipient Details
Order: E1

Recipient Address: () | |your_domain_here.com

Action: | [Accept v |
Bypass LDAP Accept Queries for this Recipient
Custom SMTP Response: @ Mo
O | Yes

Response Code: |51

Response Text:

Bypass Receiving Control: G ® no

O Yes

SMTP B&H

1R B SM TP B SLURFBR 44 M Cisco SecurefiB 444% 3% B #2 #I Mi crosoft 36538, :

o S#iZE Network > SMTP Routes.

« =i Add Route...

o WU (Receiving Domain) : A&

o BFREN : RINEH FEIBMicrosoft 365 MX12 %,

«  Rif Submit.

«  mEHUIA EAEKCommit Changes MR BRI EL B FE Ko

SMTPERHIEER RHIOT :



SMTP Route Settings

Receiving Domain: \2)  [your_domain_here.com

Destination Hosts: Priority (2 Destination (7 Port Add Row

|0 Ivnur_domain.mall.prnt 25 i}

(Hostname, IPvd or IPvG address. )

Qutgoing SMTP Authentication:  No outgoing SMTP authentication profiles are configured. See Network > SMTFP Authentication

Note: DANE will not be enforced for domains that have SMTP Routes configured.

DNS (MXiZ® ) itE

BEHAZFBEIMERRMX)IEREICRY)MRE, EEDNSEERAE , REIRRZLMEXRIDERHNANE |, MENMXICZET A
BRI Z M4 =S558 PHtit,

MMicrosoft 36572 #l & WAIEFTMX DRI E X :

« B FFMicrosoft 365% E 12 | & (https.//admin.microsoft.com),
+  BfiZE Home> Settings > Domains.
- EREHBRIANEE.

o miCheck Health.

XM T Microsoft 365N & # S1# X BXFIDNSFIMX 12 FH HATMX 125 :

‘ Microsoft 365 admin center Search

.| | I B

Domains > == m == com
Managed at Amazon Web Services [/ Default domain

Remove domain

DN records

Tio manage DMNS records for sesssssss com, go to your DNS hosting provider:

your domain by adding these DN at your domain registrar or
ect a record to see all of its details and 'copy and paste” the expected

Microsoft Exchange
Type
MX
TXT

CHAME



https://admin.microsoft.com

% X EARHIP , DNSHAmMazon Web Services AWS)EEMEE, EANEER , NREMDNSHEEEMicrosoft 3651k = L
AWEMME , BLBR KBS, BULZBNTES  “RITEERMNEIEEyour_ domain_here.comiiil T #idxk. BH
REZN LAEMNIERESHAFTRWIEREE..” 25 HB/MXIZRERH KIEE R EE [ EEHMicrosoft 3651k 7 #

Bo RaMEAREHWERBR ZEHBHMXK,
Mzt A Db B4

A % 3% B &Y Microsoft 36588 TR 4 bk B9 A L BB, ARG , RETREEEMicrosoft 3658 FHBAUAFEF .
56 11F K {51 B Bt B9 Cisco Secure Email and Web Manager ( tB#R 9 SMA ) B “HB 4 BR BR"(Message Tracking) R BV BR 44 B 75

£ SMA BATIA T REIERMHEE ¢

o BFIZHISMA (hitps.//sma.iphmx.com/ng-login)o
«  Rif Tracking.

o WMAFTENEBRFMFEE Search ; REFEFRUTER

- Email and Web Manager

< Emall = Service Status Menitoring Tracking Quarantine L ? fe] ke e e
M3I00V
——
Message Tracking [E2
3 Filters | 1 Messages Remediote @ Y

Setails @

> Deliven coming Poicy Match Sender Group
LA 330714 13 Aug 2021 17:19:48 (GMT) Hitipe - -==iRH BYPASS_SERS

Sander Fheciplen Subject
sender@iest oom @ INBOUND EMAIL TEST

EEIE Microsoft 365 FEFHHBAE , HHRITUTRE :

o EFZEIMicrosoft 365% & A/ (hitps:/admin.microsoft.com).
+ ¥ AXEM Admin Centers.

» R Exchange.

+  BfiiZE Mail flow > Messagetrace.

o Microsofti2ft 7 BT8RN ERIAZMH. Hlin , #%4F Messagesreceived by my primary domain in the last day SAFF iR R &
o

o NBEHABAFENERSEM , RERT Search HHPEFFRUUTARTHER -


https://sma.iphmx.com/ng-login
https://admin.microsoft.com

5 Message trace > Message trace search results

W Home

8 Recipients -~ L Export results 7 Edit message trace () Refresh Zitems X Search
Mailbooes
Groups Date (UTC-05:00) | Sender Recipient Subject Status
Resources B

B/13/2021, 1:20 PM senderitest.oom @ INBOUMD EMAIL TEST Dalvered

Contacts

=1 Mail flow -~

Message trace
Rubes

Remote domains
Accepted domains
Connectors

Algrts

Alert policies

Fa  Rales w

O migration

it B M Microsoft 365 % 3% 2l Cisco Secure Email BI4E HiBR 4
{£ Cisco Secure Email fl % EEZE RELAYLIST

ESALHNEN TS BMAPE, A, ABYMXE HEE SR EREED,

o BERIEBHIMK,

o BfiZE Mail Policies> HAT Overview.

% AR BB LGSR RONTRRFNRERER , BROTERFA T HEMYTERF. OutgoingMail =k MailFlow-
Exto

» =i Add Sender Group...

o RMEMANAERER :

1. &% : RELAY_0365
23R <UREBHLEBHRHEAE |, B AER>>
3. 5REE . Bk

4. B Submit and Add Senders.



« XA : .protection.outlook.com

N 3. SETHEREARETL.

- Rif Submit.

o mHUIA EA#ICommit Changes AR FIEHVEL B E Ko

“ & A% B (Sender Group Settings) 9 RBIIOT -

Sender Group Settings
Mame: RELAY_0365
Order: 1
Comment: . From Microsoft 365 mail to Cisco Secure Email
Palicy: - RELAYED
SBRS (Optional): [ Not in use

External Threat Feed (Optional): None
For IP lookups only

DMS Lists (Optional): None
Connecting Host DNS Verification: None Included

i_~:< Back to HAT Overview I | Edit Settings...

Find Senders that Contain this Text: (7) i Find
| Add Sender...
All
Sender Comment Delete
.protection.outlook.com - From Microsoft 365 mail to Cis... | O
i.-:e: Back to HAT Over\riewjl .

BRATLS

+  Rifi <<Back to HAT Overview.
o KEERMREM : RELAYED.
«  [AT&S , 7 Security Features B4 &3, Encryption and Authentication.
« XNTFTLS, Bk : Preferred.

« i Submit.



AFHUIA EABCommit Changes AR FEHE B E Ko

HRAFR R E RGN T

Encryption and Authentication: TLS: | O use Default (0ff) O off @ Preferred O Required

TLS is Mandatory for Address List: | None
[] Verify Client Certificate

SMTP Authentication: | (8) Use Default (0ff) O off ) Preferred () Required

If Both TLS and SMTP Authentication are Require TLS To Offer SMTP Authentication
enabled:

EZBM Microsoft 365 &3 CES BYHRHE

o EFZEIMicrosoft 365% & A /L (hitps:/admin.microsoft.com).

o ¥ KXW Admin Centers.

« R Exchange.

BZE Mail flow > Connectors.

o BE[+OIERIERESR,

o HERBREHMEMERAREHEATR , KEF

1. From ( XR#A ) : Office365

o FEHN : Partner organization

o K Next.

o HAFERERRMAFS - Outbound to Cisco CES.

o BTN DNEER.

« i Next.

o XITANEFRALERSR?

1. %% : Only when | haveatransport rule set up that redirects messages to this connector.

o K Next.


https://admin.google.com

.

KR il Route email through these smart hosts.

KR [+] FRACESKIAE PR A H ISP I EH B

Ri Save.

i Next.

Office 36551 AN1AIE 1 F & RN FHA LY BB F BB AR 5525 2

1. %% : Alwaysuse TLSto securethe connection (recommended).

« % . Anydigita certificate, including self-signed certificates

o Hi Next.

RERETHIAFR,

=i Next.

£/ [+] AT B Fb iy | RiF%EE OK.

KRif Validate # A FE1TIRIE,

SERJE , /i Close

RifSave.

Outbound Connectorfy Sh3 ;=451



Outbound to Cisco CES
® ) W

Mail flow scenario

From: Office 365

To: Partner organization

Mame
Outbound to Cisco CES
Status

On

Edit name or status

Use of connector

Use only when | have a transport rule set up that redirects messages to this connector.

Edit use

Route email messages through these smart hosts; 8 BT jphmx.com

Edit routing

Security restrictions

Always use Transport Layer Security (TLS) and connect only if the recipient’s email server
has a digital certificate.

Edit restrictions

Validation

Last validation result; Validation successful
Last validation time: 10/5/2020, 9:08 AM

Validate this connector

Bl R 57T HA 0


https://outlook.office365.com

LNFEBEBHABREED , &8 : Insdetheorganization.

«  Hik OK.

KR i Moreoptions...

M if add condition IR HIBEAE =DM -

1. 1%$% Therecipient...

o #%#F : Isexternal/internal.
o WFERBEHAMBHEED , %R : Outsdetheorganization .

+  RKREOK.

P HRITUTRE. ... , %3 . Redirect the messageto...

13E : LUITFERS,

2. ##%4%0utbound to Cisco CESE#258,

3. Click OK.

BREERITATERE.....DABAEZNERE

1. 4% : Modify the message properties...

o i%$® : set the message header
o REBEBH(SL : X-OUTBOUND-AUTH.
«  Rifh OK.

o RE{E : mysecretkey.



«  Rih OK.

«  Kif Save

% IR AR LR B Microsofth REBAER4F |, BB B FF Microsoft 3653EAT |, ATURIXEXINBLE R ; HHEXEEITNEBRM 2
B, RES T AR BRI EL,

Microsoft 3658 HEL BRI RHIAIT :



Qutbound to Cisco CES

Marme:
| Qutbound to Cisco CES

*Apphy this rule if.
X The sender is located.. ~|  Inside the organization

and

¥ The recipient is located... -| Qutside the organization
| add condition

*Do the following...
X Set the message header to this value.. - I Set the message header 'X-DUTBOUND-
AUTH: to the valfue ‘mysecretikey’
and
X Use the following connector., -r] Qutbound to Cisco CES
| addacion |
Except if.,

[ add exception '

Properties of this rule:
Priority:

o]

O Audit this rule with severity level
Mot specified = |

Choose a mode for this rule:

@ Enforce
O Test with Palicy Tips
O Test without Policy Tips
[ Activate this rule on the following date:
Fri 8/13/2021 = | | 1:30 PM L
[ Deactivate this rule on the following date:
Fri 8/13/2021 'l 1:30 PM v

O Stop processing more rules
O pefer the message if rule processing doesn't complete

Match sender address in message:
Header f;

[ Add to DLP policy
PCI - |

Comments:

ﬁ Rights Management Services (RMS) is a premium feature that requires an Enterprise Client Access License (CAL) or a RMS Online license
for each user mailbox. Learn more


https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://docs.ces.cisco.com/docs/ces-customer-cli-access

office365_outbound: if sendergroup == "RELAYLIST" {
if header("X-OUTBOUND-AUTH") == "Amysecretkey$" {
strip-header ("X-OUTBOUND-AUTH") ;

} else {

dropQ;

}

}

- REZRE-IRUGIEFNEBT.

o EFITHREA [] AL RFERASIRER,

o HBfireturn —REH TR FEE,

«  JE{TCommit 85 T ARIEXS EL B PR A9 B Ko



AR BEERAEANBRTN. BETREPE RN NSHENREIRFH , WREIFFR.



AR BEINAEERELAYLISTHE . AUEAZRAEHHTRE , A NERAETFARB RSB REPNEE
=17

izt e BB 4

i B FIMi crosoft 36588, F iR 44 1 11k & 3% 2 74 BB 5 U 4 A BY kBB 4, 48 F] L& & Cisco Secure Email and Web Manager 1 #Y iR 44 ER
R, AR GE EREAT HE,

% AE  REMX EMTLSE B (RAEE (System Administration) > SSLEE) M A F HIESMTPRI 2B, BERSEIBEIN



~

HIGH:MEDIUM:@STRENGTH:!aNULL:!eNULL:!LOW:IDES:!MD5:!EXP:!PSK:!DSS:!RC2:!RC4:! SEED:!ECDSA:!ADH:!IDEA:!I3DES:! SSLv2:!SS

BRI R IE Y BRER R A

<d Email and Web Manager Email ~ Service Status Menitoring Tracking Quarantine L ? 3 eisee SECURE

M100V
MIESSage 1 TacKIng [

& Fihers | 1 Messages Validate your RELAY Sender Group and Mail Flow Policy IPaddress from Microsoft 365

Remediate & Y
[J Message Detaits @ \

& O3 Delivered MID Tima Ougoing Policy Match Sandor Group Sendor IP
o 186371, 186372 13 Aug 2021 14:14:58 (GMT -04:00) m_ _ees RELAY 0385 m E55175
Sander Reciplant Subject SBRS Score
@ e OUTBOUND EMAIL TEST MNone More Detalls

KifiMoreDetails IEE TBAVEEHAREES -

Email and Web Manager

Email - Service Status Maonitoring Tracking Quarantine 1 ? o] el cECURE
MI100V
—_—
< Back to Summary
Message Tracking
Message ID Header <MN2ZPR13MBA007C 1 6BFIB26CFEID340654FBFAS@MN2PR13MBA007.namprd13. prod.outiook.coms
Processing Details Envelope Header and Summary
Last State
Summary Dralivared
Messages 186371, 186372 | Massnge
12 Aug 2021 Outgeing
MID
14:14:59 ()  Incoming canneetion (ICID 405417) kas sendar_group: RELAY_O365, sender_ip: Il B’ 59,175 and abrs: not ensbled 186371, 186372
14:14:50 ) Protwcol SMTP interface Data 2 (191 [.57.36) on incoming connection (ICID 405417) from sender IP W -59.175. Reverse DNS host mail- Time
drbaam 1 21p21 75 sutbound_protecton outlook com verifed yes_ 13 Aug 2021 14:14:59 (GMT -04:00)
14:14:59 ) (ICID 405417) RELAY sender group RELAY_O365 match protection.outiock com SBRS not enabled country not enabled Sencler
14:14:59 @ 1 (ICID 405417) TLS protocel TLSv1.2 cipher ECDHE-RSA- AES256-GOM-5HA384. Rocipient
il § .
T4:14:56 @) Message 186371 Sender Domain: I 7 .com
14:14:59 (@ Start message 186371 on incoming connection (ICID 405417} Sending Host Surmmary
14:14:55 ) Message Y8637 enguausd on incoming connection (ICID 405417) from Reverse DNS hostname
il
14:14:59 @ Message 186371 direction; outgoing dmEnam 2ip21 75 cutbound.protection.o
thook. verified|
14:14:59 @ Message 16371 on incoming connection (ICID 405417) acded recipiont (i IS SO ), ook traribec)
IP addness
14:15:00 @@ Message 186371 containg message 1D header 1 59.175
"<MN2PR1IMBA00TC GBFIB2ECFAIDI40654FEFASBMNIPR 1 IMBADOT,
i SBRS Score
Nane
[ 4
=29 o — .
X A5 3K A PR Y iR 44 BR BR R 4B
<A Email and Web Manager Emall - Service Status Monitoring Tracking Quarantine 1 ? ol
M100V
—
Message Tracking B>~
2 Filters | 100 Messages Remediate @ Y
[ Message Detaiis @
MID Time Policy Match Sender Group Sender P
94011 13 Aug 2021 15:54:18 (GMT -04:00) MIA RELAY 0365 o EEsri7a
Sender Reciplent Subject SBRS Score

= OUTBOUND MAIL None Morg Datalls



. Email and Web Manager
M100v

« Back to Summary
Message Tracking

Message ID Header <MN2PR13MB40076A4BBICA00EEAC1618DAFEFAS@MNZPR 13MB4007 namprd13.prod.outlook.com>
Processing Details

Summary

15:54:18

15:54:18 Massage 94011 Sander Domain: bea-demo,com

15:54:18 Start message $4011 on Incoming connection (ICID 137530}

15:54:18 Message 34011 enqueved on inceming connection (ICID 137530) from DN EOEIDIEE .

15:54:18 Message 24011 direction: oulgoing

15:54:19 Message 94011 comains message ID header

"<MNZPR13IMB400T6A4BEICAD0EEAC 61 EDAFBFASEMNZPR IMBA007 nampad 1 3. prod. outlook.com>".
1554019 Meszage 24011 original subject on Mjection: OUTBOUND MAIL 3:54PM POST-SECRET CHANGE
15:54:19 Message 34011 (7555 bytes] from - raady.

155418

Meszage 34011 hes sender_groug: RELAY_O365, sander_ip: L}

S57.174 and sbvs;

L ]
L ]
[ ]
®
@
15:54:18 ) Message 34011 on incoming connection (ICID 137530 added recipient | k
L ]
L ]
L ]
L ]
15:54:19 @

15:54:19 () | Message 84011 aborted: Dropped by filter ‘office365_outbound'

BXRES

BRI R £ s lp X XA

- BRZeH AP RTETE
- EBERZTeH YT IR

. BRRALZSERIERTEERE (SHEVESA )

R BEP MR Y

Cisco Secure Email and Web Manager 3%

Email - Service Status Monitoring Tracking

Incoming connection (ICID 137530} successfully accepted TLS protocol TLSv1.2 cipher ECOHE-RSA- AESH56-GCM-5HAIS4.

SECURE

Envelope Header and Summary

Last Stae

Massnge
N/A

MID
34011
Tirne

13 Aug 2021 15:54:18 (GMT -04:00)

Sender

Raciplent

Sending Host Summary

Reverse DNS hosthama

il

drnbasm] 11p21 74 sutbound. protecton e
utlssk com (verifed)

IP address
S7.174

SBRS Score
Nane


https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-command-reference-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-command-reference-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-programming-reference-guides-list.html
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