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1. B Configuration , A f5 % & Remote Access VPN,
2. BFT Certificate Management , fA/51%£% Identity Certificates,
3. B Add , A/FE & Add a new identity certificate # %3241,
4. #& New,
5. 7 Add Key Pair X} iF#E 1 & &7 Enter new key pair name 21241,
6. AR THRIRBAXNNESR. KXRGIFERANZE ssivonkeypair,
7. & Generate Now,
8. £ Add Identity Certificate X iEHER , R AIENZHAITLTFIEF RS,
9. X F Certificate Subject DN , & A TiEZE VPN AEZONWELREE A (FQDN),
CN=sslvpn.cisco.com
10. 2.7 Advanced , SR/ E Certificate Subject DN FE % AFE A FQDN, N
, FQDN:sslvpn.cisco.com
11. Click OK.
12. i%&# Generate Self Signed Certificate Zi%# , A5 ¥ 1 Add Certificate,
13. Click OK.
14. & Configuration , #A/5% & Remote Access VPN,
15. BJT Advanced , R/5i%#F SSL Settings.
16. 7£ Certificates X1 , 2 fF A F 444 SSL VPN 90 ( AAF ) , AREE T Edit,
17. 7 Certificate THRIFIFRF |, EFRETMERNBZEIUED,
18. B OK , ARA/5 2 o Apply.
wRITRA

ciscoasa

ci scoasa(confi g) #crypto key generate rsa label
sslvpnkeypair

I NFO. The nanme for the keys will be: sslvpnkeypair
Keypair generation process begin. Please wait...

! -—-—- Generate an RSA key for the certificate. (The name
should be unique. !--- For example, sslvpnkeypair.)

ci scoasa(confi g) #crypto ca trustpoint localtrust

!--- Create a trustpoint for the self-issued
certificate. ciscoasa(config-ca-trustpoint)#enrollment
self

ci scoasa(config-ca-trustpoi nt)#£fgqdn sslvpn.cisco.com
ci scoasa(confi g-ca-trustpoi nt)#subject-name
CN=sslvpn.cisco.com

!-—— The fully qualified domain name is used for both
fgdn and CN. !--- The name should resolve to the ASA
outside interface IP address. Ci scoasa(config-ca-
trust poi nt) #keypair sslvpnkeypair

!-——- The RSA key 1is assigned to the trustpoint for
certificate creation. ciscoasa(config-ca-

trust poi nt) #crypto ca enroll localtrust noconfirm

% The fully-qualified domain nane in the certificate
will be: sslvpn.cisco.com

ciscoasa(config)# ssl trust-point localtrust outside
!--- Assign the trustpoint to be used for SSL
connections on the outside interface.
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, {52 Cisco AnyConnect 2.0 Z1THRASSERR

JREX AnyConnect BF %G , BERA TS E
ASDM $ B

1. 83 Configuration , /5% & Remote Access VPN,

2. BT Network (Client) Access , AAFEFF Advanced.

3. BJF SSL VPN , R /51%#F Client Settings.

4. £ SSL VPN Client Images X1 , ## Add , AAE 2 & Upload.

5. 3% % H# #& 2| AnyConnect 2% T IINLE,

6. R , RIF% & Upload File, —BEEFIREHER , BFRIEERREXHERI L
#HEAE.

7. Click OK.FEE 2 HI — N EE , EREHINRESENH LEHNMGEHAEZF SSL VPN &F
TR AR

8. Click OK.

9. 21 OK , REE T Apply.

10. HNEFEANESENMEETIRERSMN AnyConnect BFEES AR HHYIX L5 TR

eI

ciscoasa

ci scoasa(confi g) #copy tftp://192.168.50.5/anyconnect-
win-2.0.0343-k9.pkg flash

Address or nanme of renote host [192.168.50.5]7?
Source fil enane [anyconnect-w n-2.0.0343-k9. pkqg] ?
Destination filenane [anyconnect-w n-2.0.0343-Kk9. pkg] ?

Accessing tftp://192.168. 50. 5/ anyconnect -w n-2. 0. 0343-
k9. pkg...!trrrrrrrrnn

Witing file disk0O:/anyconnect-w n-2.0.0343-k9. pkg. .
NEEERRER R R R R R R R RN RN R R RN R R R RN RN

2635734 bytes copied in 4.480 secs (658933 bhytes/sec)
!--- AnyConnect image is downloaded to ASA via TFTP.

ci scoasa(confi g) #webvpn

ci scoasa(confi g-webvpn) #sve image disk0:/anyconnect-win-
2.0.0343-k9.pkg 1

!--- Specify the AnyConnect image to be downloaded by
users. The image that is !--- downloaded the most should
have the lowest number. This image uses 1 for the !---

AnyConnect Windows image.

S 3. 5 Anyconnect i8]

ERWF AnyConnect EPIRIEEE] ASA |, BAIEL L SSL VPN EZENEO LSRR, AR4E)
FAAEEZEOL 1L AnyConnect E3Z,

ASDM B

1. B Configuration , A f5 % & Remote Access VPN,
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2. BRIt Network (Client) Access , & fF1%# SSL VPN Connection Profiles,
3. i%& 7 Enable Cisco AnyConnect VPN Client &Zi%4E,
4. % H\ERIEO R Allow Access EiRAE , RE % Apply.

wRITRA

ciscoasa

ci scoasa(confi g) #webvpn

ci scoasa(confi g-webvpn) #enable outside

ci scoasa(confi g- webvpn) #svc enable

! -—-- Enable AnyConnect to be downloaded to remote

computers.

SR 4. BIRFTAYE Fag

ARMATEEEFREENNZNATEFRNEES K, NROFEIERN SSLClientPolicy
HY4H SR AE

ASDM S

1. 8 Configuration , /5% &5 Remote Access VPN,
2. BTt Network (Client) Access , A/Fi%#E Group Policies,
3. 21 Add.
4. i%# General , AAFE1E Name FE&%i A SSLClientPolicy.
5. BB %A Address Pools Inherit EiE4E.
6. #i7 Select , AT #d Add. LELATFEFHIN Add IP Pool X iE4E.
7. EMEHRYFIRFERN IPSEERNEEbutith, ANRHIFEMAXLE . BF : SSLClientPoolE 18
IP ik - 192.168.25.1Ending IP Address : 192.168.25.50 F M ##:255.255.255.0
8. Click OK.
9. RO ML |, R/FHE Assigno
10. 5 OK , ARJ5 & 7 More Options,
11. BUE % & Tunneling Protocols Inherit Zi%4E
12. %&£ # SSL VPN Client,
13. EEE K P IEF Servers,
14. BUEIE S DNS Servers Inherit Zi&4E , AR5 A AnyConnect & 515 6E FARIPIEE DNS AR
el IP bk, AROIBER 192.168.50.5,
15. % 7 More Options.
16. BUHIE A Default Domain Inherit Zi%4E.
17. A RNEPEE RIS, Fla | tsweb.locals
18. 7 OK , AR/F & 1 Applyo
wEITRA

ciscoasa

ci scoasa(confi g)#ip local pool SSLClientPool
192.168.25.1-192.168.25.50 mask 255.255.255.0
!--- Define the IP pool. The IP pool should be a range

of IP addresses !--- not already in use on the internal
network. ciscoasa(confi g)#group-policy SSLCLientPolicy
internal

ci scoasa(confi g) #group-policy SSLCLientPolicy attributes




ci scoasa(confi g-group-policy)#dns-server value
192.168.50.5

!--- Specify the internal DNS server to be used.

ci scoasa(confi g-group-policy)#vpn-tunnel-protocol svc

! --- Specify VPN tunnel protocol to be used by the Group
Policy. ciscoasa(config-group-policy)#default-domain
value tsweb.local

!--- Define the default domain assigned to VPN users.
ci scoasa(confi g- group- policy)#address-pools value
SSLClientPool

!--—- Assign the IP pool created to the SSLClientPolicy
group policy.

ACIE VPN 69 75 (7 5 F= S TF 15 TN

BRZEE , S99 A SSL/IPsec B 4T 05 F 5%,

ASDM 5%

1. 8 Configuration , /5% & Remote Access VPN,
2. BT Network (Client) Access , AAFEFF Advanced.
3. BFf SSL VPN , AAf5i%#% Bypass Interface Access Listo
4. #{R Enable inbound SSL VPN and IPSEC Sessions to bypass interface access lists #i%4&
LFiEPRE , REEDE Apply.
wRITRA

ciscoasa

ci scoasa(confi g) #sysopt connection permit-vpn

!--- Enable interface access-1list bypass for VPN
connections. !--- This example uses the vpn-filter
conmand for access control.

ci scoasa(confi g-group-policy)#

S} 6. Bl AnyConnect /i 200 ¥ B0 i LA FIBRE 4

R ASA B, VPN BRI EZIIEEREXHRRBEL., BEARATEXSEREMN VPN &
¥ (0 IPsec L2L, IPsec i=f2iF A, & Fim SSL MEFiwm SSL ) BiEZESH.

ASDM B

1. 7 Configuration , A f5 % &7 Remote Access VPN,

2. B Network (Client) Access , ARIEEFF SSL VPN,

3. #%&# Connection Profiles , A/ % & Add.

4. %42 Basic , AEHM AL TE : % : SSLClientProfile B 103 : 45 ith BR IA A K B
:SSLClientPolicy

5. #{® SSL VPN Client Protocol Zi& L FiE RS,

6. E LB FEFF Advanced , AREEF SSL VPN,

7. £ Connection Aliases T #7 Add , AW ARF LU HE VPN EZEXREIN AR, Hlan
, SSLVPNClient,

8. 51 OK , RAFHXE T OKo



9. £ ASDM B OJKEB , 1 Allow user to select connection, identified by alias in the table
above at login page Zi%4E , RS ¥ Apply.
wRITRA

ciscoasa

ci scoasa(confi g) #tunnel-group SSLClientProfile type
remote-access

!-—-—- Define tunnel group to be used for VPN remote
access connections. Ciscoasa(config)#tunnel-group
SSLClientProfile general-attributes

ci scoasa(config-tunnel -general ) #default-group-policy
SSLCLientPolicy

ci scoasa(confi g-tunnel -general ) #tunnel-group
SSLClientProfile webvpn-attributes

ci scoasa(confi g-tunnel -webvpn) #group-alias SSLVPNClient
enable

!--- Assign alias for tunnel group. Ciscoasa(config-
t unnel - webvpn) #webvpn

ci scoasa(confi g-webvpn) #tunnel-group-list enable
!--- Enable alias/tunnel group selection for SSL VPN
connections.

S 7. BLl AnyConnect 2589 NAT &

NFE ARV SSL VPN BFimiGRINEM IP bt SSEE , HMAMEE NAT %R, ARG
, SSL VPN B imNEEIFRIAER IP 192.168.50.5,

AE  MERBANATES , WARFEKS R, £/ show run nat-control i H#{THIE. Z&ET
ASDM #1TRIE |, &% & Configuration , 8 Firewall , A/5%#% Nat Rules, #1R Enable traffic
through the firewall without address translation ZiZME 2% , M T AR $L 55K

ASDM Z 5%

1. 8.3 Configuration , A/ % & Firewall,

2. %% Nat Rules , A5 # & Add,

3. 1%&#% Add NAT Exempt Rule , AFM AL TE : &4 : #EEOANIPRIR : 192.168.50.5H
AV : 192.168.25.0/24NAT Exempt Direction : NAT Exempt outbound traffic from interface
'inside' to lower security interfaces (Default)

4. B OK , ARB 2T Apply.

wHTRAl

ciscoasa

ci scoasa(confi g) #access-1list no_nat extended permit
ip host 192.168.50.5 192.168.25.0
255.255.255.0
!--- Define access list to be used for NAT exemption.
ci scoasa(confi g) #nat (inside) 0 access-list no_nat
!-—- Allow external connections to untranslated internal
! --- addresses defined by access lisy no_nat.
ci scoasa(config)#

S IR 8. R = A 0B 2 3t B4 FE




MREBEARM S G (BNED ) |, WELTEXRBBEEPELAFENOT | UEHTH
P& HOBRIE.

ASDM B

1. 7 Configuration , A f5 % & Remote Access VPN,
2. RFT AAA Setup , AfFi%# Local Users,
3. 215 Add , REWALLTE : username : SIS : p@sswOrdiBIAB : p@sswOrd
4. 1%# No ASDM, SSH, Telnet or Console Access #i% %4,
5 ¥ OK , REE T Apply.
6. WTHAMAF, , FEEWDIR , RF KT Save.
wRITRA

ciscoasa

ci scoasa(confi g) #fusername matthewp password p@sswOrd
ci scoasa(confi g) #fusername matthewp attributes

ci scoasa(confi g-user nane) #service-type remote-access
!--- Assign user remote access only. No SSH, Telnet,
ASDM access allowed. ciscoasa(config-usernane)#write
memory

!--- Save the configuration.

Wi

{59 AT LALSAE SSL VPN LB R AR Ih

£/ AnyConnect & FiREEREE] ASA

B PC LREEFIE , ABIERET ASA AEBED |, EE Web X TSP A ASA B hitps
FQDN/IP #biit, MNEREER Web XK , BERRASERDIEXRFEEHIZE,

IHF SSL VPN 2/ i 5

£ A show vpn-sessiondb svc i S RIEERER SSL VPN &FF .

ci scoasa(confi g- group- pol i cy) #show vpn-sessiondb svc

Session Type: SVC

User nane : matthewp I ndex : 6

Assigned IP : 192.168.25.1 Public IP :172.18.12. 111

Pr ot ocol : Cientless SSL-Tunnel DTLS- Tunnel

Encryption . RC4 AES128 Hashi ng . SHA1

Byt es Tx . 35466 Byt es Rx . 27543

G oup Policy : ssSLClientPolicy Tunnel Group : SSLClientProfile
Login Tinme . 20:06:59 UTC Tue Oct 16 2007

Dur ati on : Oh: 00m 12s

NAC Resul t : Unknown

VLAN Mapping : NA VLAN . none

ci scoasa(confi g-group-policy)#

vpn-sessiondb logoff name username s S A ARTERA P BXEHAF . MR, AFFKE



Administrator Reset ;5 5.,

ci scoasa(confi g) #vpn-sessiondb logoff name matthewp
Do you want to | ogoff the VPN session(s)? [confirni
I NFO Nunber of sessions with nane "matthewp" |ogged off : 1

ci scoasa(config)#

A X AnyConnect 2.0 EF I IF4E S , 2 Cisco AnyConnect VPN E# F $5F,

B B B B
A5 R UGB T T R R B TR,
P HEBR A (R )

oM EERER (XEEMAS ) (OIT) XFFEL show @i H. A OIT AIEEX show S %
HE D,

EX : B Adebugii T2 8l , 152 HBEXDebugimn THEEF L.

. debug webvpn svc 255 — & R 5@ WebVPN i#E# 2] SSL VPN &EFimiHx< i debug jEE.
BRI AnyConnect &

ci scoasa(confi g) #debug webvpn svc 255

I NFO. debug webvpn svc enabled at |evel 255

ci scoasa(confi g) #ATTR_FI LTER | D. Name:
SSLVPNClientAccess

, 1d: 1, refent: 1

webvpn_rx_dat a_t unnel _connect

CSTP state = HEADER PROCESSI NG
http_parse_cstp_net hod()

...input: ' CONNECT /CSCCSSLC/tunnel HTTP/1.1'

webvpn_cst p_parse_request _field()

...input: 'Host: 10.10.1.5' - !--- Qutside IP of ASA Processing CSTP header |ine: 'Host:
10.10.1.5"

webvpn_cst p_parse_request _field()

...input: 'User-Agent: Cisco AnyConnect VPN Client 2, 0, 0343' - /--- AnyConnect Version

Processing CSTP header line: 'User-Agent: Cisco AnyConnect VPN Cient 2, 0, 0343 Setting
user-agent to: 'Cisco AnyConnect VPN Cient 2, 0, 0343' webvpn_cstp_parse_request_field()
...input: 'Cookie: webvpn=3338474156@8672@L192565782@FB9042D72C
63CE02164F790435897AC72EE70AE' Processi ng CSTP header line: 'Cookie
webvpn=3338474156@8672@L19 2565782@FB9042D72C63CE02164F790435897AC72EE70AE'’ Found WebVPN
cooki e: 'webvpn=3338474156@8672@.192565782@FB9042D72C 63CE02164F790435897AC72EE70AE
WebVPN Cooki e: ' webvpn=3338474156@8672@. 192565782@FB9042D72C63CEO2
164F790435897AC72EE7O0AE | PADDR ' 3338474156', | NDEX: '28672', LOG@ N '1192565782'

webvpn_cstp_parse_request _field() ...input: 'X-CSTP-Version: 1' Processing CSTP header |ine
' X-CSTP-Version: 1' Setting version to '1'" webvpn_cstp_parse_request _field() ...input: 'X
CSTP- Host nane: wkstationl' - !--- Client desktop hostname Processi ng CSTP header l|ine: 'X-

CSTP- Host nane: wkstationl'

Setting hostname to: 'wkstationl

webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Accept-Encodi ng: deflate;qg=1.0'

Processi ng CSTP header line: 'X-CSTP-Accept-Encoding: deflate;g=1.0'
webvpn_cst p_parse_request _field()

...input: 'X-CSTP-MIU. 1206'

Processi ng CSTP header line: 'X-CSTP-MIU. 1206

webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Address-Type: |Pv4
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Processi ng CSTP header |ine: 'X-CSTP-Address-Type: |Pv4'
webvpn_cst p_parse_request _field()
...input: 'X-DTLS-Master-Secret: 72B8AD72F327059AE22CBB451CB0948AFBE98296FD849
49EB6CAEDC203865C76BDBD634845FA89634C668A67152ABB51"

Processing CSTP header line: 'X- DTLS-Master-Secret: 72B8AD72F327059AE22CBB451C

B0948AFBE98296FD84949EB6 CAEDC203865C76BDBD634845FA89634C668A67152ABB51'
webvpn_cst p_parse_request _field()
...input: 'X-DTLS-Ci pherSuite: AES256- SHA: AES128- SHA: DES- CBC3- SHA: DES- CBC- SHA'
Processi ng CSTP header line: 'X-DTLS-C pherSuite: AES256- SHA: AES128- SHA:

DES- CBC3- SHA: DES- CBC- SHA'

Val i dating address: 0.0.0.0
CSTP state = WAl T_FOR_ADDRESS

webvpn_cst p_accept _address: 192.168.25.1/255.255.255.0 - !/--- IP assigned from IP Pool CSTP

state = HAVE_ADDRESS SVC. NP setup np_svc_create_sessi on(0x7000, 0xD41612C8, TRUE)

webvpn_svc_np_setup SVC ACL Name: NULL SVC ACL ID: -1 SVC ACL ID: -1 vpn_put _uauth success!
SVC | Pv6 ACL Nanme: NULL SVC IPv6 ACL ID: -1 SVC. adding to sessngnt SVC. Sending response
Unable to initiate NAC, NAC mi ght not be enabled or invalid policy CSTP state = CONNECTED
webvpn_rx_data_cstp webvpn_rx_data_cstp: got internal nessage Unable to initiate NAC, NAC

m ght not be enabled or invalid policy

& WH AnyConnect BFZ(&EiRA D)
webvpn_portal . c: ewaFor nSubm t _webvpn_| ogi n[ 1808]
ewaFor nSubmi t _webvpn_l ogi n: tgCookie = 0

ewaFor nSubmi t _webvpn_| ogi n: cooki e = d53d2990
ewaFor nSubmi t _webvpn_| ogi n: tgCookieSet = 0
ewaFor nSubmi t _webvpn_l ogi n: tgroup = NULL
webvpn_portal.c: http_webvpn_kill _cooki e[ 627]
webvpn_aut h. ¢: htt p_webvpn_pre_aut henti cati on[ 1905]
WebVPN: calling AAA with ewsContext (-717386088) and nh (-717388536)!
WebVPN: started user authentication..

webvpn_aut h. ¢c: webvpn_aaa_cal | back[ 4380]

WebVPN: AAA status = (REJECT)
webvpn_portal . c: ewaFor nSubm t _webvpn_| ogi n[ 1808]
ewaFor nSubmi t _webvpn_l ogi n: tgCookie = 0

ewaFor nSubmi t _webvpn_| ogi n: cooki e = d53d2990
ewaFor nSubmi t _webvpn_| ogi n: tgCookieSet = 0

ewaFor nSubmi t _webvpn_l ogi n: tgroup = NULL
webvpn_aut h. ¢: htt p_webvpn_post _aut henti cati on[ 1180]
WebVPN: user: (matthewp) rejected.
http_renove_aut h_handl e(): handle 9 not found
webvpn_portal . c: ewaFor nSer ve_webvpn_| ogi n[ 1749]
webvpn_portal . c: http_webvpn_kill _cooki e[ 627]
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