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HXESR

fifr

ANHEREET —ANROEE , RANMAERZSREZFPHASEESHLBHNBIER (W0 http =
ftp ) Elgﬁ#-lﬁl:l )

K RETHARDAAFRDRERRE L, B | BEHD AR €8,
FEREH
ER

AXHERIR PIXIASA EETEE , HEEEZET.

{E A
AXEPHEEETUTREME AR

- IBITHRZR8.2(1)H BRI5500 R 5 B BRI R £ 1% % (ASA)

. Cisco HEEMNZ 2R Z EEEE (ASDM) iR 6.3(5)
AXEPHNEEHRETHESRENREFNEREEN, AXNFEANERZRVHEXAR
M(B®AN)BE, NMREFEANREENE , FRREZCELTHMEGSHNEER I,



XM

IEEHETHATEZERERARAE 6.x RESMAR Cisco 500 5l PIX By KiFiRE .

s 1|
BAXHNENESES | W5E Cisco HABRTHE.
EE

BNMEOLTEENO (KK ) T 100 ( &S ) NEEFR, M, BLAFRLZENME (HR
HENML ) FEE100H. RAEES InternettI ATBME AT LAROLR |, EEHAML ( WIDMZ ) 7
BfuTFmEZE, BALRSMEATEIIE —RZE£FER,

RANBRT , FEEARED (Z2FRN0) LHNAERD , ATTZ2RBFARED (R2F
K7 100) ERFRwO. X#  AMALERERBTAETTEEAEENER TEIRERE
B ABIERTUERREETHR S RMEZLIRE T static ShH 2.

X BE  FAmOSMaMNERZ2XEEIER2X , ARMAROB2NEZ2XITFEERRS
X, BiiRREN AWMH M RER ARSEN

ABHILEMT AR FED

- MEHE
- FAER DS
- I im OB S
ANEB 7 R A < WA ES B A AL PINAR Th BB RV AE BLo

AR FRBTERTE(XREMES)TRMEXRATHERANBSHEAER.

P 45 B

AXHEERATHERE !
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HTTP
172.16.1.1(real)/
Iniernetﬂbudj) EI 162,168.5.1(Mapped)
FTp 172.16.1. 2(realy
=l § 192.168.5.2(Mapped)
192 168.5.0/27
Chutside
172.16.1.0/27 SMTP 172.16.1 3(real}
A0 =] 192.168.5_3(Mapped)
DMZ
insid ; DNS 172.16.1.4(real)/
sice =l N 192 .168.5 4{Mapped)
10.1.1.0024 HTTPS D 172.16.1.5(real)!
192.168.5. 5(Mapped)
PA 2 ¥ O B

BRI BT FIFIREABAE , BN RERZBF A FEAH B BER,

HESIREA—NEZNHREHZEHR. BRIFHEIIRER  BOYLUEERMN B ARtbaE, tHiL,
B0 (3F TCP 5 UDP ) . ICMP & ( 3¢ F ICMP ) 5 EtherType.

XN TREED (MICMP ) |, ZL2BFLENREOLE , At , BFEHREIZIKRAALFRE
ICMP ( B FiFRSRNAZFRZEOMBENFED ) K REFEZSHICMPRNGIZ, ICMP & 5|
1 ICMP £ W 8 N @iE#E,

EEERDO , BERATIR , XEEEATMAR (Z£MRESHXE ) B DMZ ( REMHRIERN
X1 ) M DMZ B S ERRY B AE o

1. QI — A TREEE IR O BIERAY 5 REH 5 &R,

access-list

2. ARG 5 A access-group SRR ZITAFRUBEE.

access-group



Al -

1. BFHZE HTTP R OXIER : EPRILLAZIML 10.1.1.0 58 DMZ MEHEH IP 172.16.1.1 Y
http ( Web iRE25 ) , HRIBIM TAT/REY ACL :

ci scoasa(confi g)#access-1list 100 extended deny tcp 10.1.1.0 255.255.255.0
host 172.16.1.1 eqg 80

ci scoasa(confi g)#access-1list 100 extended permit ip any any

ci scoasa(confi g)#access-group 100 in interface inside

X% - FHAno/SRaccess listin S LAMIBR % OPRE,
2.FAZEFTPIROXIER : EFRLEAZME 10.1.1.0 58] DMZ MEHEH IP 172.16.1.2 1
FTP ( XHFBRSE ) |, BRIZRM TAT/RA ACL :

ci scoasa(confi g) #access-1list 100 extended deny tcp 10.1.1.0 255.255.255.0
host 172.16.1.2 eq 21

ci scoasa(confi g) #access-1list 100 extended permit ip any any

ci scoasa(confi g) #access-group 100 in interface inside

X ETHAREOSEMNIEMAESE , HSHEIANAKO,
K9 ERTEIASDMRITHIGEN D SEE,

1. #ZIConfiguration > Firewall > Access Rules, £ d7Add Access Rule A 1221777 51 &,
Configuration = Firewall > Access Rules

G nu:h:l|vl G Edic W Oelste | Y BB - | qFnd
[| % Add Access Rule. .. | ¥ Bectinatian

E : o 10,100 @ any
= T — @@ any
— “;,} inside (2 oukgoing rules)
| % 1 = 172,16,10.50 @@ any

2 @ any @ any

— _F manage {2 implicit incoming rules)

2. TE SCFRH B AR AR U5 R gy R A SA R e T R AL R R BRAVIE O . R FAE R AR EMELE


http://www.iana.org/assignments/port-numbers

= Add Access Rule

Interface: [-ﬁde s ]

Action: () Permit (%) Deny

Source: [ 10.1.1.0 ;l

Destinatinn[ 172.16.1.1] \]

LG

Service: ip (

Descripkion:

Enable Logging

Logging Lewel: | Defaulk W

More Options

|_ K, J | Cancel | | Help

R4 ER O o
3. T A O 51 3R % 2 http

B Hrerwss Serving

, AR5 BT E AR E B

AN R E O o

& add = @l to a9
o]
|m-a CProtocdl  SoacePalh | Defnalon Pols KNP Tpe  Desteplon
B dacard e eiefach (L BESIS) F |
i darar inp defyulk (L-655T5) B2
e by (L] [e U AR o I
| B B 12 diefach (LE5E95) 12 |
g fger ] gty (L-655TE) 79 |
| - Np ] el (L-0FETsl 21 -
wa ftpedata ] gkt (65555 20
i gagpher p defyul (L-B2STE) 70
W I o diefagk (L-0wsmS) 1720

R T o R el il (L-ES555) 200

{hi]

b ] challaol (1-68555) BiE

- k- nagH iop el (L-60535) 143

il ] defyuk (1655350 1

Lk kmberos D el (165555 750

A Rhagn o] oiefsl (L-62505) 543

fr i defauk (L-E9ETE) B4

-3t~ g i delaed (105559 e
[ e oo diefell (10550} 605 -
Seectend Servie -

| Gervice -» '::l

(o] _coen ]

4. BHOKER L EANWEE.



B Add Access Rule

Interface: |inside

Action: () Permit (%) Deny

Source: 10,1.1.0 E]
Destinaktion [172.16.1.1 -E]
Service: Wj E]
Descripkion:

Enable Logging

Logaging Lewel: | Defaul W |

More Options

| 2K, | | Zancel | | Help

5. B dInsert Aftert s i3 [RIH N A pn 2 & — 77 7 51 & o

Configuration = Firewall > Access Rules

b add|-( [ Edit [Joekete 4 & X EFL- QF

0P | Add Access Rule. ., Deskination
| 88 Insert...
W Inserk After. ., = L2 sl
—= &P any
EI ﬂ manage (2 implicit incoming rules)
1 &P any @ Any less secur
2 @ any @@ any

6. AVFREM any’ Rl any” , LA BRRIEL", RfF , BHOKST ML R,



B% Insert After Access Rule

Interface: w

Action: (&) Permit () Deny

Source: any

Destination  |any

)|

Service: ip

Descripkion:

Enable Logging

Logaging Lewel: | Default W

More Options

2K, U| Zancel | | Help |

7. BEER AR IR AT HEAccess Rulesit Bl R EE, £ HApplyFltEERETREIRE

B add - E Edt [ Delete 4 & X Bz @ - O Fnd 59 Disgram | Export ~ @ Clear Hits 5] 51

# Ershled Source Cestination SeErvice Action His

= 5% inside (3 incomirg rules)

1 @ 10.1.1.0 ﬁ!. 172.16.1.1 agk hithp (% Dcnv o
. ﬁ|

-3 & any E ﬂ Dany

= 3 manage (2 mpict incoming rules)

i 1 @ anvy @@ Any lass secure ne.,. 16 ip ¥ Parmit

Lz & any @ any 1k Ip @ Deny

= % outside {1 implick incoming rule)

1 & any @ any - ip @ Deny

£

Access Rule Type () IPvd and IPVE (o) IPv4 Oy () TPy6 Only

(. Apply :]
MASDM KA ELE 2 TEASAN G S TRE(CL) LEKX AT

access-list inside_access_in extended deny tcp host 10.1.1.0 host 172.16.1.1 eq www
access-list inside_access_in extended pernit ip any any
access-group inside_access_in in interface inside

Rasat ][ Acheanced... i




BXLLSE | REI1ETASDMPELE10.1.1.0M &G EWebfR%85172.16.1.1, RFGI2tH AT LA
LAE#EM T B L EEAN0.1.1.0M & B RIFTPARSS 88 172.16.1.2, ME— M X B B 1EEF R O,
AR WHRMNERE (FlN2) RIEAFEE.

8. EXATEIFTPREMNFRIMN , RELEHFFABEE EMFLUE R BFRR O,

= Add Access Rule

Interface: i inside &

Action: () Permit (%) Deny

Source: 10.1.1.0 E]|

Diestination 'L1?2.15.1.1| ﬂ
Service: ip [ E]|]

Descripkion:

Enable Logging

Logaging Lewvel: : Default v |

More Options

| i, | | i_ancel | | Help

9. 1 #Fftpliy O H % tHOKLAX & EIAdd Access RuleBE O,



& Browse Service

| Sarvice - |!i|:|

& add ~ @ o "' Diefete - @ Where Lse
Fiker: | |_
Mame Protocol | Source Ports Destination Ports  [CMP Type | Description
ok olFceica bop default (1-65535) 1404
gk ctiche  fop defadl (1-65535) 2745
mek daytime bep default (1-65535) 13
-t dscard b defaul (1-65535) 9
@ik domain  bop default (1-65535) 53
o bep defauit (1-65535) 7
b TEks Ee bop default {L-65535) 512
1k Firger bep default (1-65535) 79
{defaut (1-65535) |21
iofge ftp-data bop defaulk (1-65535) 20
b gt gopher bop defaul (1-65535) 70
- ger hE23 begs defaut (1-65535) 1720
L mp hostrame  bep default (1-65535) 101
i~ ik Htp bop defaulk (1-65535) 80
e Hetps bp default (1-65535) 443
- wer ident bop default (1-65535) 11%
LTk imad bop default (1-65535) 143
T ke default (1-65535) 194
gk kerberez bap default (L-65535) 750
R N B Arf o db i 2ECHCY . CAS
Selected Service -

10. EHOKZE R L HANWE E.

][ can




= Add Access Rule

Interface: |inside %

Action: () Permit (&) Deny

SOuUrce:! 10.1.1.0

Destination |172.16.1.1]

GG )

SErvice: tcp)ftp

Descripkion:

Enable Logging

Logging Level: |Defaulk W

More Options

|_ 8 4 | | Cancel | | Help |

1. A EA TGRS R EAEMRE, BN, BENIELMNRELERED FNRERE.

B& Insert After Access Rule

Interface: v

Action: (%) Permit () Deny

Source: ary

Destination |any

Service: ip

GG )

Descripkion:

Enable Logging

Logaging Level: | Defaulk W

More Opltions

Aty
] 4 | | Cancel | [
T




12. TEH 8 5 RELE £Access Rulesit I+ T #1 F P 7Ro

Can ration > Firewall > Access Rules
dpoadd - B Edt [ Delete 4 & % B3 B - Q Fnd B Diagram |y Export + (9 Clea
. & Enabfed Saurce Destination Service Ackion
= _? inside (3 incoming rules)
._,510110 J1?21511 'uPFtp iﬂ-l}arr,-'
w—
@ any & any . ip & Deny
— _F manage (2 implicit incoming rules)
1 @ any &P Any less secure ne... 1F0p " Permit
? 2 @ any @@ any =, |p @ Deny
\= B outside (1 implicit incoming rule)
1 @ sny @ any i ip & Deny
]
Access Rule Type () 1Pv4 and IPVE (5 IPvd Only () IPwE Ondy
| L Apphﬂ,l ] [ Reset ] [ Advanced. ..

13. B HApplyFEL B XX FIASA, EMMCLIEEMN AR
access-list inside_access_in extended deny tcp host 10.1.1.0 host 172.16.1.1 eq ftp
access-list inside_access_in extended pernit ip any any
access-group inside_access_in in interface inside

FwOERE
BRIFT R ASRABAY , BNRLRETAFERMABRER.

MRFLEARFNBENFEATBEN , BATEASED ENH-PMAUIERIER, EFEEETR
FIRPIEEABENNER A | FARRMGIE R AIENGRNE EEANBIE, BEITFNLZEHER
ENREHREHRENXENHED  EERU TSR, M, £ EMIAE (Z2MRENXE

) BAERERD (R MRSHXE ) M DMZ 2R &R OV BIER.

1. 875 NAT eI MKER b hE BIBR ST b 3k B Bl EF R, MGt R T Internet LEAEELR
& DMZ /YR T2 Fr BR 55 85 Y SKBR it 1t B9 B0 T AT A SR 15 8] i AR S5 2R AV b ik o

static (real_ifc,mapped ifc) mapped ip {real_ ip [netmask mask] |
access-list access_list_name | interface}

ETHRIFMEER , 55 PIX/IASA s HSEM Static NAT 25,
2. 81— ACL J«J\Jb1¢¢§ijﬁdﬁuwﬁumo

access-list


//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/s8_72.html#wp1202525

3. 5 access-group A EZXHRFTRABEE.

access-group

Al -

1. $TFF SMTP S OBIBR : TR O tep 256 LA WFSEB (Internet) EH R F DMZ REH /Y
BR4EPRS5 88, Static i HF St 192.168.5.3 MR &I BI3EER DMZ #bit 172.16.1.3,

ci scoasa(config) #static (DMZ,Outside) 192.168.5.3 172.16.1.3
netmask 255.255.255.255

ci scoasa(config) #access-1list 100 extended permit tcp

any host 192.168.5.3 eq 25

ci scoasa(confi g) #access-group 100 in interface outside

2. TFF HTTPS i OBIER : TR O tep 443 AR EFSAE (Internet) EHLIH RN F DMZ R &
#y Web IR (L2 ) o

ci scoasa(config) #static (DMZ,Outside) 192.168.5.5 172.16.1.5
netmask 255.255.255.255

ci scoasa(confi g) #access-1list 100 extended permit tcp

any host 192.168.5.5 eq 443

ci scoasa(confi g) #access-group 100 in interface outside

3. o1 DNS BuEiR : 377 3% 0O udp 53 A AW (Internet) EHL G R F DMZ REH R DNS
BRs5ER (B2) o

ci scoasa(config) #static (DMZ,Outside) 192.168.5.4 172.16.1.4
netmask 255.255.255.255

ci scoasa(confi g) #access-1list 100 extended permit udp

any host 192.168.5.4 eq 53

ci scoasa(confi g) #access-group 100 in interface outside

AR ETHMAXKEOIENFMEE , HSEIANAKO,

BEZASDM#{TE B

R R T BIASDMINIT EIRESH 2 F 7%

1. BB R FN L A FsmtpRE F]192.168.5.30R %85


http://www.iana.org/assignments/port-numbers

Configuration = Firewall = Access Rul

g Add|- ﬁ:-‘.;-- 'ﬂ' ielets | 4
] |f'.|:||:| ACCess Ruleq.

T AT
EI _ﬁ' inside (2 implicit incorming rules)

§ 1 @ any

2 2 g any

2. TE U5 A AL AR A B AR AR AR R E R 2 O

B Add fAccess Rule

S0 CHREE LN RF

Interface: Mtside b

Action: () Dery

Source: C any E]
Destinatiur( 192,1658.5.3 } E]
Service: ip I | |
Descripkion:
Enable Laogaging

Logging Lewvel: EDeFault W

More Options

|r i, J | Zancel | | Help

3. EESMTPERN RO , RFEHOK,



B Browse Servce

& add ~ @ = '-' Deige | W Whene Desd

5 H
| Mame Protocal | Source Ports Destination Ports | 10WP Type  Description
U R [T I I e C N -
B rsh kg def sk (1-65535) 514
=g rhsp kep defak (1-85555) 554
g s b dofauk {1-65575)  G0&D

e defauk (1-65535) 1521
#e ssh ko defmik (1-£9538) 37

B51 SUnNMpe bop defaul (1-65535) 111
B bacacs {47 defmik [1-65535) 4%
= falk bop defzit (1-65535) 517
i e balnek bep defauik {1-6563E) 23
e W b defait (I-65535) 540
= vhots Lo defat (1-65535) 43

wa b wudp defmik (0-65535] 512
" gr bootpr  udp defaul (-65535) 68
o boolps idp defaddk [0-65535) 67
o of g wdp defaul (-55535] 3020
L scand udp defouk (-65535) 9
= - dnsi udp cefaul (0-E5535) 1595
- dooman wdp defauk (0-£5535) 53

Salackad Service

| service-> | o

4. BHOKZER L EANNWEE.



= Add Access Rule

Interface:

oukside s

Action: (&) Permit () Deny

SOUrce:

any

Destination [192,165.5,3

SErvice: [I:n:p,l'sml:p ]

Descripkion:

Enable Logging

Logaging Lewel: : Defaulk

]

More Options

R

ok | |

| Cancel | |

5. BL B EFASNATLARF172.16.1.3%%#77192.168.5.3% Z Configuration > Firewall > NAT Rules >
Add Static NAT Rule BUR INEEASNATSRE .

Configuration > Firewall = NAT Rules

op add -

B Edic Jl Delete

ARy

v Add Static NAT Rule... )

- i

o
&

- Add Skakic Palicy NAT Rule. ..
|
d

*-

4

Add Dynamic MAT Rule. ..
Add NAT Exempt Rule. ..

#dd Dynarnic Policy MAT Rule..,

Trce
==l

o =1 |

=22

F &EE
= ) T

1%£$£Original Source ( [R#RIR ) MTranslated

IPH#bsik e X BREO |, AR HOKTEREBASNATANNWEE.



B= Add Static NAT Rule

Criginal
Interface: DMz J b
Saurce: (1?2.15.1.3] ]
Translaked
Interface: ( u:uutsiu:lejl b
() Use IF Address: | [192.168.5.3 ]

() Use Interface IP Address

Port Address Translation (PAT)

[ ] Enable Part Address Translation (PAT

Prokocal; TCP LIDF

1 Inr
Crigiral Pork:

x . | 4 i :y
Tramslated Fort)

@

Connection Settings

| [_DK J | | Cancel | | Help
"B P HN A=A BSAN

LEEE R T RGI

Configuration > Firewall = NAT Rules

m‘ta: fiiDelete 4+ & 4 B @ - @ Find 53 Diagram &7 Packst Trace
Criginal Translated
# Type
; SO e Diestination Service Interface Address
= DMZ
1 a1+ Skakic M 172.16.1.3 it side B 192,168.5.3
2 * v Stakic B 172.16.1.5 oukside = 192,168,5,5

oukside L 192,168,554

LR ER T RHER D FIHE AR = A RN



Confiquration > Firewall > 2 Rul

@ add|~| B Edit [ff Delet= 4+ & % B2 B - G Find B Disgram | Export = (9 Clear Hits §
# Ena.bie:;.l- . El:ﬂ..lr"EE un Service Action t
= R DMZ (2 implicit incoming rules)
1 & any &P Any less secure ne.,, 1B D & Permik
P2 & any @ any .- ip & Deny
=] S inside (2 implicit incoming rules)
i @ any @ Anv less seCure ne...  IF D & Perrik
P2 &P any @ any 1 ip & Deny
= _F' manage (2 implict incoming rules)
il & any @ Anvy less secure ne.,, IF-ip w” Permi
P2 @@ any @ any IE- @ Deny
= 5% cutsids (4 incoming rules)

1 ¥l &P any 1216853 Teb- skp W Permit

2 @ any ] 192.168.5.5 feb- https o Perrit

IE.ip &) Deny

Brir

& T LAE A LE show R TRAE , MTFATR :

. show xlate - £ RYBTHRER

. show access-list - & 7~ 8] K B B &5 1T B85

. show logging - E "X M B,
k] ;)I;T RRER (XBREMAF ) (OIT) TEEL show . FA OIT AIEEX show @R
#9247

P B BR

B 8RB X L E BV SR HEERE B

HXER

-PIXIASA 7.x : BR/EEREO 2 BNEEF

- PIX 7.0 #fEF nat, global, static, conduit fl access-list f P #H{TEHENZLRRIHROEE
M (%X

. # PIX L nat, global, static, conduit # access-list S EHBOBEER (#EK )

- PIX/ASA 7.x : B FTPTFTP RS EERH

. PIX/ASA 7.x : B VolP (SIP, MGCP, H323 #l SCCP) lR&E B R

- PIX/ASA 7.x : DMZ & 4 44 BR 55 88 1% (] i [ 7= 6l

- BAREZEFHXH - Cisco Systems
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