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SFEXAEMERIZEF K, Bi¥4 T H# SSL VPN B |, 5204 ASA A ASDM BL &
SSL VPN Client (SVC) KR Hl,

AXIEREENZSIRE (ASA) LEZ S SSLVPN WEEARE, EXZEE 6K AFTRsHt
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%1%, % ASA £/5 A WebVPN

E7 ASA L5 H WebVPN , BERUA TXLESER

1. £ ASDM R AR+ , #1 Configuration , AAF# & VPN,
2. BFF WebVPN , AAFi%#E WebVPN Access,
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3. REE REN , RFE T Enable,
4. B Apply , 21 Save , REHT Yes BZEN,
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1. BFF WebVPN , fA/51%4F Port Forwarding.
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This parameiar is enforced in e@her a VWi LEe or grosp policy confguration,

Local TCF Porl Famits Sarver Rsmots TCF Ceesoriptin

B Add Parl Fopear ding List

Local TOF Port

Remole Server Femoie TCP Port (D cripbion

o |

BB B [Baos sz

15

3. 7£ Add Port Forwarding List 31 iE#EH , MASIKREN , A5 % Add, LEAtHIL Add Port
Forwarding Entry XJiF4E o



£= Add Port Forwarding Entry

Lacal TCP Port:

Femote Server:

Retmote TCP Port;

De=cription: Telnet to R

Ik, L\J | Cancel | |

4. £ Add Port Forwarding Entry X iF4E A |, #I AL IX L3I0 : 48 Local TCP Port 2 | H
AlROSREZIRIAME. WANETTILEM 1024 B 65535 HEMR—NF, £ Remote
Server FE&H , WA IP #ist, ANRGIFEARKHBENMU, £ Remote TCP Port ZEH , B A
wHA5, ARBIERO 23, 7 Description FE&H |, A , R5%EE OK,

5 8 OK, RiFEE Apply.

6. 27 Save , R Yes EZE N,
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1. BRIF General , Af51%# Group Policy.
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2. % Add , AAF1E$F Internal Group Policy, LAY H I Add Internal Group Policy XfiE1E,



= Add Internal Group Policy

Mame: Net & diming |

Genersl | PSec | Client Configuration | Client Firewsall | Hardware Cient | NAC | WebvPn|

Check an Inherit checkbox to let the corresponding setting take itz value from the defaul group policy,

Tunneing Profocols: [ inhert [“]PSec WiehVPN L2TP over IPSec
Fiter: Inherd Marage
~Connection Settings
ACcess Hours: Iriherit Misnage
Simuttaneols Logins: [#] irherit

Macdmurn Connect Time: [¥] irherit Unlimited

|
|
|
Idle Timeout [¥] iniherit Uniimted | phiri oS
|
|
|

rEervers
DNS Servers: [« inherit Prifmany | | |
WINS Servers: ] rheri ary: | | |
DHCP Scope: [+ inherit

I 0K | Cancel | Help ]

3. MABMRIEZMIANA KB,

4. BUHIES Tunneling Protocols #Y Inherit £i£4E , AFiE+ WebVPN EiE4E,

5. B T EETNEA WebVPN BRI+ , AE %0 Functions &M+,

6. BUH%EA Inherit EIRAE , AR/FiEH Enable auto applet download 1 Enable port forwarding
HikE , MTEMR



= Add Internal Group Policy

Mame: | Net & dming |

| Genersl | PSec | Client Configuration | Client Firewall | Hardware Cliert | NAC | WebVPH

Contigure Wb PN sttribudes wsing the following tabs |
Check an Inkerit checkbox to let the corresponding setting take ts value from the defsul group policy,

Functions | Content Fittering = Homepage | Port Forwarding | Other | SSL VPN Cliert | Auto Signon |

[l inherit
[] Enakie URL erttry [] Enatile: part forearding
[] Enakie file zerver access [T Ersibie Outiook/Exchange prosy
[] Enakie file server entry [] &pply véeb-type ACL
[] Enakee file server browsing [] Enatile hitp proxy
[¥] Enabie auto applet dovwnioad ] Enabde Citrix MetaFrame

| ok || come | Hep |

7. Bb5h | £ WebVPN &35 , # Port Forwarding &+ , AABEUEEH Port Forwarding
List B9 Inherit Z3i%4E,



= Add Internal Group Policy

Mame: | Met & dmins
General| P'Sec | Client Configuration | Client Firewall| Hardweare Client | NAC | WebiVPN
Configure WebYPH attribudes using the following tabs |
Check an Inherit checkbox to let the corresponding setting take itz value from the defaull group poicy,
Furclions | Cortent Fitlering I-lnmcpnﬂ Port Forwearding | Other | SSL VPN Chert | Auto Signon |
Port Forwarding List: [Jinkert Routers v Newr...
Applet Mame: [ inheri | Secure Router Access
l OK | | Cancel | [ Help ]

8. B Port Forwarding List THIfFk , AERBESE 2 Sho|BHIEOE L IR,

9. BUHEH Applet Name B Inherit % , ARERANAFRHPBER. FrinHETEELE
RZNEF B Mo

10. #£d5 OK , AR/FE T Applyo
11. #£15 Save , RE£ T Yes BEZE X,

B45. GIERREHHHEHSARMERE
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1. BFf General , #A/F%£# Tunnel Groupo
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= Add Tunnel Group

Mame: | HetGmH'.r | Type: _wehm

Configure general access attributes inom the following sub-tabs,

Basic | Authenticstion | Authorization | Accounting | Client Address Assignment | Advanced

Group Policy: Met&dming o
Etrip the realm from username before passing | onto the AL server
Sirip the groun from username before passing i on o the AAA server
~Pazzword Managemert

[ crverride accourt-disabled indication from A& server
] Enable notification upon password expiration to allow user to change password

Enable notification prior to expiration | dimrye prior bo expiration

l oK | Camncel | [ Help ]

3. £ Name FEH#H A& Mo

4. B Group Policy THIfFL , REEZRESE 3 THAIBWA T,

5 % OK, REET Apply.

6. 8 Save , REHT Yes S FENR, NEREA. AREEMEO LS MHEEMEXEK,

55 5 . BlE@A P, HREA - RS A KR
EORAFRZAFRNBARET |, BRRUTXLESR

1. BFF General , AfFi%$# Users,
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Creabe endries inthe ASA local yser dalabase. Command suthonzadon must be enabled in crder for
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Proccy Bypass
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2. B Add B4, et HIM Add User Account STiEHE,



§& Add User Account

idenitky | VPN Policy || WebVPN|

Lizerndme: LEer]

mem EARARAR
Confirm Password: BB

[ User authenticated using MSCHLP

Privilege level i used with command suthorization,

Privilege Level 2 v

T | .

B.EMAAFE. OTNNRESMNE , AFET VPN Policy M+,




g% Edit Uzer Account

klentty | VPN Policy || wiebVPN
Growp Policy: et Admins bl

Check an Inherit checkio:s to et the corrésponding Setting take iz value from the group pobcy.

Tunneling Protocoks: Inkverit
Filter: Inkeerit
Turinel Group Lock: Inberit
Store Pazsword on Client System: Irikweerit

Lannechion Setings

Access Hours: Irbverit
Simuttansous Logins: Inkezrit
Macimum Connect Time: Inberit
Idle: Timeout Inberit

Dedicaled P &ddress (Opdional)

F Address: =ubnet Mask: .

| a ] | Cancel | | Help |

4. %3 Group Policy FHIfFsk , REERESE 3 S rholBMA KR, 1t P SRR FT %A 0K
#9 WebVPN MR KB,

5. % OK , REE£ T Apply.

6. B Save , R/ H T Yes I ER,

{5/ CLI BiEME ik SSL VPN

ASA

ASA Version 7.2(1)
|
host nane ci scoasa
domai n- nane default.domain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
|
interface Ethernet0/0
nanei f inside
security-level 100
i p address 10.1.1.1 255.255.255.0




! -—- Output truncated port-forward portforward 3044
10.2.2.2 telnet Telnet to R1
!--- Configure the set of applications that WebVPN
users !--- can access over forwarded TCP ports group-
policy NetAdmins internal
!--- Create a new group policy for enabling WebVPN
access group-policy NetAdmins attributes
vpn-tunnel-protocol IPSec l2tp-ipsec webvpn
!--- Configure group policy attributes webvpn
functions port-forward auto-download
!--- Configure group policies for WebVPN port-forward
value portforward
! --- Configure port-forward to enable WebVPN
application access !--- for the new group policy port-
forward-name value Secure Router Access
!--—- Configure the display name that identifies TCP
port !--- forwarding to end users username userl
password tJsDL6po9mlUFs.h encrypted
username userl attributes
vpn-group-policy NetAdmins
!--- Create and add User(s) to the new group policy
http server enable http 0.0.0.0 0.0.0.0 DVMZ no shnp-
server |ocation no snnp-server contact snnp-server
enabl e traps snnp aut hentication |inkup |inkdown
col dstart tunnel-group NetGroup type webvpn
tunnel-group NetGroup general-attributes
default-group-policy NetAdmins
!--—- Create a new tunnel group and link it to the group
policy telnet tinmeout 5 ssh tinmeout 5 console tineout O
I class-map inspection_default match default-
i nspection-traffic ! ! policy-map type inspect dns
preset _dns_map paraneters nessage-| ength maxi mum 512
policy-map gl obal _policy class inspection_default
i nspect dns preset_dns_map inspect ftp inspect h323
h225 inspect h323 ras inspect netbios inspect rsh
i nspect rtsp inspect skinny inspect esntp inspect
sql net inspect sunrpc inspect tftp inspect sip inspect
xdncp ! service-policy global _policy gl obal webvpn
enable outside
!--- Enable Web VPN on Outside interface port-forward
portforward 3044 10.2.2.2 telnet Telnet to RL pronpt
host nane cont ext

Wi
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TR
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1. NBEF IR TS | % A https://outside_ASA_IP Address ; £ outside ASA_IP Address 2
ASA #) SSL URL, #Z¥FIEH , ARUAFFH/E , FHI: WebVPN Service M,
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:  Edit  Vie ites  Tools  Help 1
Qs - © ¥ B @ Pseacr Srrmvones @) (-5 ] ~ | )
Acdress | ] htips://172.22. 1. 160/ +webvpn+fportal v B s
Google - | v [C s -9 P [Sropupsciay|> @ smaalt [y

Cisco SysTEMs I

- WebVPN Service

SECURE ROUTER

ACCESS

Start Application Client

1 https://172.22.1.160 - Secure Router Access - Microsoft Internet Ex... |- | 0/4

Close this window when you finish using Application Access.
Please wait for the table to be displayed before starting applications.
If you shut down your computer without closing this window, yon might
later have problems running the applications listed below. Click here for
details.
Mame Lacal Femote Bvtes Out| Byies in | S0ckets
Telnettn R1 127.001:3044 1023233 0 0 0
5SH to R 127.001:3256  [1022 233 i 0 i
)

£] Done 8 @ internet

Local 5/ & /R if 8] B AR F AT B Y b it Fiw 015 2, Bytes Out # Bytes In IR & REME

o, ARkt EREARANARER,
{EA DOS IR REREM Telnet RLARFEZN Telnet £1%F,
EDTSERRET , WA telnet 127.0.0.1 3044, X : Lt SIRM T A04ali5 (A AN 3244

WebVPNERS M T EGHE RN AR AN R, 7 TE2E5 (). BARIEPFTRA S
T ASA BERELFERNGS , FEHTEEHEENMRE , Hit ASA VA TRETHZE

2 Telnet &1 , EEFTMREHIEE



& Command Prompt ;J ﬂ

Cisdtelnet 127Y.8.8.1 3844

MARPENOSE , AN REZRNHE,
4. BRUFFRZ MG E |, B E Bytes Out M Bytes In 5l , D FTEFIR

€] https://172.22.1.160 - Secure Router Access - Microsoft Internet Ex... E]@

Close this window when vou finish using Application Access.
Please wait for the table to be displaved before starting applications.

If vou shut down vour computer without closing this window, von might
later have problems running the applications listed below. Click here for

details.
MHame Local Femuote Bytes Out | BytesIn | Sockets
Telnetto R1 127.001:3044 1022223 a3 127 1
55H to R 127.0071:32585 (1022222 1] 1] 1]
&1 https:/{172.22. 1. 160/ +webvpn +/help/warning. hi é % Internet
k)

BE T show @H5 WebVPN %Bt, ABERSITREA (CL) LTXEHFSUE REIHEENE
s 8. AX show BHHNFARE , WSHLIE WebVPN FLE,

AR AHERERTIEPUCEMES,)OIMXFREEshowin . A OIT AIEEF X show v H i HHY



//www.cisco.com/en/US/docs/ios/12_4t/12_4t11/htwebvpn.html
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

RIS T HREBHE.
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EED ASA 5, FREXHASREBER SSL EF T/,

3% Real-time Log Viewer

00 Passs B Copy ) Save [fyclesr [ Color Sattings  § Creste Rubs 7 Show Rule % Help
e By, v [Wprier @il | &

Savaely Dabs Time Sy kg Source P Dwxetination P D Sriphon

‘ rJ o 37 A0S 1140043 1 (S0CH 1 f q i o ich il from 1732 25 1§ | i |
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" L um 270G 1144 | Qi e rde B AN A7E0 Ly mibcime UIDEP from 1052 88 2EEEiid fo b4 100 176 JOA O on

@ : hiny 27 M0 114034 1 CERDS 1 1.k ] = o LIDH ni AEH o o 222 AEHIUEE on

e Jun 27 2006 1:az2 1080 r2.221 203 B 23953147 riy i TCP connaction denied from 172 221 2037000 0 216238 531
@ - Jun 27 2006 114024 10500 172221203 Z T iy clenied] trom 172 221 20373086 o 216.233.53.1
& - Jui 27 2005 a0z 106001 172221 203 216.238.53.147 rkxoand TCP cor ficy cleried from 17222 1 20373088 o 216.239.53 1
LB Juifi 27 2008 11:4018 725002 172221203 mme:medﬂmsmmncmm=m1mﬂ1m.
i B Jui 27 2008 11:40x18 725003 172321203 S5L clert outgide 172 72 1 2036097 radques] 16 retume prévious e
i B Jun 27 2005 114018 725001 172221203 Slarting S5L handshake with chend cutsidec 1 7222 1 00307 for TLSw
i B um2T 2005 114018 R0 172521203 i ra Rl Bt inbound TOP connection 3711 for cutsidec! 7222 1 20000097 (172,
i B Jund? 2005 1408 TRROOF 17303 S5L sesgion with chend oulside 172501 20203056 terminated

ik Jun 27 2005 114017 304 12N 202 &Rl Tmnrcrmmarmmmmmnjmmmmul
i b Jum 27 A0S 11:41T 725002 VF2020 N3 Dervice completed SS1L handshake with chend ousice 1 72 221 20Q0303¢
LB Jun 27 2006 14rir 7250m 172221 205 Harting 551 handshake wilh chent oulsidec] 7222 1 20505006 for TLSY

LB Jun 27 2005 14017 3020103 172221203 172221160 Bl inbspund TOP connection 3710 for culsidec] 72 221 2063086 (1725
a

1]

@ : 11415 1 D& 172221 203 216,239 53 147 ribound TCP connection denied from 172 22 1 200073085 to 216,239,531
@ 1940612 1 50N 1723213 25239 5% 147 rino nd TCP cornecticn derded from 172 2301 0005 e M6 -I'--II
< »

Please select a syslog enbty 1o see the explanation =

E:pdansataci Recommerded Action, Dedails|

@ Emergencies 6} Atz @ Crical @ Erors P Warnings A Molifcalion: 4. indormational (8 Debugging

SSL VPN & FIREBEITIER ?

EIF SSLVPN EEFmRRETEE , BERATXLELE

1. 8.3 Monitoring , REE & VPN,
2. RFF VPN Statistics , AAf5# & Sessions, 2FFXRPRE R SSL VPN BEEFmaif. BR
¥ WebVPN I8 , 0 FEFFR
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