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. BT RRA8.2/ Cisco 5510 & FIIASA
- BITH M RRA9.289 Cisco 5515-X ASA

ANHEPNEEHRETREXRERNEFHRFEEN, AXEFERANAERZRAERAR
(BN ) BE. MREHMBLTEIRS , FERRETRAERSHIBERRE,

[
AFNFUNAES BENREREEEF(ASDM)VPNE S HCLIE B 1k = 2 S VPNBRE,

W &% B
LRI T AP R

SITE-A SITE-B
Al s
=) QUTSIDE INSIDE N
._' "
= 192.168.1.1 RD‘:
g \ DN X
I---!' ==
5510 (Ver:8.2) 5515 (Ver:9.2)

EEASDM VPNE S E R
EBIASDME S REE AT EAVPNRRE , BERA TSR :

1. j:T;:FASDM#%ﬂEE Wizards > VPN Wizards > Site-to-site VPN Wizard.
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2. 2 Next HEABSERF.

za Site-to-ste WP Connection S=tup Wizard

Exl)

Introduction

protects the data usng the Peec protoo,

Siefo-Ske WPH
L‘:"‘"T' e Rl
= bmtemiat
B T

Here 15 & video on how o sesup 2 5 be-to-sie ¥PT connection.

Lise this mazard bo setup new see-to-gb= VN el A tunned bebeesn tvn devices 15 called & site-to-sie nnel and 15 bidrechonsl. & ste-to-gbe YR nned

| Canc [ Heb |

A& | RFAVASDMARA R MSNEERE | BRILEE,

3. BEEX P, EARTRAFIF , Wi KRBHXFIP#HIRE N 192.168.1.1, MREFE AL
EXFIPHu , MAFHFEERN172.16.1.1, FIEET AANERZRHIED, [E Next 5T

B2 JEo

',ﬁ Site-to-Fite WP Connection Setup Wizard

_# |

Steps Pear Device [dentfication
1. Introduction This step lets you ienbfy the peer WP devace by its 1P address and the interface used to access the peer.
1. Fear Dewvice:
Tdentification Preer IF Address: |192.368.1.1

3. Traffic to protect

q, Secunty WP Accesa Tnterface: | oussida -

5. MAT Frerpt

&, SUmmary

[stwse | [Hetz |

e

4 BEXRMMZEME (REBRMERF ). LEERTHSBNEE (HREATHERA)



T Site-to-site VPN Connaction &fup igard e —— =

Shens
1, Infroduction

Traffic to protect
This step ks you identify e local network and remaote network bebween which the fraffic b to be protected using TPsec enoryption,

2. Peer Device Tdentificatio

1. Traffic to protect
4, Sacunty Rzsole Mebwork: |10.1.1,0_24

Locsl Mebwork: (10,322,024

5. AT Exempt
& Summary

| z b
| Back | E-.BE&E—::..?

E
[

5. 7£SecuritylE £ , BEMAZZH (MHMLIER ) » KE Next TEHZ/Eo

§ Sibe-bo-site VPN Conrection Selop Wized ST —

s

1. Intneducton

2, Pror Devics Tdenitificaso
3. Traffic 4o protect

4. Leourty

5. HAT Exempt

6, Sumsary

Sacurdy
Tria abep lets you secure the selected traffic

A Smple Configuration
A58 uses the pre<harsd ke artered hers o sutherbeats this desace vath the pear. A500M wdll select common IKE ard 1S80F seounty parsmeters for
that will alow funnel establishment, Ttis recommended that this optian i also seleched when configuring e remate peer,

Prashared Key: --"-- T
7 Cusbomized Configur ation

Youw can use pre-shared key or dighs o bboale for suthenboafon with the pe= deace. You can dlms e bue the dats enoypbon Algonthms ASDR
selected for youl.

sk | [herte ) e || tep

6. NASALHREREREND., ASDMABIEASAIRZ B 3h 612 M &b it #(NAT)HN |, HESH
"B BB

FE—SHRESEENERES —BHEE, X XTAXHEPERBRS , inside” R REMH
%)‘ No



[E) Site-to-zite VPN Connection Setip Wizard SIS SS———MMll

St alBiais

i

1. Dnbrochactipn

2. Feer Device Tdentificatio
3. Traffic to protect

4. Eearibty

5. MAT Lx=mpt

G, Summeary

stk | [ Mext> ]

Tris aben alkones you bo emempt the local nebwork addresses from network randation.

[¥] Ex=mp# 454 sde hostinetwork from address sanskation imside -

omcd [ hew ]

7. ASUERHEEIASANEENHE, REARIUIRERE , RAFET Finish.

[} Site-to-site VPN Cornection SEeie Tiiza rol M S——

" PN Wizard

SLmarY
Her i@ the summary of the configuration,

lvamz

=l summary
Peer Devics IP Address
WPN Access Inserface
Fratected Traffic

ERE Vension ihovwed
=1 Authenticytion Methiod

Vahes

152,168, 1.1
oustside

Local Metwork: 1002 2.0/24
Remote Hebeors 10.1.1.0/2%

EE version 1 and [KE version 2

KE vi U pre-chared b=y
IHE v Lize pre-shared key when lacal device acress the peer
Ui pre-chare key when pesr device sotess e loca devie =
=1 Encryption Policy
Perlecl Forward Secrecy (PFS) Drsdled
= KE vl
IKE Paficy pre-share-ges-ag
ESP-AES-123-5HA, ESP-AES- 1ZE-MI0 5, ESF-AES-192-CHA, ESP-AES-192-MD5,
[Paec Propossl ESP-AES-255 5HA, B3P -AES-256-H05, ESP-JDES -SHA, ESP-JDESHLS,
ESP-DES-SHA, E57-DES-HDS
SIREV2
[FE Paficy
TPsec Proposs AC5256, AES 192, AES, S0ES, DES ok

- -
] = Batk | Frigh

BEECLIER
A ENAET CLIEEIKEVT IPsecih & 2l ik S BgE,

AASAIRA8.4% E B IRAERIERB

FEASANRA8. 4R EEMAH | 5| A T XIKEV1 MInternetZ4A AR A2(IKEV2) B 2 o

BER  AXFEMNREAZREZERNEAER

BEIKEV2 L2LRSEE B PR N L EBRIIKEV2 ? #i5.

HFZ R EASA 8.4 2R XY L FIKEVTRE T



http://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/113597-ptn-113597.html#topic1N400024

/R W TASAHIKEV2EL B R , FEEASATRHEE 2~ B A5 52 B35 S IKEV2RSEfL & R
f5lCisco #4.

1M B (KEV1)
EREINBERENATSER

1. ECLIFH A A T an = BAESMER 82 0 LB AIKEV1:

crypto ikevl enable outside

2. BIEZIKEVIRRE , ZERMBENLATEY., BHRKIL, Diffie-Hellmandl. £EFEMMBZNEE/F
y:

crypto i kevl policy 1

1The 1 in the above command refers to the Policy suite priority
(1 highest, 65535 | owest)

aut henticati on pre-share

encryption aes

hash sha

group 2

lifetinme 86400

3. EIPsecEM T RIEPRED , HEEXNZF P MPFETIHLZZR -

tunnel -group 192.168.1.1 type ipsec-12|

tunnel -group 192.168.1.1 ipsec-attributes

i kevl pre-shared-key cisco

! Note the IKEvl keyword at the begi nning of the pre-shared-key command

S8 2B B (IPsec)
TRE2NBREENU TSR

1. QIBELEMBRNBE K RENTGRISIR, EARAF , HRREERKEM10.2.2.0FHE
10.1.1.0MBENRE. MRUERZEFSRENIFN , WEeTABESM%E,

HERABARESRAF , T CIZRAEMNSE, FM, EHIPHUAHSINRNBB[INRE
MRA, SIEFNERSRINTEFRNOXNR , FFEl]E AT INE RS 5K ACL)M
NATIE A,

obj ect network 10.2.2.0_24
subnet 10.2.2.0 255.255.255.0
obj ect network 10.1.1.0_24
subnet 10.1.1.0 255.255.255.0

access-list 100 extended permit ip object 10.2.2.0_24 object 10.1.1.0_ 24

2. MEBHRRE(TS) , HAMSFEEXRRETF kel EIZEIR B AMEZMEENTS,

crypto ipsec ikevl transformset nyset esp-aes esp-sha-hnmac

. BETEUTAMGNMBRS


http://www.cisco.com/c/zh_cn/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html
http://www.cisco.com/c/zh_cn/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html

WEIPHUtEEHXRENSENFRIFIRTSTIENTLEERZR(PFS)IRE , 1B TR
BIRH FDiffie-HellmanZ4A3T ( EE2M BRI Z 81 , FiR&E 43 APFS )

4. EHNEREE D £ R A I BR ST

crypto map outside_map 20 match address 100

crypto map outside_map 20 set peer 192.168.1.1

crypto map outside_map 20 set ikevl transformset mnyset
crypto map outside_map 20 set pfs

crypto map outside_map interface outside

NAT % B&
BRVPNRETZEMEMNATANNA R, LT EAERAHINATRI ;

nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination static
10.1.1.0_24 10.1.1.0_24 no-proxy-arp route-|ookup

AR HEASN TN  BXTEEZIEMERFNMEFRFROXNRA , HFENATHH
EAE].

obj ect-group network 10.x. x.Xx_SOURCE
net wor k- obj ect 10.4.4.0 255. 255.255.0
net wor k- obj ect 10.2.2.0 255. 255.255.0

obj ect network 10. x. x. x_DESTI NATI ON
net wor k- obj ect 10. 3. 3.0 255. 255.255.0
net wor k- obj ect 10.1.1.0 255.255.255.0

nat (inside,outside) 1 source static 10.x.x.x_SOURCE 10. x. x. Xx_SOURCE desti nati on
static 10.x.x.x_DESTI NATI ON 10. x. x. x_DESTI NATI ON no- proxy-arp route-| ookup

SRR R
U RBHTEEREEMNT :

crypto ikevl enable outside

crypto i kevl policy 10
aut hentication pre-share
encryption aes

hash sha

group 2

lifetime 86400

tunnel -group 192.168.1.1 type ipsec-12|

tunnel -group 192.168.1.1 ipsec-attributes

i kevl pre-shared-key cisco

INote the I KEvl keyword at the begi nning of the pre-shared-key command.



obj ect network 10.2.2.0_24
subnet 10.2.2.0 255.255.255.0
obj ect network 10.1.1.0_24
subnet 10.1.1.0 255.255.255.0

access-1ist 100 extended permit ip object 10.2.2.0_24 object 10.1.1.0_24
crypto ipsec ikevl transformset nyset esp-aes esp-sha-hnac

crypto map outside_map 20 match address 100

crypto map outside_map 20 set peer 192.168.1.1

crypto map outside_map 20 set ikevl transformset mnyset
crypto map outside_map 20 set pfs

crypto map outside_map interface outside

nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination static
10.1.1.0_24 10.1.1.0_24 no-proxy-arp route-I|ookup

HASA 8.2 EERAE B RA

AT N B HASARRAS. 2% EIR MR AL & U 2 A
15 Bt (ISAKMP)
SEREINBEENUTSR

1. FECLIF & AL T e H A/ SR Z O £ 5 AinternetZ £ X BX M 2 £A B E ML (ISAKMP):

crypto isakmp enable outside

ZEE BTTBEXEZMNRAMIKE (IKEVIFIKEV2 ) , Bt ERISAKMPRIERE 1B ER .
2. BIETE L TR E 1M BRI E L/ EMISAKMP R BE

X ZHTRABES , XKEF Kkevi MIXKREERFA 1sakvp.
crypto i saknmp policy 1

aut hentication pre-share

encryption aes

hash sha

group 2

lifetine 86400

3. AL ZRACIEN ZIPHi ( A EBIPHNE5515 ) HIBRELE

tunnel -group 172.16.1.1 type ipsec-12l
tunnel -group 172.16.1.1 ipsec-attributes
pre-shared-key cisco

E 2/ B (IPsec)
STERFE2MBREENUT SR
1. BRI xFHEERL , BL4MBIET BIFRITIRUE N BNBHR

B

access-list 100 extended permit ip 10.1.1.0 255.255.255.0



10.2.2.0 255.255.255.0

2. ENBEFMAETRMEBEMBIEENTS (RENBEFRS ), BRESS —NEENHER

crypto i psec transformset nyset esp-aes esp-sha-hnac

3. BETEUTAMHNMBRS
WNEIP# it BEHXREN S EFRISIRTSALENPFSIRE |, 21 A TR BIENFDiffie-
HellmanZ4AXY ( MimA9US FIPFSH 8t ASE2BER )

4. FEANEREE O £ R A NER ARG

crypto map outside_nap 20 set peer 172.16.1.1
crypto map outsi de_nmap 20 natch address 100
crypto map outside_nmap 20 set transformset nyset
crypto map outside_nmap 20 set pfs

crypto map outside_nmap interface outside

NAT % B&

BB MARSIR , EXEERHTNATRENRE. FRREP , ERATENEXREE LN
RS

access-list nonat line 1 extended permt ip 10.1.1.0 255.255.255.0
10.2.2.0 255.255.255.0

HERASAN T, FE—TRMEE-HERZIX :

access-list nonat line 1 extended permit ip 10.3.3.0 255.255.255.0
10.4.4.0 255. 255.255.0

HEFIRENAT—EER , TR :

nat (inside) O access-list nonat

3 tab A “inside”’ RIERZIZON BT , ASAEREH R FIRTENTE.

TEL R
ERARTEREEEMNT !

crypto isakmp enable outside
crypto i saknp policy 10

aut henti cation pre-share
encryption aes

hash sha group 2

lifetinme 86400

tunnel -group 172.16.1.1 type ipsec-|2I



tunnel -group 172.16.1.1 ipsec-attributes
pr e-shar ed- key cisco

access-list 100 extended permit ip 10.1.1.0 255.255.255.0
10.2.2.0 255.255.255.0
crypto i psec transformset nyset esp-aes esp-sha-hmac

crypto map outside_map 20 set peer

crypto map outside_map 20 match address 100
crypto map outside_map 20 set transformset nyset
crypto map outside_map 20 set pfs

crypto map outside_map interface outside

access-list nonat line 1 extended permit ip 10.1.1.0 255.255.255.0
10.2.2.0 255.255.255.0

nat (inside) O access-list nonat

i

ARMATENNATRENKERE, XEXRKSBEARSER,

HRBEAUE AN (IXEK MASAJ:EME’JE@‘:F?EHS(E’WE ), BALE X AINER ( MILER
BREBEAEE ). ATEREATENARBNGS :

group-policy SITE A internal

A BN EARBTELSNEME. BXAAATRNEERNIIER , FSFHCisco ASA
5500% 5 kR A<5.26 3% EASDM VPN B S R EL B A KM IS o

4R SR I T R 1
ﬂvmmwﬂmwﬁﬁﬁi%ﬁﬁﬁﬁé m@ﬁﬁﬁoﬁﬁﬁﬂ¢,ﬁﬁmwa

vpn-tunnel - protocol ?

group-pol i cy node conmands/ opti ons:

I PSec I P Security Protocol |2tp-ipsec L2TP using | PSec for security
svc SSL VPN dient

webvpn WebVPN

vpn-tunnel -protocol ipsec - Versions 8.2 and prior
vpn-tunnel - protocol ikevl - Version 8.4 and |ater

BRI LUR R R E , EH ﬁﬁ PR ( ERE ) BFRERE, EBELIEDT , vpn-idie-timeout J& £
BEXTERD 'f":l’ :R%TLM ZERENRN none , XEIRERZEKIZEF XM,

AT

group-policy SITE_A attributes
vpn-idle-tineout ?


/content/en/us/td/docs/security/asa/asa72/asdm52/selected_procedures/asdmproc/asdm_grp.html

group-policy node conmands/ opti ons:
<1-35791394> Nunmber of m nutes
none | Psec VPN: Disable timeout and allow an unlimted idle period;

lx 6 default-group-policy P& %%m ﬁTE’Jﬁ%EMFﬁ?jﬂ EES‘ZE’JI&%E?&%%%%%&EE’JZ&%H&
RIEHERIEFELKETHRIARERN B 2 RMINAKR

tunnel -group 172.16.1.1 general -attributes
defaul t-group-policy SITE_A

¥ir

AR RENEERIIENEBREERE T/

ASDM

EMASDMEEFRREIRE , HESMZE Monitoring > VPN.IRELLTEER -

- NEIPH b

- AT EMREERY L

- ERKMBREE

- BEE 3 3 HY B E) A3 3 B /)
- BB AERNSREQRE

B B Refresh ERERHE , AABEFRALZMNERH,
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CLI
A EMNATBELCLIBITERE.,
F1HB

FECLI AL TS , LA YE mB(5515) 5% HY 5 1B ER Bl B

show crypto ikevl sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 192.168.1.1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

FECLIRHM AL TS , AU SA(5510)imHY 55 1/ BREL B

show crypto isakmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 I KE Peer: 172.16.1.1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

Frak Corcarmen lrecra
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B2

It show crypto ipsec sa BB BT RIEXN Fh 2 [ M E R IPsec SA. INZPREEIPH1E192.168.1.1 K]
1721611282 | HEML10.1.1.08110.2.2.0 2RI REFEH, BAILLE RN AW H 4
REMENFANESP SA, REASORIERLAH) , BREEAH SA,

FECLIM AL T &% , UIRIEvE 2B(5515) M B2/ ERELE -

interface: FastEthernetO
Crypto map tag: outside_map, local addr. 172.16.1.1
local ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
current_peer: 192.168.1.1

PERM T, flags={origin_is_acl,}

#pkts encaps: 20, #pkts encrypt: 20, #pkts digest 20

#ipkts decaps: 20, #pkts decrypt: 20, #pkts verify 20

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 0, #pkts conpr. failed: O,

#ipkts deconpress failed: 0, #send errors 0, #recv errors O

local crypto endpt.: 172.16.1.1, remote crypto endpt.: 172.16.1.1

path nmtu 1500, nedia ntu 1500

current outbound spi: 3D3

i nbound esp sas:

spi: 0x136A010F(325714191)
transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 3442, flow.id: 1443, crypto nmap: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)

1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound pcp sas:

i nbound pcp sas:

out bound esp sas:

spi: 0x3D3(979)
transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 3443, flow_.id: 1444, crypto nmap: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)

IV size: 8 bytes

replay detection support: Y

out bound ah sas:

out bound pcp sas

FECLIR AL TS , LARIEUE RA(5510)5mH9 S5 2B ERELIE :

interface: FastEthernetO
Crypto map tag: outside_map, local addr. 192.168.1.1
local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0)
current_peer: 172.16.1.1
PERM T, flags={origin_is_acl,}
#pkts encaps: 20, #pkts encrypt: 20, #pkts digest 20
#pkts decaps: 20, #pkts decrypt: 20, #pkts verify 20
#pkts conpressed: 0, #pkts deconpressed: O
#pkts not compressed: 0, #pkts conpr. failed: O,



#pkts deconpress failed: 0, #send errors 0, #recv errors O

local crypto endpt.: 192.168.1.1, remote crypto endpt.: 172.16.1.1

path mu 1500, media ntu 1500

current

out bound spi: 3D3

i nbound esp sas:
0x136A010F(325714191)
transform: esp-aes esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 3442, flow_id: 1443, crypto map: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)

spi:

1V size:

8 bytes

repl ay detection support: Y
i nbound ah sas:
i nbound pcp sas:
i nbound pcp sas:
out bound esp sas:
0x3D3(979)
transform: esp-aes esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 3443, flow_id: 1444, crypto map: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)

spi:

1V size:

8 bytes

repl ay detection support: Y
out bound ah sas:
out bound pcp sas

B HERR

ERARIHLRUNESHREEDD,
ASARRZ<8.4 % 3 # R A

W AL T debugtn & A ERRE R RN E :

- debug crypto ikevl 127 (% 1 MEQ)
« debug crypto ipsec 127 (% 2 Bfl\ﬁﬁ)

T RERAEHA TR RS

| PSEC( crypt o_map_check)-3: Looking for crypto map natching 5-tuple: Prot=1,
saddr=10.2. 2.1, sport=19038, daddr=10.1.1.1, dport=19038

| PSEC( crypt o_map_check) - 3: Checking crypto map outsi de_map 20: natched.

Feb 13 23:48:56 [|I KEvl DEBUQ Pitcher: received a key acquire message, spi 0x0
| PSEC( crypt o_map_check)-3: Looking for crypto map natching 5-tuple: Prot=1,
saddr=10.2. 2.1, sport=19038, daddr=10.1.1.1, dport=19038

| PSEC( crypt o_map_check) - 3: Checking crypto map outsi de_map 20: natched.

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, IKE Initiator: New Phase 1, Intf NP
ldentity Ifc,
Address 10.1.1.0, Crypto nmap (outside_map) Feb 13 23:48:56 [IKEvl DEBUG I P =

192.
192.

Feb
ver
Feb
ver

168.1.1,
168.1.1,
13 23:48:

| KE Peer 192.168.1.1 |ocal Proxy Address 10.2.2.0, renote Proxy

constructing | SAKMP SA payl oad Feb 13 23:48:56 [I KEvl DEBUG | P =
constructing NAT-Traversal VID ver 02 payl oad
56 [IKEvl DEBUG I P = 192.168.1.1, constructing NAT-Traversal VID

03 payl oad

13 23:48:

56 [IKEvl DEBUG I P = 192.168.1.1, constructing NAT-Traversal VID

RFC payl oad



Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, constructing Fragnentation VID +
ext ended capabilities payl oad

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, | KE_DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + NONE (0) total length : 172

Feb 13 23:48:56 [I KEvl] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_DECODE RECElI VED Message (msgi d=0)
with payloads : HDR + SA (1) + VENDCR (13) + VENDOR (13) + NONE (0) total
length : 132

Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168.
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168.
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168.
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168.
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168.
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168. , Received Fragnentation VID

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, |KE Peer included |IKE
fragnentation capability flags: Miin Mde: True Aggressive Mde: True

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, constructing ke payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, constructing nonce payl oad

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, constructing G sco Unity

VI D payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, constructing xauth V6

VI D payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Send 10S VID

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, Constructing ASA spoofing I CS
Vendor | D payl oad (version: 1.0. capabilities: 20000001)

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, constructing VID payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Send Altiga/C sco VPN3000/Ci sco
ASA GW VI D

Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168.
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168.
Feb 13 23:48:56 [IKEvl DEBUG I P = 192. 168. , constructing NAT-Di scovery payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, conputing NAT Di scovery hash

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, | KE_DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304

Feb 13 23:48:56 [I KEvl] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_DECODE RECElI VED Message (msgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing ke payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, processing | SA KE payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing nonce payl oad

Feb 13 23:48:56 [IKEvl DEBUG ?I P = 192.168. 1.1, processing VID payl oad

processi ng SA payl oad

Cakl ey proposal is acceptable
processi ng VID payl oad

Recei ved NAT-Traversal ver 02 VID
, processing VID payl oad

PR R RR R PR
R = S S

n o

, constructing NAT-Di scovery payl oad
, conputing NAT Discovery hash

[
e

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Received Cisco Unity client VID
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, processing VID payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Received xauth V6 VID
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, processing VID payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, Processing VPN3000/ ASA spoofi ng

I OS Vendor |D payl oad (version: 0.0, capabilities: 20000001)

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, processing VID payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Received Altigal/ G sco

VPN3000/ Ci sco ASA GW VI D

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing NAT-D scovery payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, conputing NAT Di scovery hash

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing NAT-D scovery payl oad
1

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, conputing NAT Di scovery hash

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, Connection landed on tunnel_ group
192.168.1.1

Feb 13 23:48:56 [IKEvl DEBUG! Group = 192.168.1.1, IP = 192.168.1.1, Cenerating
keys for Initiator...

oo



Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, constructing
I D payl oad

Feb 13 23:48:56 [IKEvl DEBUG ! Group = 192.168.1.1, IP = 192.168.1.1, constructing
hash payl oad

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, Conputing
hash for | SAKMP

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Constructing | OS keep alive

payl oad: proposal =32767/ 32767 sec.

1

Success rate is 80 percent (4/5), round-trip mn/avg/max = 1/3/10 ns

ci scoasa# Feb 13 23:48:56 [| KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1,
constructing dpd vid payl oad

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, | KE_DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) +
NONE (0) total length : 96

Feb 13 23:48:56 [IKEvl]Group = 192.168.1.1, IP = 192.168.1.1, Automatic NAT
Detection Status: Remote end is NOT behind a NAT device This end is NOT behind
a NAT device

Feb 13 23:48:56 [I KEvl] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_DECODE RECElI VED Message (msgi d=0)
with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) +
NONE (0) total length : 96

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, |IP = 192.168.1.1, processing

I D payl oad

Feb 13 23:48:56 [| KEvl DECODE] G oup = 192.168.1.1, IP = 192.168.1.1,

ID_| PVA_ADDR I D received 192.168.1.1

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

processi ng hash payl oad

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, Conputing
hash for | SAKMP

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Processing | COS keep alive payl oad:
proposal =32767/ 32767 sec.

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, processing
VI D payl oad

Feb 13 23:48:56 [I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1, Received
DPD VI D

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, Connection |anded on tunnel _group
192.168.1.1

Feb 13 23:48:56 [I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1, Cakley

begi n qui ck node

Feb 13 23:48:56 [| KEvl DECODE] G oup = 192.168.1.1, IP = 192.168.1.1, IKE
Initiator starting QW nmsg id = 4c073b21

Feb 13 23:48:56 [IKEvl]Group = 192.168.1.1, IP = 192.168.1.1], PHASE 1 COMPLETED
Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, Keep-alive type for this connection: DPD
Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, Starting P1
rekey timer: 73440 seconds.

| PSEC. New enbryoni c SA created @ 0x75298588,

SCB: 0x75C34F18,

Di rection: inbound

SPI : 0x03FCODBY

Session | D: 0x00004000

VPI F num : 0x00000002

Tunnel type: |2]

Protocol : esp

Lifetine : 240 seconds

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
I KE got SPI from key engi ne: SPI = 0x03fc9db7

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
oakl ey constucting qui ck node

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
constructing bl ank hash payl oad

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

constructing | PSec SA payl oad



Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP =
constructing | PSec nonce payl oad

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP =
constructing proxy ID

Feb 13 23:48:56 [IKEvl DEBUG]Group = 192.168.1.1, IP =

Transmitting Proxy Id:

Local subnet: 10.2.2.0 mask 255.255.255.0 Protocol 0
Remote subnet: 10.1.1.0 Mask 255.255.255.0 Protocol 0
Feb 13 23:48:56 [|I KEvl DECODE] G oup = 192.168.1.1, IP
IKE Initiator sending Initial Contact

Feb 13 23:48:56 [| KEvl DEBUG Group = 192.168. 1.1,
IP = 192.168.1.1, constructing gm hash payl oad

Feb 13 23:48:56 [| KEvl DECODE] G oup = 192.168.1.1,
IP = 192.168.1.1, IKE Initiator sending 1st QM pkt:
Feb 13 23:48:56 [IKEv1]IP = 192.168. 1.1,
with payloads : HDR + HASH (8) + SA (1) + NONCE (10) +
NOTI FY (11) + NONE (0) total length : 200
Feb 13 23:48:56 [I KEv1l] | KE Receiver: Packet
from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168. 1.1,
with payloads : HDR + HASH (8) + SA (1) + NONCE (10)

ns

received o

+

total length : 172

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP =
processi ng hash payl oad

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP =
processi ng SA payl oad

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP =
processi ng nonce payl oad

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP =
processing | D payl oad

Feb 13 23:48:56 [| KEvl DECODE] G oup = 192.168.1.1, IP

| D_| PV4_ADDR SUBNET | D

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP =
processing | D payl oad
Feb 13 23:48:56 [| KEvl DECODE] G oup = 192.168.1.1, IP

| D_| PV4_ADDR SUBNET | D

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP =
| oading all |PSEC SAs

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP =
Generating Quick Mbde Key!

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP =

NP encrypt rule |l ook up for crypto nmap outside_map 20
100: returned cs_i d=6ef246d0; encrypt_rul e=752972d0;
t unnel Fl ow_r ul e=75ac8020

Feb 13 23:48:56 [| KEvl DEBUG Group = 192.168. 1.1,
Generating Quick Mde Key!

| PSEC. New enbryoni c SA created @ 0x6f0e03fO0,
SCB: 0x75B6DD00,

Di rection: outbound

SPI 0x1BA0C55C

Session | D: 0x00004000

VPI F num : 0x00000002

Tunnel type: |2]

Pr ot ocol esp

Lifetine : 240 seconds

| PSEC. Conpl et ed host OBSA update, SPI
| PSEC. Creating outbound VPN context,
Fl ags: 0x00000005

SA : 0x6f0e03f0

SPI 0x1BA0C55C

MIU : 1500 bytes

VCI D : 0x00000000

Peer 0x00000000

SCB : 0x0B47D387

1P =

0x1BA0C55C
SPI 0x1BAOC55C

recei ved--10. 2. 2. 0- - 255. 255. 255.

recei ved--10. 1. 1. 0- - 255. 255. 255.

192.168.1. 1,

192.168.1. 1,

192.168.1.1,

Port 0

Port 0
= 192.168.1.1,

g id = 4c073b21

| KE_DECODE SENDI NG Message (nsgi d=4c073b21)

ID (5) + ID(5) +

n 172.16.1. 1: 500

| KE_DECODE RECEI VED Message (nsgi d=4c073b21)

ID (5) + ID (5) + NONE (0)
192.168. 1. 1,
192.168. 1. 1,
192.168. 1. 1,
192.168. 1. 1,

192.168.1. 1,
0
192.168.1. 1,

192.168.1. 1,
0
192.168.1. 1,

192.168.1. 1,

192.168.1. 1,
mat chi ng ACL

192.168.1. 1,



Channel : Ox6ef 0a5c0

| PSEC. Conpl et ed out bound VPN context, SPI 0x1BAOC55C

VPN handl e: 0x0000f 614

| PSEC. New out bound encrypt rule, SPI 0x1BA0C55C

Src addr: 10.2.2.0

Src mask: 255.255.255.0

Dst addr: 10.1.1.0

Dst mask: 255.255.255.0

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol: O

Use protocol: false

SPI: 0x00000000

Use SPI: false

| PSEC. Conpl et ed out bound encrypt rule, SPI 0x1BAOC55C

Rule I D: 0x74elc558

| PSEC. New out bound permit rule, SPI 0x1BAOC55C

Src addr: 172.16.1.1

Src mask: 255. 255. 255. 255

Dst addr: 192.168.1.1

Dst mask: 255.255. 255. 255

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol : 50

Use protocol: true

SPI: Ox1BAOC55C

Use SPI: true

| PSEC. Conpl et ed outbound permit rule, SPI 0x1BAOC55C

Rul e I D: 0Ox6f0dec80

Feb 13 23:48:56 [IKEvl DEBUG]Group = 192.168.1.1, IP = 192.168.1.1], NP encrypt rule
look up for crypto map outside_map 20 matching ACL 100: returned cs_id=6e£f24640;
encrypt_rule=752972d0; tunnelFlow_rule=75ac8020

Feb 13 23:48:56 [IKEvl] Group = 192.168.1.1, IP = 192.168.1.1, Security negotiation
conplete for LAN-to-LAN Group (192.168.1.1) Initiator, Inbound SPI = 0x03fc9db7,
Qut bound SPI = 0x1baOc55c

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, oakley
constructing final quick node

Feb 13 23:48:56 [| KEvl DECCDE] Group = 192.168.1.1, IP = 192.168.1.1, IKE Initiator
sending 3rd QM pkt: msg id = 4c073b21

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_DECCDE SENDI NG Message (mnsgi d=4c073b21)
with payloads : HDR + HASH (8) + NONE (0) total length : 76

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1, |IKE got a KEY_ADD
msg for SA: SPI = OxlbaOc55c

| PSEC. New enbryoni c SA created @ 0x75298588,

SCB: 0x75C34F18,

Direction: inbound

SPI : 0x03FCIDB7

Session | D: 0x00004000

VPI F num : 0x00000002

Tunnel type: |2]

Protocol : esp

Lifetime : 240 seconds



| PSEC. Conpl et ed host |BSA update, SPI 0Ox03FCODB7

| PSEC. Creating inbound VPN context, SPI 0x03FCODB7
Fl ags: 0x00000006

SA : 0x75298588

SPI : 0x03FCODB7

MIU : 0 bytes

VCI D : 0x00000000

Peer : 0Ox0000F614

SCB : 0x0B4707C7

Channel : 0x6ef 0a5cO

| PSEC. Conpl eted i nbound VPN context, SPI 0x03FCODB7
VPN handl e: 0x00011f 6¢c

| PSEC. Updating out bound VPN cont ext 0x0000F614, SPI Ox1BA0OC55C
Fl ags: 0x00000005

SA : 0x6f0e03f0

SPI : 0x1BA0C55C

MIU : 1500 bytes

VCI D : 0x00000000

Peer : 0x00011F6C

SCB : 0x0B47D387

Channel : 0x6ef 0a5cO

| PSEC. Conpl et ed out bound VPN context, SPI 0x1BAOC55C
VPN handl e: 0x0000f 614

| PSEC. Conpl et ed out bound inner rule, SPI O0x1BA0C55C
Rul e I D: 0x74elc558

| PSEC. Conpl et ed out bound outer SPD rule, SPI 0x1BA0C55C
Rul e 1 D: 0x6f0dec80

| PSEC. New i nbound tunnel flow rule, SPI 0x03FCODB7
Src addr: 10.1.1.0

Src mask: 255.255.255.0

Dst addr: 10.2.2.0

Dst nmask: 255.255.255.0

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol: O

Use protocol: false

SPI: 0x00000000

Use SPI: false

| PSEC. Conpl eted i nbound tunnel flow rule, SPI 0x03FC9DB7
Rul e I D: 0x74elb4a0

| PSEC. New i nbound decrypt rule, SPI 0x03FCODB7

Src addr: 192.168.1.1

Src mask: 255.255. 255. 255

Dst addr: 172.16.1.1

Dst mask: 255.255. 255. 255

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol: 50

Use protocol: true

SPI: 0x03FCODB7

Use SPI: true

| PSEC. Conpl eted i nbound decrypt rule, SPI 0x03FC9DB7



Rul e I D: 0x6f0de830

| PSEC. New i nbound pernit rule, SPI 0x03FCODB7

Src addr: 192.168.1.1

Src mask: 255. 255. 255. 255

Dst addr: 172.16.1.1

Dst mask: 255.255. 255. 255

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Prot ocol : 50

Use protocol: true

SPI : 0x03FCODB7

Use SPI: true

| PSEC. Conpl eted i nbound pernmit rule, SPI O0x03FCODB7
Rul e I D: 0Ox6f0de8d8

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP
recei ved KEY_UPDATE, spi 0x3fc9db7
Feb 13 23:48:56 [| KEvl DEBUQG G oup
P2 rekey tinmer: 24480 seconds.

Feb 13 23:48:56 [IKEvl]Group = 192.168.1.1, IP = 192.168.1.1, PHASE 2
COMPLETED (msgid=4c073b21)

192.168.1.1, Pitcher:

192.168.1.1, IP = 192.168.1.1, Starting

ASARR#8.3 R BEEARF
WA T debugi & U ERER BN E -

« debug crypto isakmp 127 (% 1 MEQ)
- debug crypto ipsec 127 (5 2 MY ER)
BAT 2 i R ST BRI

Feb 13 04:19:53 [IKEvl]: |IP = 172.16.1.1, |KE_DECCDE RECElI VED Message (msgi d=0) with
payl oads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
NONE (0) total length : 172

Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.
Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.
Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.
Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.
Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.
Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.
Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.
Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.
Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16. processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: |IP = 172.16. Recei ved Fragmentation VID

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, |KE Peer included |IKE fragnentation
capability flags: Main Mde: True Aggressive Mde: True

Feb 13 04:19:53 [IKEvl DEBUG: I P = 172.16.1.1, processing | KE SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG]: IP = 172.16.1.1, IKE SA Proposal # 1, Transform # 1
acceptable Matches global IKE entry # 1

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing | SAKMP SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.1.1, constructing NAT-Traversal VID ver
02 payl oad

Feb 13 04:19:53 [I KEvl DEBUG: | P

processi ng SA payl oad

Cakl ey proposal is acceptable
processi ng VID payl oad

Recei ved NAT-Traversal ver 02 VID
processi ng VID payl oad

Recei ved NAT-Traversal ver 03 VID
processi ng VID payl oad

Recei ved NAT-Traversal RFC VID

PEPRPRPERERPERPERREPR
PRPRRPPRPPRPRPPREPR

172.16.1.1, constructing Fragnentation VID +



ext ended capabilities payl oad

Feb 13 04:19:53 [IKEv1l]: IP = 172.16.1.1, | KE_DECODE SENDI NG Message (nmsgi d=0) with
payl oads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total length : 132
Feb 13 04:19:53 [IKEv1l]: IP = 172.16.1.1, |KE_DECODE RECElI VED Message (nsgid=0) with
payl oads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processing ke payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processing | SA KE payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processing nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received G sco Unity client VID

Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received xauth V6 VID

Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Processi ng VPN3000/ ASA spoofing |1 OS
Vendor | D payload (version: 1.0.0, capabilities: 20000001)

Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received Altigal/C sco VPN3000/ G sco
ASA GW VI D

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processi ng NAT-Di scovery payl oad
Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, conputing NAT Di scovery hash

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processi ng NAT-Di scovery payl oad
Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, conputing NAT Di scovery hash

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing ke payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing C sco Unity VID payl oad
Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing xauth V6 VID payl oad
Feb 13 04:19:53 [IKEvl DEBUF: IP = 172.16.1.1, Send IOS VID

Feb 13 04:19:53 [IKEvl DEBUG: |IP = 172.16.1.1, Constructing ASA spoofing | OS Vendor
I D payl oad (version: 1.0.0, capabilities: 20000001)

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Send Altiga/ C sco VPN3000/Ci sco

ASA GW VI D

Feb 13 04:19:53 [IKEvl DEBUG: | P = 172.16.
Feb 13 04:19:53 [IKEvl DEBUG: |IP = 172.16. , conmputing NAT Di scovery hash

Feb 13 04:19:53 [IKEvl DEBUG: |IP = 172.16. , constructing NAT-D scovery payl oad

Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, conputing NAT Di scovery hash

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, Connection landed on tunnel_group 172.16.1.1
Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, Generating keys
for Responder. ..

Feb 13 04:19:53 [IKEv1l]: |IP = 172.16.1.1, |KE_DECCDE SENDI NG Message (mnsgid=0) with
payl oads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, |KE_DECCDE RECElI VED Message (msgi d=0) with
payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) + NONE (0)

total length : 96

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing

I D payl oad

Feb 13 04:19:53 [I KEvl DECODE]: Goup = 172.16.1.1, IP = 172.16.1.1, |1D_|I PV4_ADDR

ID received 172.16.1.1

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing

hash payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, Conputing

hash for | SAKMP

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Processing | OS keep alive payl oad:
proposal =32767/ 32767 sec.

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing

VI D payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, Received DPD VID
Feb 13 04:19:53 [IKEvl1l]: Group = 172.16.1.1, IP = 172.16.1.1, Automatic NAT Detection
Status: Remote end is NOT behind a NAT device This end is NOT behind

a NAT device

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, Connection landed on tunnel_group 172.16.1.1
Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,

, constructing NAT-D scovery payl oad

P e
R



constructing | D payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,
constructing hash payl oad
Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,

Conputing hash for | SAKMP

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Constructing |1OS keep alive payl oad:
proposal =32767/ 32767 sec.

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,

constructing dpd vid payl oad

Feb 13 04:19:53 [IKEv1l]: |IP = 172.16.1.1, |KE_DECCDE SENDI NG Message (mnsgid=0) with
payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) + NONE (0)
total length : 96

Feb 13 04:19:53 [IKEvl]: Group = 172.16.1.1, IP = 172.16.1.1, PHASE 1 COMPLETED

Feb 13 04:19:53 [IKEv1l]: IP = 172.16.1.1, Keep-alive type for this connection: DPD
Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, Starting Pl
rekey timer: 82080 seconds.

Feb 13 04:19:53 [IKEvl DECODE]: IP = 172.16.1.1, |KE Responder starting Q4 nsg id =
4c073b21

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, |KE_DECCDE RECElI VED Message

(msgi d=4c073b21) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) +

ID (5) + NOTIFY (11) + NONE (0) total length : 200

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,
processi ng hash payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,
processi ng SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,
processi ng nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,

processing | D payl oad

Feb 13 04:19:53 [I KEvl DECODE]: Group = 172.16.1.1, IP = 172.16.1.1,

I D | PVA_ADDR SUBNET | D received--10. 2. 2. 0--255. 255. 255. 0

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, Received renote IP
Proxy Subnet data in |ID Payl oad: Address 10.2.2.0, Mask 255.255. 255. 0,

Protocol 0, Port O

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1. 1,

processing | D payl oad

Feb 13 04:19:53 [I KEvl DECODE]: Group = 172.16.1.1, IP = 172.16.1.1,

I D | PVA_ADDR SUBNET I D received--10.1.1.0--255.255.255.0

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, Received local IP
Proxy Subnet data in |ID Payl oad: Address 10.1.1.0, Mask 255.255. 255.0,

Protocol 0, Port O

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing
notify payl oad

Feb 13 04:19:53 [I KEv1l]: G oup
not found by addr

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP
check, checking map = outside_map, seq = 20...
Feb 13 04:19:53 [IKEvl]: Group = 172.16.1.1, IP 172.16.1.1, Static Crypto Map
check, map outside_map, seq = 20 is a successful match

Feb 13 04:19:53 [IKEvl]: Group = 172.16.1.1, IP = 172.16.1.1, IKE Remote Peer
configured for crypto map: outside_map

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP
| PSec SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG]: Group = 172.16.1.1, IP = 172.16.1.1, IPSec SA
Proposal # 1, Transform # 1 acceptable Matches global IPSec SA entry # 20

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, I KE requesting SPI!
| PSEC. New enbryoni c SA created @ O0xAB5C63A8,

SCB: O0xABD54E98,

Direction: inbound

SPI : 0x1BA0C55C

Session | D: 0x00004000

VPI F num: 0x00000001

Tunnel type: |2]

Protocol : esp

172.16.1.1, |IP 172.16.1.1, QM I sRekeyed ol d sa

172.16.1.1, Static Crypto Map

172.16. 1.1, processing



Lifetine : 240 seconds

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, |KE got SPI
from key engine: SPI = 0Ox1lbaOc55c

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, oakley
constucting qui ck node

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
bl ank hash payl oad

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
| PSec SA payl oad

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
| PSec nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
proxy ID

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, Transmitting
Proxy Id:

Renmot e subnet: 10.2.2.0 Mask 255.255.255.0 Protocol O Port O

Local subnet: 10.1.1.0 nmask 255.255.255.0 Protocol O Port O

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
gm hash payl oad

Feb 13 04:19:53 [IKEvl DECODE]: Group = 172.16.1.1, IP = 172.16.1.1, |KE Responder
sending 2nd QM pkt: msg id = 4c073b21

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, |KE_DECCDE SENDI NG Message

(msgi d=4c073b21) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) +
ID (5) + NONE (0) total length : 172

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, |KE_DECCDE RECElI VED Message

(msgi d=4c073b21) with payloads : HDR + HASH (8) + NONE (0) total length : 52
Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing
hash payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP
| PSEC SAs

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP
Qui ck Mode Key!

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, NP encrypt
rule l ook up for crypto nap outside_map 20 matching ACL 100: returned

cs_i d=ab9302f 0; rul e=ab9309b0

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, Generating
Qui ck Mode Key!

| PSEC. New enbryoni c SA created @ 0xAB570B58,

SCB: 0xABD55378,

Di rection: outbound

SPI : 0x03FCODB7

Session | D: 0x00004000

VPI F num : 0x00000001

Tunnel type: |2]

Protocol : esp

Lifetine : 240 seconds

| PSEC. Conpl et ed host OBSA update, SPI 0Ox03FCODB7

| PSEC. Creating outbound VPN context, SPI 0x03FCODB7

Fl ags: 0x00000005

SA : OxAB570B58

SPI : 0x03FCODB7

MIU : 1500 bytes

VCI D : 0x00000000

Peer : 0x00000000

SCB : 0x01512E71

Channel : 0xA7A98400

| PSEC. Conpl et ed out bound VPN context, SPI 0x03FC9DB7

VPN handl e: 0x0000F99C

| PSEC. New out bound encrypt rule, SPI O0x03FCODB7

Src addr: 10.1.1.0

Src mask: 255.255.255.0

Dst addr: 10.2.2.0

Dst mask: 255.255.255.0

Src ports

172.16.1.1, loading all

172.16.1.1, Generating



Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol: O

Use protocol: false

SPI: 0x00000000

Use SPI: false

| PSEC. Conpl et ed out bound encrypt rule, SPI 0x03FCODB7
Rul e I D: OxABD557B0

| PSEC. New out bound permit rule, SPI 0x03FCODB7

Src addr: 192.168.1.1

Src mask: 255. 255. 255, 255

Dst addr: 172.16.1.1

Dst mask: 255.255. 255. 255

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol : 50

Use protocol: true

SPI : 0x03FCODBY

Use SPI: true

| PSEC. Conpl et ed outbound permit rule, SPI 0x03FC9DB7
Rul e I D: OxABD55848

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, NP encrypt rule
| ook up for crypto map outside_nap 20 matching ACL 100: returned cs_i d=ab9302f 0O;
rul e=ab9309b0

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, Security negotiation
conplete for LAN-to-LAN Group (172.16.1.1) Responder, |nbound SPI = 0Oxl1lbaOc55c,
Qut bound SPI = 0x03f c9db7

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, IKE got a
KEY_ADD nmsg for SA: SPI = 0x03fc9db7

| PSEC. Conpl et ed host |BSA update, SPI 0x1BAOC55C

| PSEC. Creating inbound VPN context, SPI 0x1BAOC55C

Fl ags: 0x00000006

SA : OxAB5C63A8

SPI : 0x1BAOC55C

MIU : 0 bytes

VCI D : 0x00000000

Peer : 0x0000F99C

SCB : 0x0150B419

Channel : 0OxA7A98400

| PSEC. Conpl et ed i nbound VPN context, SPI 0Ox1BA0C55C
VPN handl e: 0x0001169C

| PSEC. Updating out bound VPN cont ext 0x0000F99C, SPI 0x03FCODB7
Fl ags: 0x00000005

SA : OxAB570B58

SPI : 0x03FCIDB7

MIU : 1500 bytes

VCI D : 0x00000000

Peer : 0x0001169C

SCB : 0x01512E71

Channel : 0OxA7A98400

| PSEC. Conpl et ed out bound VPN context, SPI 0x03FC9DB7
VPN handl e: 0x0000F99C

| PSEC. Conpl et ed out bound inner rule, SPI 0x03FCODB7



Rul e I D: OxABD557B0

| PSEC. Conpl et ed out bound outer SPD rule, SPI 0x03FCODB7

Rul e 1 D: 0xABD55848

| PSEC. New i nbound tunnel flow rule, SPI 0x1BAOC55C
Src addr: 10.2.2.0

Src mask: 255.255.255.0
Dst addr: 10.1.1.0

Dst nmask: 255.255.255.0
Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol: O

Use protocol: false
SPI: 0x00000000

Use SPI: false

| PSEC. Conpl eted i nbound tunnel flow rule, SPI 0x1BAOC55C

Rul e I D: OxABBD98A8

| PSEC. New i nbound decrypt rule, SPI 0x1BAOC55C
Src addr: 172.16.1.1

Src mask: 255. 255. 255. 255

Dst addr: 192.168.1.1

Dst mask: 255.255. 255. 255

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Prot ocol : 50

Use protocol: true

SPI: Ox1BAOC55C

Use SPI: true

| PSEC. Conpl eted i nbound decrypt rule, SPI 0x1BAOC55C
Rul e I D: OxABD55CBO

| PSEC. New i nbound pernit rule, SPI 0x1BAOC55C
Src addr: 172.16.1.1

Src mask: 255. 255. 255. 255

Dst addr: 192.168.1.1

Dst mask: 255.255. 255. 255

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Prot ocol : 50

Use protocol: true

SPI: Ox1BAOC55C

Use SPI: true

| PSEC. Conpl eted i nbound pernmit rule, SPI Ox1BAOC55C
Rul e I D: OxABD55D48

Feb 13 04:19:53 [IKEvl DEBUG: G oup
KEY_UPDATE, spi 0x1lbaOc55c
Feb 13 04:19:53 [IKEvl DEBUG: G oup
timer: 27360 seconds.

172.16.1.1, IP

172.16.1.1, IP

172.16.1.1, Pitcher: received

172.16.1.1, Starting P2 rekey



Feb 13 04:19:53 [IKEvl]: Group = 172.16.1.1, IP = 172.16.1.1, PHASE 2 COMPLETED
(msgid=4c073b21)
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