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crypto i kev2 policy 1
encrypti on aes-gcm 256
integrity nul

group 20

prf sha384 sha
lifetinme seconds 86400
crypto i kev2 policy 10
encrypti on aes-192
integrity sha

group 5 2

prf sha

lifetinme seconds 86400
crypto i kev2 policy 20
encryption aes
integrity sha

group 5 2

prf sha

lifetinme seconds 86400
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FIPSHE P imiE e , EEAMHAEREIRES

The cryptographic algorithns required by the secure gateway do not match those supported by

AnyConnect .

Pl ease contact your network adm nistrator.
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debug crypto ikev2 proto 127
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| KEv2- PROTO 2: Recei ved Packet [From 192.168. 30.5:51896/ To 192. 168. 30. 2: 500/



VRF i 0: f 0]

Initiator SPI

Payl oad contents:

74572B8D1BEC5873 -
I KEv2 | KE_SA I NI T Exchange REQUESTI KEv2- PROTO 3: Next

2.0 Exchange type: IKE_SAINT,

Responder SPI
payl oad: SA, version:

flags: INITIATOR Message id: 0, length: 747

SA Next payl oad: KE, reserved: 0x0, |length: 316

| ast proposal : 0x2, reserved: 0x0, |ength: 140
Proposal: 1, Protocol id: IKE, SPlI size: 0, #trans: 15 last transform O0x3
reserved: 0x0: length: 12

type: 1, reserved: 0x0, id: AES-CGCM

last transform Ox3, reserved: 0x0: length: 12

type: 1, reserved: 0x0, id: AES-CGCM

last transform Ox3, reserved: 0x0: length: 12

type: 1, reserved: 0x0, id: AES-CGCM

last transform Ox3, reserved: 0x0: length: 8

type: 2, reserved: 0x0, id: SHA512

last transform Ox3, reserved: 0x0: length: 8

type: 2, reserved: 0x0, id: SHA384

last transform Ox3, reserved: 0x0: length: 8

type: 2, reserved: 0x0, id: SHA256

last transform Ox3, reserved: 0x0: length: 8

type: 2, reserved: 0x0, id: SHAl

last transform Ox3, reserved: 0x0: length: 8

type: 3, reserved: 0x0, id: None

last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_1024_MODP/ G oup 2
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_521_ ECP/ Group 21
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_384_ECP/ Group 20
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_256_ECP/ Group 19
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_2048_ MODP_256 PRI ME/ Group 24
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_2048_MODP/ G oup 14
last transform Ox0, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_1536_MODP/ Group 5
| ast proposal : 0x0, reserved: 0x0, length: 172
Proposal : 2, Protocol id: IKE, SPlI size: 0, #trans: 19 last transform O0x3
reserved: 0x0: length: 12

type: 1, reserved: 0x0, id: AES-CBC

last transform Ox3, reserved: 0x0: length: 12

type: 1, reserved: 0x0, id: AES-CBC

last transform Ox3, reserved: 0x0: length: 12

type: 1, reserved: 0x0, id: AES-CBC

last transform Ox3, reserved: 0x0: length: 8

type: 1, reserved: 0x0, id: 3DES

last transform Ox3, reserved: 0x0: length: 8

type: 2, reserved: 0x0, id: SHA512

last transform Ox3, reserved: 0x0: length: 8

type: 2, reserved: 0x0, id: SHA384

last transform Ox3, reserved: 0x0: length: 8

type: 2, reserved: 0x0, id: SHA256

last transform Ox3, reserved: 0x0: length: 8

type: 2, reserved: 0x0, id: SHAl

last transform Ox3, reserved: 0x0: length: 8

type: 3, reserved: 0x0, id: SHA512

last transform Ox3, reserved: 0x0: length: 8

type: 3, reserved: 0x0, id: SHA384

last transform Ox3, reserved: 0x0: length: 8

type: 3, reserved: 0x0, id: SHA256

last transform Ox3, reserved: 0x0: length: 8

type: 3, reserved: 0x0, id: SHA96

0000000000000000 Message id: O



last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_1024_MODP/ G oup 2
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_521_ ECP/ Group 21
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_384_ECP/ Group 20
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_256_ECP/ Group 19
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_2048_ MODP_256 PRI ME/ Group 24
last transform Ox3, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_2048_MODP/ Group 14
last transform Ox0, reserved: 0x0: length: 8

type: 4, reserved: 0x0, id: DH GROUP_1536_MODP/ G-oup 5
KE Next payload: N, reserved: 0x0, length: 136

DH group: 2, Reserved: 0xO

fc c9 90 2b 15 35 31 34 0Oe 75 88 cO f9 2a 1le Oa
ab 6b e3 8e el 73 b9 dl 56 le 60 9f 82 71 6¢c 4e
5¢c 1c a4 bd b5 23 a2 bc 82 f2 11 17 61 28 33 3f
02 c9 e7 cb f7 84 a6 22 4a 64 eb fa d7 84 al d9
ad c7 5d 77 cd 2a 65 79 95 9a d4 5c 22 8c 62 ae
Oe fc c8 fd bd c8 4d 66 0d c3 69 d3 c4 cb e8 33
72 1a f1 cc 31 5f 08 75 65 6b 77 3b 23 c3 b8 74
02 fa 15 6e e4 7a b2 73 17 8f 08 02 20 7e b8 d7
N Next payload: VID, reserved: 0x0, length: 24

87 4d 63 76 cc 10 30 Oe 4c 95 40 24 d3 b3 3b 3
44 be 0Of eb

Hit , REFFIRAZETH2,21,20,19,24,14F15 ( XLERFEFIPSHA ) |, BKImMRREREE LR
BEPRBIDEANGE2, WRBERERPH—FSHE

I KEv2 received all requested SPIs fromCIMto respond to a tunnel request.

| KEv2- PROTO-5: (64): SM Trace-> SA: | _SPI =74572B8D1BEC5873 R_SPI =E4160C492A824B5F
(R) Msgl D = 00000006 CurState: R _VERI FY_AUTH Event: EV_OK RECD_| PSEC _RESP

| KEv2- PROTO 2: (64): Processing | KE_AUTH nessage

IKEv2-PROTO-1: Tunnel Rejected: Selected IKEv2 encryption algorithm (AES-CBC-192)
is not strong enough to secure proposed IPsec encryption algorithm (AES-GCM-256).
| KEv2- PROTO-1: (64): Failed to find a matching policy

| KEv2- PROTO- 1: (64): Received Policies:

ESP: Proposal 1. AES- GCM 256 AES- GCM: 192 AES- GCM 128 None Don't use ESN

ESP: Proposal 2: AES-CBC 256 AES-CBC-192 AES- CBC- 128 3DES SHA512 SHA384 SHA256 SHA96
Don't use ESN

| KEv2- PROTO-1: (64): Failed to find a matching policy
| KEv2- PROTO- 1: (64): Expected Policies:
ESP: Proposal 0: AES-GCM 256 SHA384 Don't use ESN

| KEv2- PROTO-5: (64): Failed to verify the proposed policies
| KEv2- PROTO-1: (64): Failed to find a matching policy
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