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RNHEHHPNERETIZIT 8.3 R LA Cisco HEBENR£IRE (ASA).

AXRFNESHEETRESREFREFNEEREN, AP EANFERERTORAR
(BN ) BE. MELEANREXIMSE , BRALCLATHRAASSHBERW,

A
BEXXMAENESES , 5% Cisco BRETUE,
B ASA HYEERE I T 4E

FELEMER | EHARAZBMHE 7 10.2.1.589Web RS2, AWebfRSSEF 08 7 HAE ( ##jE ) bt
192.168.202.5, Internetf 2431380 192.168.202.5F BE1H [BIWebfR$S88. FTF Web RSS2 HY
DNS & B &AM A Zittt, RAEFRE Internet By EAESRE,

10.2.1.0/24 192_168.202.0,24

Global Pool
192.168.202.10
192.168.202.50

Host A -
webserver

AE  EEPEANIPHILT REInternet ERAISIERRH, Xt BREXHEIRFHERN
REC 1918 #hiit,

EE

SERATSRUEEET ASA BVEE

1. BIE—NMNENLATLFRAMERNR , A IPHBEELS —IMMENR, FHAUTRERR
ELiE NAT :

object network inside-net

subnet 0.0.0.0 0.0.0.0

object network outside-pat-pool

range 192.168.202.10 192.168.202.50

nat (inside,outside) source dynamic inside-net outside-pat-pool

2. 7 Internet AP BRGRINAREEN 2 B F SR It

object network obj-10.2.1.5
host 10.2.1.5
nat (inside,outside) static 192.168.202.5
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3. {1/ access-list AR LA R SNEBF P83 Cisco ASA, EIA4R1E access-list ip S P {# AR
Ay i3k,

access-list 101 permit tcp any host 192.168.202.5 eq www
access-group 101 in interface outside

A ARP ["#EiRE

ZE2RJFAHAIBZEONNRED DEEMRHMNE, ATHETR—NREMN , SEN G
WEMEZSIA—NERAHRIE, TEHIT IP BT, BIAKF IPv4 REBTERH XEBNRSH
LZEEAIRRENLZ2ED , TEHRGIR, T BT (ARP) RN @& ERE X
1% , TFEHRFIER, ARP RERLIH ARP REIIREES, W TMNEZeEOLHISLZEEON
BIERE  FEERYT BOHRZIX,

AEE . FHERNZ2REZFTLARBREZIABDCDP)BESHRIPVOHES , R MEBEATHE
T Ox600K9 B MEtherType I BB D, Hlin , BT EEZZEIS-ISHIED. MHFIHINEIESE T (BPDU) 3
XE, XM

AAVFRY MAC bt

LA B¥8 MAC bt R VF @ IERRF K, TEMTIRAH MAC it SHEF -

- &F FFFF.FFFF.FFFF B9 TRUE J & B ¥ MAC 31t

. SEEIM 0100.5E00.0000 %/ 0100.5EFE.FFFF ) IPv4 %3#& MAC 3t

. SEEM 3333.0000.0000 % 3333.FFFF.FFFF 89 IPv6 %1% MAC 31t

. Z T 0100.0CCC.CCCD #J BPDU %%t

. SBE M 0900.0700.0000 % 0900.07FF.FFFF # AppleTalk £ MAC #hit
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BB RIEHE A LAERT BiARISIER ( AT IPRE ) 3 EtherType i5R%I% ( AT IP RE ) AF
NLFEAREES,

filgn , AT SUEE E R B X E R AR, BALURET B RESIR , AT REERENR
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(EIGRP) iz R M <l (BGP) REBE T, FEFih , AZMEEH DI (HSRP) SE £ B T RPN
(VRRP) Fp U ATEE Z218%,

A EtherType THRIZIRECEIE IP RE ( 20 AppleTalk, IPX, BPDU #1 MPLS ) B3 &£18
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X FEAR NG LR BEEX ISR  BRUAREEY , UE LFEEERN T FEHRE
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ZXFFHY DHCP H4KThaE ) RABRE ( Hl0 IP/TV QIZWAEBRE ) BIRERE

R DRE SRR B

MREBRMAFTERRIERMNY | FREATER




1.
2.

(o))

9.

BREEEEATEELI - BRI EFEAY AR AL /A S8 DNS EARKRA bt
RENBEOARBEHIR. Cisco RERBFEMARENBIRNEN LNEERNTIRE.
BR , B/IIHERTERLSHEIDEIELIAY. XXSFBEEINIAEE ( F=EHRER
B). WTFEFSRBEMNBEMEN , Cisco W THEMEOMNEEMMIRAFHERD , X
HERESRTREBRNIS, XERFBETBY, At , MREBEEXLRSE , WNZT
FEEXREAM]. =™ :

asa(confi g) #interface ethernet 0/0
asa(config-if)#duplex full
asa(config-if)#speed 100
asa(config-if)#exit

ERLEERT , NEEMRNTRERTERELSSHERER. AU, MAPIFRR , EFER
ZEOBEEN BRNEXNRIARE : R :

asa(confi g) #interface ethernet 0/0
asa(config-if)#duplex auto
asa(config-if)#speed auto
asa(config-if)#exit

CRREFEY ASA #y# O Sk imEg B R R IA W |, =B ARP &1HE .

asa#clear arp

. f£ /1 show run object 1 show run static T RERBRESEREEA. = :

object service www

service tcp source eq www

object network 192.168.202.2

host 192.168.202.2

object network 10.2.1.5

host 10.2.1.5

object service 1025

service tcp source eq 1025

nat (inside,outside) source static 10.2.1.5 192.168.202.2 service 1025 www

FEAF RSP , SR IP bt A Web BRSSBRRVBRSY IP ik,

nat (inside,outside) source dynamic 10.2.1.5 interface service 1025 www

. RE Web RSB LWERIABHRERIEE ASA BREEO,
. £/ show xlate Sp PR EHHR  UBEREE T Hik,
. #£ A logging buffered TR EAEXENH  EERBREERYE, (EREKBRMUHBERS

v

EIEfIELE, )

. fEF capture % :

access-list webtraffic permit tcp any host 192.168.202.5
capture capturel access-list webtraffic interface outside
EE AT RERKENLE. CAEREABRANSHBHF[EEREFR N,

MEHIEDFNE ASA , NFREM ASA 5| Web RS BMBAER., (BHRZE ASATREHY
BETS. )

10. RENRIE ARP 2EEBEMH. £ ASA 8.3 & i show running-config sysopt i5 . FEiXE

, {2 ARP £#} sysopt noproxyarp outside S % :

ci scoasa#show running-config sysopt
no sysopt connection tinewait
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sysopt connection tcpnmss 1380
sysopt connection tcpnss minimum O
no sysopt nodnsalias inbound

no sysopt nodnsalias outbound

no sysopt radius ignore-secret
sysopt noproxyarp outside

sysopt connection permit-vpn

NTEHMEAREARP , BELREERXTRALD T

ci scoasa(confi g) #no sysopt noproxyarp outside

HENEE—UAARNEWEMZERE IP REN , EVFEEHNEZIZRZH MAC ik, ARP
A IP AT MAC it SR 2 B, EHLEAIE ARP &R H i8] “Who is this IP
address?”. B Z IP #ut 1R ZFFEE“l own that IP address;here is my MAC
address."f{¥2 ARP A RLREFRARECEENENESE ARP EFR, BHRITHEBRENSTER
NIXEEHPBESBE U EE ARP ER, Z2RZFLFEAESH MAC #utmRNiER |, A
ERIPEESERAHENMINITEN. Sl , ERAXHERT |, HX Web [RFHHNESE IP
st 192.168.202.5 & ARP Rt , 22 R NA B MAC it RImK ., INRELIE
RTREAREARP , MZ2RENBME LW ENTTEEN & Hithik192.168.202.59
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