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config) #interface Ethernet0
config-if) #speed 100
config-if) #duplex full

config-if) #nameif outside

config-if) #security-level 0

config-if) #ip address 192.168.9.30 255.255.255.0
config-if) #fexit

config) #interface Ethernetl

config-if) #speed 100

config-if) #duplex full

config-if) #nameif inside

config-if) #security-level 100

config-if)#ip address 10.0.0.1 255.255.255.0

config-if) #fexit

config) #object network Inside-Network

config-obj) #subnet 10.0.0.0 255.0.0.0

config)#nat (inside,outside) source dynamic Inside-Network interface

config) #route outside 0.0.0.0 0.0.0.0 192.168.9.2 1

ERGIMES | HTTP RS et I ERN 192.168.9.2 , HTTP B it #IEE RN 10.0.0.2 , H*
BERFESEFNBEOR , HTTP EFHbiI 287 192.168.9.30, BWERIEE , EELATA
FRARRBEENZSIRE (ASA) WHIRIhAE , o LUMEA NSRS HIRINAE. MRITEFEAHR
Thee , EERAEALAMER 7.0 RAPBESWHERINEE , ZUEATFEERBRE TCP REMEHR
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AT RREBNEHREETICRHERATINE R EN.

. MHTTP ZEFimEERBEN HTTP RFB[BAE HTTP £1F |, HEREEAME , WE syslog
MiX a4 . show capture capture-insideshow capture capture-outsideshow capture
mss-captureshow asp dropiE : BXNEREENFMAER , BSHRERALKEE419001,

BERIT &

HHE ASA 2EZFBIEFHESHN MSS ENBERR , T—IRIEHERSE, FHidlE AT
ERmEURRAESFXEE  AHETRFTFEATILERESIEE k. NRERALFRL
BIREEY ASA | BREFITIERRT ERED R,

ERILRBEAELSR (MPF) 7.0 IREARSPH —NFheE , AT ATXERFESET ASA. AXEHATE
EEFEANE MPF, MERATHERADBWEEXMFRHEEN, BXMPFHEHAEE . E5H (ASA
8.3EEIERM) -
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5 , HFIERVERDEE KBRS, RERZNEE TCP Mg , A ASAATEEH MSS WHES
BN MK, EEN TCP MRETMZEME T , B LUEERMEFNWRIMNEN RIS, RE , R
SN RBEMFIBMAZTE R, EEEENTEHA service-policy T , N&RREXEMEO L
BERMME, XERBESHSBRMEENEENZLIEE (ASA) 8.3 BEYIFK, EEMIERNR
“http-map1"HISREEBR ST 2 f& , LEEL B Rl & SRS N B bk SR BE AR &3 P

REEO : AFEE MSS HEETHN MPF EE

ASA (config) #access-1list http-list2 permit tcp any host 192.168.9.2
ASA (config)#

ASA#configure terminal

ASA (config)#

ASA (config) #class-map http-mapl

ASA (config-cmap) #match access-list http-list2

ASA (config-cmap) #exit

ASA (config) #tcp-map mss-map

ASA (config-tcp-map) #exceed-mss allow

ASA (config-tcp-map) #fexit

ASA (config) #policy-map http-mapl

ASA (config-pmap) #class http-mapl

ASA (config-pmap-c) #set connection advanced-options mss-map
ASA (config-pmap-c) #exit

ASA (config-pmap) #exit

ASA (config) #service-policy http-mapl interface outside
ASA#

BEFXLERESHE , REFAYRE 192.168.9.2 WEHEFFIRESH MSS HHKESES
ASA, BEE , KRFPEANFEIREEIRAF192.168.9.20 ML RE, HILRELIRE
, ARSI ZBMEZ HSYNBIESHIRIMSS, Hitt | BE LR SIREA0EIE SYN WA @, M
REZANEMNTENAN , BUAAT —VUHEBINHRSIRFAEFRES s POHRTIER
"4, Bl access-list http-list2 permit ip any any 3 access-list http-list2 permit tcp any any. 1t
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ASA (config) #access-list http-list2 permit tcp any host 192.168.9.2
ASA (config)#

ASA#configure terminal

ASA (config)#

ASA (config) #class-map http-mapl

ASA (config-cmap) #match any

ASA (config-cmap) #exit

ASA (config) #tcp-map mss-map

ASA (config-tcp-map) #exceed-mss allow

ASA
ASA
ASA (config-pmap) #class http-mapl

config-tcp-map) #exit
config) #policy-map http-mapl

ASA (config-pmap-c) #set connection advanced-options mss-map

ASA (config-pmap-c) #exit

(
(
(
(
(
(
(
(
(
(
ASA (config-pmap) #exit

(

ASA (config) #service-policy http-mapl global
ASA#

IS F

Ao RENEE TR EBIAEHNEERS T EEET,
ESKEHRIBIFANSE R ITREFRXEARTHME N ITHERE,
X B R IhiEREM Syslog HE

$ASA-6-609001: Built local-host inside:10.0.0.2
$ASA-6-609001: Built local-host outside:192.168.9.2
$ASA-6-305011: Built dynamic TCP translation from inside:10.0.0.2/58798
to outside:192.168.9.30/1025
$ASA-6-302013: Built outbound TCP connection 13 for outside:192.168.9.2/80
(192.168.9.2/80) to inside:10.0.0.2/58798 (192.168.9.30/1025)
$ASA-5-304001: 10.0.0.2 Accessed URL 192.168.9.2:/

$ASA-6-302014: Teardown TCP connection 13 for outside:192.168.9.2/80 to
inside:10.0.0.2/58798 duration 0:00:01 bytes 6938 TCP FINs

!--- The connection is built and immediately !--- torn down when the web content 1is retrieved.

K B ThEEN show HEH

ASA#
ASA#show capture capture-inside
21 packets captured
1: 09:16:50.972392 10.0.0.2.58769 > 192.168.9.2.80: S
751781751:751781751(0)
win 1840 <mss 460, sackOK, timestamp 110313116 0,nop,wscale 0>

!-—— The advertised MSS of the client is 460 in packet #1. However, !--- with th workaround in place,
packets 7, 9, 11, 13, and 15 appear !--- on the inside trace, despite the MSS>460. 2: 09:16:51.098536
192.168.9.2.80 > 10.0.0.2.58769: S 1305880751:1305880751(0) ack 751781752 win 8192 <mss 1380> 3:
09:16:51.098734 10.0.0.2.58769 > 192.168.9.2.80: . ack 1305880752 win 1840 4: 09:16:51.099009 10.0.0.2.
> 192.168.9.2.80: P 751781752:751781851(99) ack 1305880752 win 1840 5: 09:16:51.228412 192.168.9.2.80 >



10.0.0.2.58769: . ack 751781851 win 8192 6: 09:16:51.228641 192.168.9.2.80 > 10.0.0.2.58769:
win 25840 7: 09:16:51.236254 192.168.9.2.80 > 10.0.0.2.58769: . 1305880752:1305882112(1360)

25840
8:

10:

11:

12:

13:

14:

15:

16:

17:

18:

19:

20:

21:

09:16:51.237704 10.0.0.2.58769 > 192.168.9.2.80:
ack 1305882112 win 4080

09:16:51.243593 192.168.9.2.80 > 10.0.0.2.58769: P
1305882112:1305883472(1360) ack 751781851 win 25840
09:16:51.243990 10.0.0.2.58769 > 192.168.9.2.80:
ack 1305883472 win 6800

09:16:51.251009 192.168.9.2.80 > 10.0.0.2.58769:
1305883472:1305884832(1360) ack 751781851 win 25840
09:16:51.252428 10.0.0.2.58769 > 192.168.9.2.80:
ack 1305884832 win 9520

09:16:51.258440 192.168.9.2.80 > 10.0.0.2.58769: P
1305884832:1305886192(1360) ack 751781851 win 25840
09:16:51.258806 10.0.0.2.58769 > 192.168.9.2.80:
ack 1305886192 win 12240

09:16:51.266130 192.168.9.2.80 > 10.0.0.2.58769:
1305886192:1305887552(1360) ack 751781851 win 25840
09:16:51.266145 192.168.9.2.80 > 10.0.0.2.58769: P
1305887552:1305887593 (41) ack 751781851 win 25840
09:16:51.266511 10.0.0.2.58769 > 192.168.9.2.80:
ack 1305887552 win 14960

09:16:51.266542 10.0.0.2.58769 > 192.168.9.2.80:
ack 1305887593 win 14960

09:16:51.267320 10.0.0.2.58769 > 192.168.9.2.80: F
751781851:751781851(0) ack 1305887593 win 14960
09:16:51.411370 192.168.9.2.80 > 10.0.0.2.58769: F
1305887593:1305887593(0) ack 751781852 win 8192
09:16:51.411554 10.0.0.2.58769 > 192.168.9.2.80:
ack 1305887594 win 14960

21 packets shown

ASA#
ASA#

ASA#show capture capture-outside

21 packets captured

1:

10:

11:

12:

13:

14:

09:16:50.972834 192.168.9.30.1024 > 192.168.9.2.80: S
1465558595:1465558595(0) win 1840 <mss 460, sackOK, timestamp
110313116 0,nop,wscale 0>

09:16:51.098505 192.168.9.2.80 > 192.168.9.30.1024:

S 466908058:466908058(0) ack 1465558596 win 8192 <mss 1460>
09:16:51.098749 192.168.9.30.1024 > 192.168.9.2.80:
ack 466908059 win 1840

09:16:51.099070 192.168.9.30.1024 > 192.168.9.2.80: P
1465558596:1465558695(99) ack 466908059 win 1840
09:16:51.228397 192.168.9.2.80 > 192.168.9.30.1024:
ack 1465558695 win 8192

09:16:51.228625 192.168.9.2.80 > 192.168.9.30.1024:
ack 1465558695 win 25840

09:16:51.236224 192.168.9.2.80 > 192.168.9.30.1024:
466908059:466909419 (1360 ack 1465558695 win 25840
09:16:51.237719 192.168.9.30.1024 > 192.168.9.2.80:
ack 466909419 win 4080

09:16:51.243578 192.168.9.2.80 > 192.168.9.30.1024: P
466909419:466910779(1360) ack 1465558695 win 25840
09:16:51.244005 192.168.9.30.1024 > 192.168.9.2.80:
ack 466910779 win 6800

09:16:51.250978 192.168.9.2.80 > 192.168.9.30.1024:
466910779:466912139(1360) ack 1465558695 win 25840
09:16:51.252443 192.168.9.30.1024 > 192.168.9.2.80:
ack 466912139 win 9520

09:16:51.258424 192.168.9.2.80 > 192.168.9.30.1024: P
466912139:466913499(1360) ack 1465558695 win 25840
09:16:51.258485 192.168.9.2.80 > 192.168.9.30.1024: P

ack 7517
ack 7517818



466914859:466914900(41) ack 1465558695 win 25840
15: 09:16:51.258821 192.168.9.30.1024 > 192.168.9.2.80:
ack 466913499 win 12240
16: 09:16:51.266099 192.168.9.2.80 > 192.168.9.30.1024:
466913499:466914859(1360) ack 1465558695 win 25840
17: 09:16:51.266526 192.168.9.30.1024 > 192.168.9.2.80:
ack 466914859 win 14960
18: 09:16:51.266557 192.168.9.30.1024 > 192.168.9.2.80:
ack 466914900 win 14960
19: 09:16:51.267335 192.168.9.30.1024 > 192.168.9.2.80: F
1465558695:1465558695(0) ack 466914900 win 14960
20: 09:16:51.411340 192.168.9.2.80 > 192.168.9.30.1024: F
466914900:466914900(0) ack 1465558696 win 8192
21: 09:16:51.411569 192.168.9.30.1024 > 192.168.9.2.80:
ack 466914901 win 14960
21 packets shown
ASA#
ASA (config) #show capture mss-capture
0 packets captured
0 packets shown
ASA#
ASA#show asp drop

Frame drop:

Flow drop:
ASA#

!--- Both the show capture mss-capture and the show asp drop !--- commands reveal that no packets are
dropped.
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