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The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.
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ASA#configure terminal
Enter configuration commands, one per line. End with
CNTL/Z.

!--—- Creates an object called OBJ_GENERIC ALL. !--- Any
host IP not already matching another configured !---
object will get PAT to the outside interface IP !--- on
the ASA (or 10.1.5.1), for internet bound traffic.

ASA (config) #object network OBJ_GENERIC_ALL

ASA (config-obj) #subnet 0.0.0.0 0.0.0.0

ASA (config-obj) #exit

(
(
(
ASA (config) #nat (inside,outside) source dynamic
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OBJ_GENERIC_ALL interface

! --—- The above statements are the equivalent of the !---
nat/global combination (as shown below) in v7.0(x), !---
v7.1(x), v7.2(x), v8.0(x), v8.1(x) and v8.2(x) ASA code:
nat (inside) 1 0.0.0.0 0.0.0.0

global (outside) 1 interface

!--- Creates an object called OBJ_SPECIFIC 192-168-1-0.
!--- Any host IP facing the the 'inside’ interface of
the ASA !--- with an address in the 192.168.1.0/24
subnet will get PAT !--- to the 10.1.5.5 address, for
internet bound traffic. ASA(config)#object network
OBJ_SPECIFIC_192-168-1-0

ASA (config-obj) #subnet 192.168.1.0 255.255.255.0

ASA (config-obj) #exit

ASA (config) #nat (inside,outside) source dynamic
OBJ_SPECIFIC_192-168-1-0 10.1.5.5

! --—- The above statements are the equivalent of the
nat/global !--- combination (as shown below) in v7.0(x),
v7.1(x), v7.2(x), v8.0(x), !--- v8.1(x) and v8.2(x) ASA
code: nat (inside) 2 192.168.1.0 255.255.255.0

global (outside) 2 10.1.5.5

ASA 8.3(1) E{TE &

ASA#show run
Saved

ASA Version 8.3(1)

!
hostname ASA
enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
names

!

!--—- Configure the outside interface. ! interface
GigabitEthernet0/0 nameif outside security-level 0 ip
address 10.1.5.1 255.255.255.0 !--- Configure the inside
interface. ! interface GigabitEthernet0/1l nameif inside
security-level 100 ip address 192.168.0.1 255.255.255.0
! interface GigabitEthernet0/2 shutdown no nameif no
security-level no ip address ! interface
GigabitEthernet0/3 shutdown no nameif no security-level
no ip address ! interface Management0/0 shutdown no
nameif no security-level no ip address management-only !
boot system disk0:/asa831-k8.bin ftp mode passive object
network OBJ_SPECIFIC_192-168-1-0

subnet 192.168.1.0 255.255.255.0
object network OBJ_GENERIC_ALL

subnet 0.0.0.0 0.0.0.0

pager lines 24

no failover

icmp unreachable rate-limit 1 burst-size 1
asdm image diskO:/asdm-631.bin

no asdm history enable

arp timeout 14400

nat (inside,outside) source dynamic OBJ_GENERIC_ALL
interface




nat (inside,outside) source dynamic OBJ_SPECIFIC_192-
168-1-0 10.1.5.5

route inside 192.168.1.0 255.255.255.0 192.168.0.254 1
route outside 0.0.0.0 0.0.0.0 10.1.5.2
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00
absolute
timeout tcp-proxy-reassembly 0:01:00
dynamic-access-policy-record DfltAccessPolicy
http server enable
http 192.168.0.0 255.255.254.0 inside
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp authentication linkup
linkdown coldstart
crypto ipsec security-association lifetime seconds 28800
crypto ipsec security-association lifetime kilobytes
4608000
telnet timeout 5
ssh timeout 5
console timeout 0
threat-detection basic-threat
threat-detection statistics access-1list
no threat-detection statistics tcp-intercept
!
class-map inspection_default
match default-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum client auto
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect ip-options
1
service-policy global_policy global
prompt hostname context
Cryptochecksum: 6££fbd3dc9cb863£fd71c71244a0ecc5E
: end
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ANIINATHL I 3 EHE H I,
= Add NAT Rule

Match Criteria: Criginal Packet

Source Interface: |-- Any -- ;I Destination Interface: |-- Any --

Source Address:

Destination &ddress:  |any

L e

Service; |an3-'
Marme: inside
- Security Level: 100
source MAT Type: |Shatic Pork: GigabitEthernet0)in
Source gddress:  |-- Qriginal -- J Destination Address: I-- Criginal -- _I
[T | FallEhrough bojinterface PAT SErvice: I-- Crriginal -- _I
Opkions
[v Enable rule
[T Translake DMS replies that match this rule
Direckion:  |Both ;I
Descripkion:
(0] 4 Cancel Help
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E= Add NAT Rule

Makch Crikeria: Original Packeh

Source Inkerface: Iinsiu:le Destination Interface: |-- Amy --

[

Source Address: Iany Destination Address: Iarn;.f

Service! Iam-'

fckion: Translated Packet

[ X1

Source MAT Twpe: ISI:aI:in:

e

Source Address: I-- Criginal -- Destination &ddress: I-- Criginal --

[T | FallEhrough bojinterface PAT Service: I-- Criginal --

Opkions

] 1

[v Enable rule

[T Translake DMS replies that match this rule

Direction: IB:::I:h ;I

Description: I

(0] 4 Cancel Help
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% Browse Original Source Address El

% add - [ Edt [ Delete | Q Where Used

Filter: | Fiter|Clea|
Mame /1| IPaddess | MNetmask | Description | Object MAT Addr... |
= IPwd Network Chjects
™ 10155 10.1.55 255,255, 255.255
A OB) 5P, 192.165.1.0 255.255,255.0
@@ any 0.0.0.0 0.0.0.0

Selected Original Source Address -

| |80 _sENERIC_ALL

O

Cancel
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E= Add NAT Rule

Makch Crikeria: Original Packet

Source Interface: - Destination Interface:
Source Address: | IGBJ_GENEF{IC_ALL |I Destination Address: Iarn;.f

- ||:'||-|':-" -

[ X1

Service: Iam-'

Ackion: Translated Packet
Source MAT Twpe: ISI:aI:in: ;I
Source Address: I-- Criginal -- J Destination &ddress: I-- Criginal -- _I
[T | FallEhrough bojinterface PAT Service: I-- Criginal -- _I
Opkions
[v Enable rule
[T Translake DMS replies that match this rule
Direckion: IB:::I:h ;I
Description: I

(0] 4 Cancel Help
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E= Add NAT Rule

Makch Crikeria: Original Packet

Source Inkerface: Iinsiu:le ;I Destination Interface: |-- Amy --

Source Address: IGBJ_GENEF{IC_ALL J Destination Address: Iarn;.f

[ X1

Service! Iam-'

fckion: Translated Packet

IS::Iurn:e MAT Tvpe:l Skakic ;I

Skatic
Crynamic PAT {Hide)

Source Address:

Destination &ddress: I-- Criginal --

] 1

[T Fallthrough to |Dvnamic Service: I-- Criginal --
Opkions
[v Enable rule
[T Translake DMS replies that match this rule
Direckion: IB:::I:h ;I
Description: I
(0] 4 Cancel Help
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E= Add NAT Rule

Makch Crikeria: Original Packet

Source Inkerface: Iinsiu:le ;I Destination Interface: |-- Amy --

Source Address: IGBJ_GENEF{IC_ALL J Destination Address: Iarn;.f

[ X1

Service! Iam-'
Action: Translated Packek
Source MAT Type: ID';.-'namic PAT (Hide) ;I
Source Address: I-- Criginal -- E Destination &ddress: I-- Criginal -- _I
[T | FallEhrough bojinterface PAT Service: I-- Criginal -- _I
Opkions
[v Enable rule
[T Translake DMS replies that match this rule
Direckiomn: IB:::I:h ;I
Description: I
(0] 4 Cancel Help
5 18] #5362 59 R b 31 33 5 HE HE
% add - [ Edt [ Delete | O Where Used
Filter: | Fiter|Clear|
Mame /1|  IPAddess | Metmask Description Cbject NAT Adde...
== Criginal --
= IPvwd Nebwork, Objects
® 10,155 10.1.55 255,255, 255.255
= Irterfaces
B8 inside

Selected Translated Source Address -
[ Transiated Source Address > || |outside

O Cancel |
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E= Add NAT Rule

E3
Makch Crikeria: Original Packet
Source Interface: Iinsiu:le ;I |Destinati|:|n Interface: |outside ;IJ
Source Address: IGBJ_GENEF{IC_ALL J Destination Address: Iarn;.f _I
Service! Iam-' _I

fckion: Translated Packet

Source MAT Type: ID';.-'namic PAT (Hide) ;I

Source Address: |i|:|ut5iu:|e |I Destination &ddress: I-- Criginal --

[T | FallEhrough bojinterface PAT Service: I-- Criginal --

] 1

Opkions

[v Enable rule

[T Translake DMS replies that match this rule

Direction: IB:::I:h ;I

Description: I

(0] 4 Cancel Help

Note: B8V OF R RAEBED, RIEFE—NPTZBPATHAN AR T  F£EERE : T
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Configuration = Firewall > MAT Rulas (m]

& add *.ﬁlﬂﬂ [odete | + % @3 BL - QFind [ 0isgram 7 Packet Trace
- Match Criteria: Original Packet Action: Translated Packet
[restination

Servic

inside |:-_-r.-i|-:le O OBI_GEMER... | ¥ amy |“' Ay |E!D‘J'ﬂd¢ (F)
“Metvaork Shject” MAT (Mo rules)

== Criginal = == riginal --

Apphy Reset |
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ggﬁrnwse Original Source Address

g add ~ [ Edit ﬁ Celete | 0, Where Used

Filker: I FiIter|CIear
Mame £ 1| IF Address I Metmask. I Descripkion | Cbject NAT Addr... I
= IPw4 Metwaork Objects
@ 101,55 10.1.5.5 255,255, 255, 255
- @l OBI_GE... 0.0.0.0 0.0.0.0
EH OBI_SP... [192.168.1.0 |255.255.255.0 | I
@ any 0.0,0.0 0.0.0.0
il fOB1_SPECIFIC _192-168-1-0
(0.4 Cancel
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E® Browse Translated Source Address

% add - [& Edit [ Delete | @ Where Used
Filker: I FiIter|CIear
Marme £ 1| IP Address I Metmask, I Crescripkion I Object NAT Addr.., I
o= Original --
= IPw4 Metwork Objects
E 10,155 [10.1.55 e I
- Interfaces
ﬂ. inside
- B outside
Selected Translated Source Address
i Translated Source Address -= i |10,1.5.5
I, Cancel |
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E= Edit NAT Rule

Match Criteria: Criginal Packet

Source Inkterface: |inside ;I Destination Interface:
Source Address: _SPECIFIC_IQE—IEE!—I—DJ Destination Address: Ian*;.-' _I
Setvice: Iam-' _I

Action, Translated Packet

Source MAT Type: |Dynamic PAT (Hide) ;I

Source gddress: |10.1.5.5 J Destination Address: I-- Criginal -- _I
[T Fall through o interface PAT Service: I-- Original -- _|
Opkions

[v Enable rule

[T Translake DMS replies that match this rule

Diteckian; Bokh ;I

Descripkion:

(0] 4 Cancel | Help |

WIFE—NTENAT/PATRNARNT : ERERA  RBEESHKX , BiEXEE  RiEO
=B /R it= OBJ_SPECIFIC_192-168-1-0 B {9t b it =M AZBAR S =H h{E —1E3h1E : i

BNEREEHX | RiIFXEE : KIENAT Type=317SPAT (F2#)/Ribit= 10.1.5.58 Ayt b 11t

=R RGS=RKET Ok, MUHFEGFIER , TENATE EHIFASDM



Configuration = Firewrall > NAT Rules (m]
$add - FHEdw [Joekte + ¥ o @ | €y Find =3 Diagram i) Packst Trace

= Match Criteria: Original Packet Action: Translated Packet
Source Intf | DestIntf |  Sowrce | Destination | Service Source | Destinstion |  Servic
DUESIOE  afS OB]_GETER.., G ary e any B cutsde ) — Craginal — = Ongna -

outside  (pfd OB SPECTF... | %8 ary
“Metwork Obpect” MAT (o nules)

& any B 10.1.55(F) Criginal [== Original

o | e |

3. RiGApply#REN T B AN EITHE B E .
XFER B ASPATHIE B Ciscof] BN A T £ TE(ASA) LY,

Veri

Use this section to confirm that your configuration works properly.

DoREBERER (XREMAS ) (OIT) XFHEL show 5. A OIT AIEEX show L5
H #9547 o

1 iFE A RPATA I

. show local-host —:& 7R 25 it 3 AL 4RO o

ASA#show local-host

Interface outside: 1 active, 2 maximum active, 0 denied
local host: <125.252.196.170>,
TCP flow count/limit = 2/unlimited
TCP embryonic count to host = 0
TCP intercept watermark = unlimited
UDP flow count/limit = O0/unlimited
!--— The TCP connection outside address corresponds !--- to the actual destination of
125.255.196.170:80 Conn: TCP outside 125.252.196.170:80 inside 192.168.0.5:1051,
idle 0:00:03, bytes 13758, flags UIO
TCP outside 125.252.196.170:80 inside 192.168.0.5:1050, idle 0:00:04,
bytes 11896, flags UIO
Interface inside: 1 active, 1 maximum active, 0 denied
local host: <192.168.0.5>,
TCP flow count/limit = 2/unlimited
TCP embryonic count to host = 0
TCP intercept watermark = unlimited
UDP flow count/limit = O0/unlimited


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
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!--- The TCP PAT outside address corresponds to the !--- outside IP address of the ASA -
10.1.5.1. Xlate: TCP PAT from inside:192.168.0.5/1051 to outside:10.1.5.1/32988 flags
ri idle 0:00:17 timeout 0:00:30
TCP PAT from inside:192.168.0.5/1050 to outside:10.1.5.1/17058 flags
ri idle 0:00:17 timeout 0:00:30

Conn:
TCP outside 125.252.196.170:80 inside 192.168.0.5:1051, idle 0:00:03,
bytes 13758, flags UIO
TCP outside 125.252.196.170:80 inside 192.168.0.5:1050, idle 0:00:04,
bytes 11896, flags UIO
- show conn —& RIEEREER B ERRS.
ASA#show conn
2 in use, 3 most used
TCP outside 125.252.196.170:80 inside 192.168.0.5:1051, idle 0:00:06,
bytes 13758, flags UIO
TCP outside 125.252.196.170:80 inside 192.168.0.5:1050, idle 0:00:01,
bytes 13526, flags UIO

. show xlate —& R"X FHERIBEENFE .

ASA#show xlate

4 in use, 7 most used

Flags: D - DNS, I - dynamic, r - portmap, s - static, I - identity,
T - twice

TCP PAT from inside:192.168.0.5/1051 to outside:10.1.5.1/32988 flags
ri idle 0:00:23 timeout 0:00:30

TCP PAT from inside:192.168.0.5/1050 to outside:10.1.5.1/17058 flags
ri idle 0:00:23 timeout 0:00:30

B EPATHN

. show local-host — & TRZ ith = AL 4R o
ASA#show local-host
Interface outside: 1 active, 2 maximum active, 0 denied
local host: <125.252.196.170>,
TCP flow count/limit = 2/unlimited
TCP embryonic count to host = 0

TCP intercept watermark = unlimited
UDP flow count/limit = 0/unlimited
!-—— The TCP connection outside address corresponds to !--- the actual destination of
125.255.196.170:80. Conn: TCP outside 125.252.196.170:80 inside 192.168.1.5:1067,
idle 0:00:07, bytes 13758, flags UIO
TCP outside 125.252.196.170:80 inside 192.168.1.5:1066,
idle 0:00:03, bytes 11896, flags UIO
Interface inside: 1 active, 1 maximum active, 0 denied
local host: <192.168.0.5>,
TCP flow count/limit = 2/unlimited
TCP embryonic count to host = 0
TCP intercept watermark = unlimited
UDP flow count/limit = 0/unlimited

I-—— The TCP PAT outside address corresponds to an !--- outside IP address of 10.1.5.5.
Xlate: TCP PAT from inside:192.168.1.5/1067 to outside:10.1.5.5/35961 flags
ri idle 0:00:17 timeout 0:00:30
TCP PAT from inside:192.168.1.5/1066 to outside:10.1.5.5/23673 flags
ri idle 0:00:17 timeout 0:00:30

Conn:
TCP outside 125.252.196.170:80 inside 192.168.1.5:1067, idle 0:00:07,
bytes 13758, flags UIO
TCP outside 125.252.196.170:80 inside 192.168.1.5:1066, idle 0:00:03,


//www.cisco.com/en/US/docs/security/asa/asa83/command/reference/s2.html#wp1437635
//www.cisco.com/en/US/docs/security/asa/asa83/command/reference/s7.html#wp1336424
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bytes 11896, flags UIO
- show conn —& RIZE R EER BN ERRTS.

ASA#show conn

2 in use, 3 most used

TCP outside 125.252.196.170:80 inside 192.168.1.5:1067, idle 0:00:07,
bytes 13653, flags UIO

TCP outside 125.252.196.170:80 inside 192.168.1.5:1066, idle 0:00:03,
bytes 13349, flags UIO

. show xlate —& R"X FHERIBEENFE .

ASA#show xlate

3 in use, 9 most used

Flags: D - DNS, I - dynamic, r - portmap, s - static, I - identity,
T - twice

TCP PAT from inside:192.168.1.5/1067 to outside:10.1.5.5/35961 flags
ri idle 0:00:23 timeout 0:00:30

TCP PAT from inside:192.168.1.5/1066 to outside:10.1.5.5/29673 flags
ri idle 0:00:23 timeout 0:00:30

Troubleshoot

B BDR B X L E BV EHEERE B

Related Information

. Cisco BN Z£ 1R ZEHEER
. Cisco ASA 5500 RIIBEENEZLIER
. WREME (RFC)

- Technical Support & Documentation - Cisco Systems
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