ASA/PIX 8.x : RADIUS#E(ACS 4.x) VPN |
A SCLIMASDME. B RAIAY A FEAACLs

i
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el
S S5

{5 FA B9 48 4
X i
A
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N
il
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il
lqlily

=
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=
R
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=

i iEmfZ AR VPN (IPSec)

£/ CLI L& ASA/PIX

Cisco VPN EF kL&
NERATANMARFBAITE ACL BLiE ACS
RNERFANT T ACL ELE ACS
FAFHARE IETF RADIUS iR E
IBUF

£ 7R Crypto a5 5
ERTHRF/ART T ACL
Filter-ld ACL

i PE BERBR

N1 e ae b

HWEHERG S

HXER

1Lk

A EBNAEREEZSRZHIMEFRXNAF#TEHARIE. FR RADIUS ZX LR
B, iAo REEEXERLSIRE LEE RADIUS BRNHELR, Ao EHNEEXRLSIEE
a4t EM RADIUS BRSSES1ZWA G R FIREBRNEE.

A LA RADIUS BRSZBRECEN THRITHFIRIZ2REREFS DRI THRBFRFIRER, AFR
BRI AT R P45 E T B 5 &R AT R TRV R AR,

£ Cisco Secure ACS N BN AFREMENMNIFRZIERR I THFRIREZHETEBENS
Eo BXATHEIARF|FRINEER Cisco Secure ACS HWiFE L. , 553 RADIUS IREEHLE N
RET TG A RHI5IFRMA T 1P ACL,
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EZ# ASA 8.3% A ERRZA : RADIUSHEAX(ACS 5.x) VPNiA [F] 8y £ i 5 CLIFIASDMEL & 7= 5 49 7
T & BYACLsT Cisco ASARY AR EL B #Y 5 hix4~8.3 A £,

TERFZAM
ER

AR HERIE ASA A TFREETIRE , HEE N R Cisco ASDM = CLI #1TH EE X,

AR . BESE AT ASDM #1T HTTPS G R =R PIX/ASA 7.x : AERFAEE O A SSH BLE R
Bl 5o 7@ ASDM = Secure Shell (SSH) iIZfEF & Z#HITEE,

fE FRY A 4+
KRS BB T U TSR B LEARA

. Cisco BEERMZ£REZFHHRA 7.x RESHRA

. Cisco BEEMN L RZEEBEMA 5.x XESRA

. Cisco VPN B F i 4.x RE SR

. Cisco Z& 15012 H| RS2 4.x
AXEFNEEHMEETEEXREREFNIZZEEN, AP FEANMEIRRIRIHEXAR
B(B®AN)BE, NMREFEANREENE , ERARZELTHMEGSHNEER T,

HXF= R
WEE A AT Cisco PIX Z2 & &MA 7.x RE S,
ps 1l

BRXEANFMES , HSH Cisco BARERAN,

BFREER

BAILAERATITE IPACL BIZEBNATZMNAFRAFAN ACL EXE, X ACL EXEMR
A ACL AR, HEEES NAF B , FIXNRIEE AAA BEFiR ( AFRMNHIRIGE ) B9 ACL AR
T, wMRR , — NI TFH IPACL BE—1MEHZ/MNACL ABRENL , BIMABENXE—D
NAF XEx= ( ERRIANBERT ) 58 AAA BEFIHXRER, NAF R1E AAA B IR IP it 2§18 E
ACL WBWERM. BXx NAF RENMBEA TE IP ACL NiFHAER , BSRXTREHENIE
2o

AT IPACL WEITHARAMT :

1. 5 ACS RTFRAFIHRIMENNPRR , ACSHER A FE IPACL 2 EALZAFERIZAFT
EW4A,

2. MRKBRENECOELSAFHAFLFAELAMN T TE IP ACL , ACS HHE ACL AL BRE
25 %3% RADIUS B IEiERH AAA B imiE < Bk,

. ENAFPAEN—Z49 , ACS ¥ A&i%x RADIUS ifEiESHiEa. IEEEHE ACLNEMUR
2 & ACL BIRRA,
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4. MR AAA B inlENEEFFIRE HBMRAHN ACL , BliZ ACL RIS EREEHR , N
ACS £f#iZ ACL ( I EEHM ) KIEFNRZ,
AR IP ACL 28 /MNAFHAF 4K RADIUS Cisco cisco-av-pair J& 4 [26/9/1] FHIE X ACL B
B, WAL —RBIBE—NAITE IPACL HAHIEESRN , RAE5IATTHR IPACL WEMEUEHES
BaSMNEANAFRIARE. TR MNAFIAFAEE RADIUS Cisco cisco-av-pair B 1%
, ZHENNERES,

mEEEA NAF B , B DURIEHEFIEAKN AAA BEFIRFTEMN ACL RANATHEMNAF S
BEZMRAFNE, FAAABEFIREENFEANREB ACS WA T& IPACL & , TREBX AAA &~
W THMEE, 7 T ACL ZERUNRZNHEH B RRY.

£ ACS Web REFHA ACL EXH , BAEAXBFRNEMEKE ; ®EMABELE , X ITHIN
AR T# IP ACL By AAA B infE AR ACL i HiBERIE L, WA ACS #Y ACL EXEBE—
ANHEEN ACL BT B4 ACL n B H4AIH 5 — 1T,

WAL — AN RBZANEHE ACL RBFMEBITI T IPACL #, BRIAMBRT , 4 ACL IBEH
FrE AAA BP0 , BITRENX T NAF , NI ARREIEAN ACL RBN A TF NAF RFT5I S H
KEH AAA B iR, LR , A NAF 81, ATURIEME L2 |, FR2 /A TE IP ACL
FHEN ACL NBEERATENMNTRENMEZIEZHEMEZIREZAH,

FH , EAILERAT TH IPACL F ACL ABEMIRF, ACS HNKRMTIRTHKLE ACL AE , 7
STEE—N NAF ZEFTA AAA BRI ACL N, BERENFE , MRFERCER W
ACL ARETHIRFWERSME , WA BRRAGENE, LLHINRE , 1R NAF FEFEEW
AAA BPm , MATIRBINEEAIEEENINFRITIRE, Hl0, ACS HTEHMEZE All-
AAA-Clients NAF iR ACL A& , A 2EZEREMALTIRPRETFTHAE.

EERTEN AA EBFE EERATTE IP ACL , AAA B Im A FUBRESA T3 A

. (£ RADIUS #1T & 4%
- XEFATE IP ACL
LTEXEFATE IP ACL B Cisco &% R4 :

. ASA # PIX 1% %
. VPN 3000 K5l
. &1 10S KRA 12.3(8)T RESMRAM Cisco %%
L\ T 27 ACL Definitions % A VPN 3000/ASA/PIX 7.x+ ACL PR I #& 2Rl -

permit ip 10.153.0.0 0.0.255.255 host 10.158.9.1
permit ip 10.154.0.0 0.0.255.255 10.158.10.0 0.0.0. 255
pernmit O any host 10.159.1.22

deny ip 10.155.10.0 0.0.0.255 10.159.2.0 0.0.0.255 |og
permit TCP any host 10.160.0.1 eq 80 | og

permit TCP any host 10.160.0.2 eq 23 | og

permt TCP any host 10.160.0.3 range 20 30

permt 6 any host HOSTNAMEL

permit UDP any host HOSTNAME2 neq 53

deny 17 any host HOSTNAME3 |t 137 | og

deny 17 any host HOSTNAME4 gt 138

deny | CWP any 10.161.0.0 0.0.255.255 | og

permit TCP any host HOSTNAMES neq 80

EE

AEB 7 R A < WA EL B A AL PR Th BB RV 1E BLo
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R 4%
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Server 2
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Internet cloud

X HEEPFERAMN IP KL HRE Internet EARAIEEKR, X REESREHRERFER
# RFC 1918 bk,

EEIER B VPN (IPSec)

ASDM H

Cisco VPN
Cliant

RIT TS BRUB EZZ G R VPN :

1. 1%3% Configuration > Remote Access VPN > Network (Client) Access > Advanced > IPSec >
IKE Policies > Add SA 6172 ISAKMP Rk,

5= Cisco ASDM 6.1 for ASA - 10.77.241.111
Fila Weew Took WEards  Window  Help

@ Home % Confiouration [:__;] Maniaring | Qﬁam @Reﬁ“esh | o Back @ .l'-l| ? Help |

Remote Access ... o' B 1 ‘ ke (Cli ACCESS > Adyance

EImmjL.u:an s ; j R
Configure specific Internet Key Exchange (IKE) algorithms and parameters, within t

? AnyCormect Connectior & Add|@ =d tli Dalata
b [Pzac Connection Profil

- ¥ Group Policies Priority # Encryption Hash
; E Dynamic Access Police
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=3 Advanced

: Endpoint Security
5L VPN

@ IPsec Trar:sﬁ:rrr =
Ll Prer Prefranme
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2. R ISAKMP HBEiFAES , W FFITo
= Add IKE Policy

Priarity: 2 | Authenticati., pre-share |
Encryption: | 3des v D-HGroup: > B2
Hash: sha v Lifetime: () Unlimited

(%) |96400 | |seconds ¥

Ik I | Cancel | | Help

B OK, REH T Apply.
3. 1%£#% Configuration > Remote Access VPN > Network (Client) Access > Advanced > IPSec >
IKE Parameters SAj= A 7h &R O £ Y IKE,

B Cisco ASDM 6.1 for ASA - 10.77.241.111
Fha  Wiew  Took Mizards Window  Help

(@) Harme | configuraton D Manitoring u..pa-'e Q refiean @E-anc: Q J ? el |
Remote Access ... & B ! ; ) ant) ficcess > Advanced > IPsec > KE Parameterd

Infrocuction - |
! atwork: (Clienty Accass Enable KE MAT Transparency

S AT CONRECT COnmechion [
» :F;';-': Cannartinn Pradl S L Enione | Enable | [[] Enable 1Psac over MAT-T
- croup Policies _“

{—i Dyrarmnic Acoess Policie Mo
g Addrass Asgigniment [ mdp Vs ] []Ensble IPssc over TCP
= %ﬁdwar-:m - Ry _
Endpoint Seourty
S5L VPN
B I [Peac | |
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IKE Policies
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IPsec Prefragme ety [Bsoma.. %]

Cartificat® to Co
il Upload Software
1=+ Pine Lake Inbeg
i Srsfern Options [[Joissble nbound sggressve mods cornections
= ACL Manager
B Cliantless SEL WEN Access [ tvert peers befores disconnecting
A ocal Ussrs
Se-:_re Diaskiop Ham,.ge [Iwait for 3l actve sassiors o volmtsrily termnste before reboobng

il mben WMoy gy

4. 1&# Configuration > Remote Access VPN > Network (Client) Access > Advanced > IPSec >
IPSec Transform Sets > Add SA 813 ESP-3DES-SHA ##% , I N



% Add Transform Set

=et Mame: ESF‘-HDES-SHM ........
Froperties
MWode: (2 Tunnel () Transport
-~ e B
- SH,& S v
| ok, | | Cancel | | Help |
LA

OK , ARiE & Applyo
5. 1%#F Configuration > Remote Access VPN > Network (Client) Access > Advanced > IPSec >

Interface: outside Policy Type: dynamic Priority: Ill

Transform Sats
Transform Set o Be Add...

Femove Move:Dawi

ESP-AES-256-MDS bl

B OK, REH T Apply.
6. 1%£$% Configuration > Remote Access VPN > Network (Client) Access > Address Assignment
> Address Pools ##.5 Add , 5 VPN ZF s PR VPN & F k.
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7. %£4% Configuration > Remote Access VPN > AAA Setup > AAA Server Groups & i
Add , 711 AAA Server Group & ##l Protocol,
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% scd {l Delete ¥ Comect IR TErE

| Edit
x : B& Add AAA Server Group i Tk
Remole Aocess VEN o 4 oS - \
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Ma Failet Attrpts: | 3 | L reia
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Wil AAA RS ER IP thiik (ACS) R EE#ZMEDO, HAM RADIUS Parameters X H Y
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110
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Server Secret Key!
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ACL Metmask Corert;
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| 10 seconds

| ek ddd b

Cancel

8. 1%&#% Configuration > Remote Access VPN > Network (Client) Access > IPSec Connection
Profiles > Add LURINBEIEA ( #140 TunnelGroup1 , Preshared Key 79 cisco123 ) , 81 AR
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ASA BE& THNETEE

ASA# sh run

ASA Version 8.0(2)

|

I--- Specify the hostnanme for the Security Appliance
host nane ASA enabl e password 8Ry2Yj | yt 7RRXU24 encrypt ed
names ! !--- Configure the outside and inside
interfaces. interface Ethernet0/0 naneif inside
security-level 100 ip address 10.1.1.1 255.255.255.0 !
interface Ethernet0/1 naneif DMVZ security-level 100 ip
address 172.16.1.2 255.255.255.0 ! interface Ethernet0/2
namei f outside security-level O ip address 192.168.1.1
255.255.255.0 !--- Qutput is suppressed. passwd
2KFnbNI dI . 2KYQU encrypt ed boot system di skO:/asa802-
k8.bin ftp node passive access-list 101 extended permit
ip 10.1.1.0 255.255.255.0 192.168.5.0 255.255.255.0 !---
Radi us Attribute Filter access-list new extended deny ip
any host 10.1.1.2 access-list new extended pernit ip any
any pager lines 24 |ogging enable | ogging asdm
infornational ntu inside 1500 ntu outside 1500 ntu dne
1500 ip local pool vpnclientl 192.168.5.1-192.168.5.10
mask 255.255.255.0 no failover icnp unreachable rate-
limt 1 burst-size 1 !--- Specify the |ocation of the
ASDM i mage for ASA to fetch the image for ASDM access
asdm i mage di sk0:/asdm 613. bin no asdm history enabl e
arp timeout 14400 gl obal (outside) 1 192.168.1.5 nat
(inside) 0 access-list 101 nat (inside) 1 0.0.0.0
0.0.0.0 route outside 0.0.0.0 0.0.0.0 192.168.1.2 1
timeout xlate 3:00:00 tineout conn 1:00: 00 hal f-cl osed
0: 10: 00 udp 0:02:00 icnp 0:00:02 timeout sunrpc 0:10:00
h323 0: 05: 00 h225 1:00: 00 ngcp 0:05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0:02:00 tineout uauth 0:05:00 absol ute
dynami c- access-policy-record DfltAccessPolicy !---
Create the AAA server group "vpn" and specify the
protocol as RADIUS. !--- Specify the CSACS server as a
menber of the "vpn" group and provide the !--- location
and key. aaa-server vpn protocol radius nex-fail ed-
attenpts 5 aaa-server vpn (DMZ) host 172.16.1.1 retry-
interval 1 tineout 30 key ciscol23 http server enable
http 0.0.0.0 0.0.0.0 inside no snnp-server |ocation no
snnmp- server contact snnp-server enable traps snnp

aut hentication |inkup |inkdown coldstart !--- PHASE 2
CONFI GURATION ---! !--- The encryption types for Phase 2
are defined here. !--- A Triple DES encryption with !---
the sha hash algorithmis used. crypto ipsec transform
set ESP- 3DES- SHA esp-3des esp-sha-hmac !--- Defines a
dynamic crypto map with !--- the specified encryption
settings. crypto dynam c-map outside_dyn_nap 1 set
transformset ESP-3DES-SHA !--- Binds the dynamic map to
the | Psec/| SAKMP process. crypto map outside_nap 1

i psec-i saknp dynam ¢ outside_dyn_map !--- Specifies the
interface to be used with !'--- the settings defined in
this configuration. crypto map outside_map interface
outside !--- PHASE 1 CONFI GURATION ---! !--- This
configuration uses | SAKMP policy 2. !--- The
configurati on conmands here define the Phase !--- 1
policy paraneters that are used. crypto i saknp enabl e
outside crypto isaknp policy 2 authentication pre-share
encryption 3des hash sha group 2 lifetine 86400 no
crypto isaknp nat-traversal telnet tinmeout 5 ssh tinmeout
5 consol e tinmeout O threat-detection basic-threat




threat-detection statistics access-list | class-nap

i nspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_nmap paraneters
nmessage-| engt h maxi mum 512 policy-map gl obal _policy

cl ass inspection_default inspect dns preset_dns_nap

i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os inspect rsh inspect rtsp inspect skinny inspect
esntp inspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy global
I group-policy DfFltG pPolicy attributes vpn-tunnel -
protocol |PSec webvpn group-policy G oupPolicyl interna
I--- Associate the vpnclient pool to the tunnel group
using the address pool. !--- Associate the AAA server
group (VPN) with the tunnel group. tunnel-group

Tunnel Groupl type renote-access tunnel -group

Tunnel Groupl general -attributes address-pool vpnclient
aut henti cation-server-group vpn !--- Enter the pre-
shared-key to configure the authentication nethod
tunnel -group Tunnel Groupl ipsec-attributes pre-shared-
key * pronpt hostnane context

Crypt ochecksum e0725ca9ccc28af 488ded9ee36b7822d : end
ASA#

Cisco VPN %/ i B

23R {# A Cisco VPN & &% Cisco ASA , UFERIFEE S RIIEE ASA,

1. &2 FF 4k > BFF > Cisco Systems VPN &/ > VPN &%,

2. B& New LLE3h Create New VPN Connection Ent

# status: Disconnected | YPN Client - Yersion 5.0.03.0530

o, =1 £ %

Connect e Irnpork hd u:u:llf_l,l

Connection Entries |I:ertifin:ates l Log ]

iConnection Entries  Skatus  Cerkificates Log  Options  Help

Delete

Connection Entry

Hozt

3. IEEMNEEMNIFMER. A Connection Entry WEME

WBH, 7E Host #EH % A ASA IS

2B IP bk, SRISIRER ASA HHVELE S A VPN BREH B R (TunnelGroupl) MOS (X E

R4A - cisco123 ) ., 2 Save.



# VPN Client | Create Mew YPN Connection Entry

Connection Entr: 1454

il
cisco

D ezcrption; |vprtunne

Host: {192.168.1.1

Authentication lTranspnrt Backup Servers i Dial-Up 1

& Group Authentication 7 Mutual Group Authentication

M ame: TunnelGroup

HEXHEEEE

Fazsword:

Confirm Faszword:

xxxxxxx1

 Certificate Authentication

Name:i
[ SendCa Cettficate Chain

Eraze Uzer Fazsword 1 Cancel

4. BHEGMANEE , AFE VPN ERimEE O F £ & Connect,

# sgtatus: Connected | YPN Client - Yersion 5.0.03.0530
Connection Entriss  Status  Certificates Log Options  Help

T5 | 98 t@ alta]e

Corract Mew It Moy Delete CISCO
Correction Enties | Catéicates | Log 1

Cannechon Entry

192.168.1.1 IPSec/UDP

B M

Mot conmected. Conmecked Time: 0 day(s), 00:01,18 R

5. MR /RET , #i A Username:cisco # Password:password1 ( 21 ASA FH T BRIEE &
), RERT OK LUEEEIZREM L,




# VPN Client | User Authentication for "ASA"

The zerver has requested the following information bo complete the uzer
authentication.

”|m|“ Lzermame: |cisco

L1530 FPazzword: “““““““’1

k. I Cancel

6. L VPN T i 5 /0 06 KRB ASA 2 M iE#E,

# status: Connected | VPN Client - Version 5.0.03.0530

Conneckion Ertries  Status  Certificates Log Options  Help
F& = 7

5 5 M\ X vl
Disconnect [mport Modiy Delete CISCO
Cornechon Enbies |I:mlili::ﬂnﬂ i Leg |

Connection Enky | Hast il o AR S R RS

” ASA 19216811 IPSec/UDP
{Connectedto®asa”. | ConnectedTime: Oday(s), 00i01.18 W]

7. RINEBIAIERES , £ Status £ %R Statistics LU IERZIE
# status: Connected | VPN Client - ¥ersion 5.0.03.0530

ORI

=x Certficates Log Options Help
Srabistics, . 5
5 (NETEETER o il
Hutl |n:al:r:rr5 Ctl +5) ;
Disconnect N e} Delete CISCO
Correction Entries Resel Jtats
Connecton Entry Host Tranzport
M ASA 19216811 IPSec/UDP
R L L T S R S e S A R L e T

FEATFAMNABFHT TR ACL BE ACS

&M LATE Cisco Secure ACS LA THiFR Y REE N HEREXHAY , ABEFIHR SRS



B{ENMRENRA

EXBHBBL AR , BBIRF RADIUS RS RE BN X IFIHRE. EAFRTE ORI
, RADIUS RS2 EZ2RERIE—BT FTHIBRSKRJIFRFIRE . ZHRGIRFRFRE
wHSERE B, BRRILEINRE , B2 R EFHBZH 5.

EARRHIF | IPSec VPN A F“cisco’ K Zh# 1T T B RIE , RADIUS FREBEEZERERIET — ﬁ
—ITﬁlﬁllﬂﬁﬂﬁo F F“cisco ,\ﬁﬁlﬁlﬂ 10.1.1.2 BR$ 28 ?E*ﬁﬁﬁi’)’ﬁﬁﬂ?lﬂ R THIEACL , 5
# A FTEMACLsx T AP /A5

SR THE , LA{ETE Cisco Secure ACS Afig  RADIUS,

1. £ =M3%4% Network Configuration , 2 Add Entry BA{E R ASA 0% B F RADIUS BRS585
BIEES,

Ciseo Svsrems Network Cﬂnﬂgurati(}n

aelect

[
Lol + Seq, AAA Clients i
i IE“J;'.?“&L??“ | AAA Client Hostname | AAA Client IP Address | Authenticate Usingm
Bt work n None Defined
Configuration [}

Syt !
Canfiguration i ‘ Add Entry ! Sr:'-ar:hi

2. 1£ Client IP Address FERH#IA 172.16.1.2 , 1£ Shared Secret Key FEH i A “cisco123”,

T Authenticate Using THIEH , 1%£3F RADIUS (Cisco VPN 3000/ASA/PIX 7.x+), #i
Submit,




Ciseo SvsTems

EL

Network Configuration

Nebaork Accesdf
= Frofilas 5

iy | Reports and

Online | i
Docurmentation

Activity
| £

3. £ User ZE&H |, #i A Cisco ZEBIBEFNAF B

£ A cisco.
Gisco SvsTEmMS

Setup

[
{1

Groaup
Setup

Shared Profile
Cormponents

Metwark
Configuration

Systern
Conti gur’at ion

Interface
Confi gur’at ian

Contral

External User

Adrninistration |

Databageg

| [aoomll Fosture |

Setiup
Group s
B | 2ol Add AAA Client
% SharedProfie. 5]
Components ii
= PR ] aas Clent Hostname ||:|5|::|:|E|SE|
P&l wark 11
ﬁcmﬁguraﬁm H 172.16.1.2 -~
= o] JaAA Client IP Address
Syciem 24
Configuration b l]
| Inferface ] Chared Secrat |n::|5n:n:|123
. tmﬁwratmn B L
I%%| Administ ration |
AL i RADIUS Key Wrap
% E:xtva-rr'-al User | Key Encryption Key i
E [atabases )
: e Message authenticator Code 1
Fosture ng
oo | i g)idation

key Input Format

" ASCIl & Hexadecimal

Authenticate Usin |F¢J’-‘-D[US (Cisco VPN 3000/ASA/PIE T.x+)

=

[ Single Connect TACACS+ AAA Client (Record stop in accounting on failura)

, RF# 5 Add/Edit. EARGIR | BF

User Setup

'

User: |cisco
Find |

Add/Edit

List users beginning with letter/number:
EE D EEERISEEL N

List all users

Remove Dynamic Users




4. ETFT—NMEOF , BAcisco'f AT, EARRFIF , OGH=Z passwordl, STHET , FHE T
Submit.

Cisco SvsTems User Setup

User: cisco

o

Ililllii

H=er

I~ Account Disabled

% |Shar’ed Profile Supplementary User Info ? |

Cormponents

. Metwork
Configuration

o System
= Configuration

== Interface
Configuration

.b.dminiSt'rat_i'l:un
Control

Real Mame

Description

User Setup E

Password Authentication:
;#CS Internal Database _:_j

CiscoSecure PAP (Also used for CHAP/MS-
CHAP/ARAP, If the Separate field is not

” i e e

Password |sesesssesssssses

External lser
[ratabazes=

Fozture
ooono Yy alidation

1 s Mehwark Accass
4 Frofiles

Reportsand
Ativity

Bl Online
Docurnentation

5. £/ Advanced Options TUAEE ACS HE TN SRIET ., WRBEBAEANSRIEDT , N
AT AR {LAE ACS Web REMHMXIZE RN HE. £ Interface Configuration , AFH# o
Advanced Options EA#TFF Advanced Options 1T,

Confirm

aeedaaEREREEED
Passwaord




Lisco SUSTEUS o iacfane Configuration

Advanced Options E

U=zer
Setup

Er'-:nup
| Setup

Shared Profile
H Components

Mote: Only the selected options will appear in the user
interface.

Per-user TACACS+/RADIUS Attributes

User-Level Shared Metwork Access Restrictions

Net wc-r'k

Configuration User-Level Metwaork Access Restrictions

g Sustem User-Level Downloadahle M:LS]

Configuration
Interface
; E Ennﬁgur’atmn

ddrinistration
Contral

Default Time-of-Day / Day-of-Week Specificatian

Group-Lewvel Shared Metwork Access Restrictions

Group-Level Metwaork Access Restrictions

- Group-Level Downloadable M:Ls]

] o lm e e B

External User
Databazes

Gru:uup—LeueI Password ﬁging

E O

li':F' User-Level Downloadable ACLs %l] Group Level Downloadable ACLs Zi%4E, User-
Level Downloadable ACLs - i£ R iZiETl/5 , User Setup 7T E¥F.E 'R Dowloadable ACLs ( 15
E2=H|% K ) #. Group-Level Downloadable ACLs - & #iZi% 3 jg , Group Setup T EfF
& '~ Downloadable ACLs 8%

6. FE S F |, KX ¥ 5 Shared Profile Components 1 Downloadable IP ACLs, & : &
Downloadable IP ACLs #* & /R¥E Shared Profile Components I L , M &4JRFE Interface
Configuration #8%#9 Advanced Options 71 /5§ A User-Level Downloadable ACLs, Group-
Level Downloadable ACLs &I , =& [E 818 AIX A AN ED,

Cisco SvsTems Shared Profile Components

B Select
ESFF
etup
annluadahle IP ACLs |
Groaup

Setup Metwork Access Filtering

gharedpriﬁle RADIUS Authorization Components

e — Shell Command Authorization Sets
& gﬁmngﬂr{'atiﬂn Plx/ASA Command Authorization Sets

i Pt |
7. 825 Add, LR H I Downloadable IP ACLs 1.

£ =) |




(Shared Profile Components]

Downloadable IP ACLs

Name Description

Mone Defined

' md] Cancel |

8.7 Name & , A IPACL WE . X : IPACLWNBHBRZSITUEE 27 NFEH. B
MATBEEERIUTEHZ—  EFHF (). EAFES (). 8HES (). R& (). k{81%
(). Bl& (). ERFES (). BRES (>) TS (). 7 Description A , AT IP ACL
WIEER, HEBARZZ A LA 1,000 NFEF,



Shared Profile Components

Downloadable IP ACLs

o~ =
Mame: YWRMN_ACCcess
DEScriptiDﬂ: Cisco VPN Client Access ﬂ
X
ACL Contents Network Access Filtering
Mo ACLs

‘E’t Back to Help
=]

Submit Cancel

EEH IP
ACL i ACL B& , F& & Add.

9. £ Name 1/ , BAH ACL ABH B, XX : ACL ABMNBEMRZITUNEE 27 NFEH.
EMPIAEEEERIUATFRZ—  EFF (). EFES (). EFES (). B& (). k&
£ (), B8l5 ("), ERES (<), BRES (>) IWEHS (-). 1E ACL Definition HEH , BAFH
ACL EX., % : £ ACS Web RE M A ACL EXR , BOFEAXBEREBHEZE ; N
LA permit 2 deny XBFFF R, ERTF ACL WE , iE# &7 Submit,



(Shared Profile Componentis )

Downloadable IP ACL Content

Marme: (iVPH_CIient ]

' permit ip any host 10.1.1.2 :.__j
ijdeny ip any any

@ Back to Help |
3

1
l Submit I

Cancel

10. LA I Dowloadable IP ACLs 71 , E#7E ACL Contents 5IH 5| 7 #t ACL AR A
o BN NAF 5 ACL NEXEX , iEMHT ACL WE G BHI Network Access Filtering 4 1%
— 4 NAF, BRIAMBERT , NAF % (Al-AAA-Clients). MBEF4E NAF , ACS 2B IASF ACL
NBSmMAE MK R ZMEREK,



Shared Profile Components

Downloadable IP ACLs

Mame: WRM_ACCeSS

Cisco WPM Client Access

Description:

R

ACL Contents

& |WPN Client j{ﬁ«ll—ﬁm«ﬂ«—clients} v}

@ Back to Help |
=

4

r -
l Submit Cancel

. ERE
ACL AWM , i§% &5 ACL EXFIX R $ %R , BH Up 3 Down SUIRZEHES| &
FHIRFMLE, R IPACL , 5% 5 Submit, X : ACL ABMNIRFIEFEE, MNP
BRI , ACS RATHE—IMNIEEMA NAFRER ACL EX , ZEM NAF RERNEE All-
AAA-Clients BRINRE ( IMRFER ) . BE , ACL ARHNIIRSERBMRENR (BERE
) 9 NAF ZISE5& (Al-AAA-Clients) NAF B9 HES], SERE : ACS % ABIH IP ACL 3L
BN, Bltn , 2R IPACL 5 PIX prE—EER , WEALXEMEAZSEHNA, (it
WAFZ AT T8 IP ACL #ELEIA A RATEXH ) #H1THHBRIER PIX BhAE,

11. ¥ 3| User Setup W H4m%E User T, £ Downloadable ACLs Zf T , # i Assign IP ACL:
SiEE. MNIIRFPEFE—NIPACL, MREEZKAFKFETNEE , 5% E Submit 2Lid
FIX LEIR TN,



User Setup

" Disable account if:

I Date exceeds:

[apr =115 [2009

m_—

Failed attempts since last successful
login: O
™ Reset current failed attempts count

|

i

|

|

i

|

|

i

|

|

i

|

|

i

|

| .

E I~ Failed attempts exceed:
|

i

|

|

i

|

|

i

|

|

| .
: an submit
i

Downloadable ACLs z |

M 4ssign IP ACL: |WPN_sccess 7 J

NERATANTTE ACL K& ACS

SRAFATAIAAAFPNATE ACLEE ACSHHSRER 129, RAEMITUTSE , % Cisco
Secure ACS F HAEER & ACL,

EXRRHIG | IPSec VPN A cisco’8F VPN A, VPN AXBER T ZEATNFAERF,

VPN 4 Fecisco” 2 I 1T E M , RADIUS RSB EHRLBRE EE— BT THiIFRFIFE,
B P cisco” REETFIA] 10.1.1.2 fRS88 |, IR HMpr AR, ERIUEACL , S REATHAF/AN
Al &k ACL 4o

1. ESMES |, #iE Group Setup, FITFH Group Setup Select 7T



Cisco Sysrems Gr{}up SEtup

Group . il: Group 1

% | Shared F'r'-:-ﬁle
I:n:nmp-:-nentE

Fename Group

MNetwoaork
Configuration
T Systern
L I:-:-nfigur'atil:nn

2. H Group 1 Efp %jj VPN , Rjg &% & Submit,
Cisco Srsrems GI'OUTJ SE'{HD

Uzer
@ SR [Renaming Group: Group 1 ]

Group :_
Setup
i it =

% |Shar'e-:l Profile f:: TR — TR
Components GFDL.I[J il""'lpml

Met work i
a| Configuration f Submit ] Cancel 1

3. M Group 5']%'4:'1&??#—/\@ A JG % 5 Edit Settings.

(Group Setup]|

Group [ 1: ¥PM (1 user) = I

lUsers in Group [Eu:lit EEttir‘IQSU

Fename Group

4. 7= Downloadable ACLs #82 T , # Assign IP ACL Z1&4E., MFIFRAHEE— IP ACL,



Group Setup

| Sessions awvallable to users of this group
RQ Unlimited

Ne 1

" Mo IP address assignment
@  Assigned by dialup client
f" Assigned from Ads Client pool

Downloadable ACLs

...........

i:"" Assign IP ACL: WPMN_Access

5. ERENFFTENHIRE |, F2 5 Submit.
6. ¥ % User Setup HmBEBERMEIA : VPN.THRE , iF5E T Submit,




Cisco Svstems (US&F SEtUP]
] |

checked.}
@ o Password |esssssssssssss
Setup
Confirm
2R EEEN
E Sraup Password
Setup
- [T Separate (CHAP/MS-CHAP/ARAR
Shared Profile
?‘éﬂ |I3|:|m|:n:|ne-nt5 Fassword |esssssssssssss
| ' Confirm
Network
&| CEH‘T‘.";':'QEHHDH DS s (T T IT T ITIIIT]
T system When a token server s used for authentication,
%" Configuration supplying a separate CHAP password for a token
: card user allows CHAP authentication. This is
| oo tion especially useful when token caching is enabled.
adrninist rati . . .
g | Contral [ Group to which the user is assigned; ]
A | External User bt
3*-_"3 | [Databaszes

&, VPN AEBHN TR ACL EMATFEZAF,
7. BEREEFEHMARE  BHTAETNEMSER (NER )

JAFAER IETF RADIUS g

EEAFHITE MBI M RADIUS REB[HNEELZEREZ LAIBNEMNMIRIFIRTHEN , B
T 5 3:E B IETF RADIUS filter-id Bt ( BHEHE 11)

filter-id=acl _name

VPN 4 Fecisco” 2 R Ih# 1T H M HKIE , RADIUS REBF|/HANEELZLRZ LOIBMNIERSIRTE
ACL B % (new), FAF“cisco” AT BATh R ASA NEMEMFTER®E , BRT 10.1.1.2 [RS8, ATE
IFACL , BEZ RS EESID ACLE 2,

BIEARRH , 79 new B ACL BLE 7 ASA HidiE,

access-1ist new extended deny ip any host 10.1.1.2 access-list new extended pernit ip any any

XESBRABEUATRARIUNS2E, EEHTUTEE

. 7£ Network Configuration F ¥ AAA & P imElE N EAHEF — RADIUS i
. £ Web FEH Interface Configuration &85 # , £ RADIUS (IETF) T LB E AR BIHY
RADIUS B4

RADIUS B &ENENAFNEE XXM ACS RIEEITHERE AAA T i,
ER/E IETF RADIUS BHIRELN AN LRI AR EMNAFHNRN , FHITUTERE

1. ES D |, £ Group Setup. FFTFH Group Setup Select 1T,
2. M Group 5IsRHEE—NE | A £ o Edit Settings.



(Group Setup|

Group [ 1: ¥PM (1 user) = I

lUsers in Group [Eu:lit EEttir‘IQSU

Fename Group

 ZEANER
FFHIFE Group Settings TTRYTRER

3. &z E| IEFT RADIUS Attributes, XT84 IETF RADIUS B , RN HBIH, &
[011] Filter-Id B89 E&4E |, RS ETE AN ASA 1B M B4R X ACL &5

(new), &2 ASA show running configuration it .



(Group Setup |

IETF RADIUS Attributes

™ [0068] Service-Type

iﬂuthenticate anly -

" [007] Framed-Protocol

;mcend MPP -
I~ [009] Framed-IP-Netmask

{0.0.0.0
™ [010] Framed-Routing
= RLgavE, s
W [D11] Filter-Id
nemw __f;_j

i<

T [012] Framed-MTU (64..65535)

4. BRENFAAENARBEHIBINA , HHOREE Submit F Apply, EE : ERFAHARER
ARRIA |, B8 Submit, HHERIFIMERA , Ei1%F System Configuration > Service
Control, A/51%#F Restart.,

Wi

ERAER D ATEIAE BRER ERIZTT.
P

TR HERERF ({XEREMA
aef: 0o g

) (OIT) ZFHL show 5 H. A OIT JEFX show trH

£ 7R Crypto %

- show crypto isakmp sa — & 7R3 F4 I FTE H 8l IKE ££ KBk (SA). ciscoasa# sh crypto


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

i sakmp sa Active SA: 1 Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during
rekey) Total IKE SA: 1 1 I KE Peer: 192.168.10.2 Type : user Role : responder Rekey : no
State : AM ACTI VE ci scoasa#

- show crypto ipsec sa — L RYE SA FHAMIRE., ciscoasa# sh crypto i psec sa interface:
outside Crypto map tag: outside_dyn_map, seq num 1, |ocal addr: 192.168.1.1 |ocal ident
(addr/ mask/prot/port): (0.0.0.0/0.0.0.0/0/0) renote ident (addr/mask/prot/port)

(192. 168. 5. 1/ 255. 255. 255. 255/ 0/ 0) current_peer: 192.168.10.2, usernane: cisco dynam c

al | ocated peer ip: 192.168.5.1 #pkts encaps: 65, #pkts encrypt: 65, #pkts digest: 65 #pkts
decaps: 65, #pkts decrypt: 65, #pkts verify: 65 #pkts conpressed: 0, #pkts deconpressed: 0
#pkts not conpressed: 4, #pkts conp failed: 0, #pkts deconp failed: O #pre-frag successes
0, #pre-frag failures: 0, #fragments created: 0 #PMIUs sent: 0, #PMIUs rcvd: O,

#decapsul ated frgs needing reassenbly: O #send errors: 0, #recv errors: 0 local crypto
endpt.: 192.168.1.1, renote crypto endpt.: 192.168.10.2 path ntu 1500, ipsec overhead 58
medi a ntu 1500 current outbound spi: EEFOEC32 inbound esp sas: spi: O0xA6F92298 (2801345176)
transform esp-3des esp-sha-hmac none in use settings ={RA, Tunnel, } slot: 0, conn_id:
86016, crypto-map: outside_dyn_map sa timng: remaining key lifetinme (sec): 28647 |V size: 8
bytes replay detection support: Y outbound esp sas: spi: OxEEFOEC32 (4008766514) transform
esp- 3des esp-sha-hmac none in use settings ={RA, Tunnel, } slot: 0, conn_id: 86016, crypto-
map: outside_dyn_nmap sa timing: renaining key lifetime (sec): 28647 |V size: 8 bytes replay
detection support: Y

ERTHFAANTITE ACL

¥ UE A Cisco BRI & ACL, ACL M CSACS #1T &,

ci scoasa(config)# sh access-list access-list cached ACL log flows: total 0, denied O (deny-flow
max 4096) alert-interval 300 access-list 101; 1 elenents access-list 101 line 1 extended permt
ip 10.1.1.0 255.255.255.0 192.168.5.0 255.255.255.0 (hitcnt=0) 0x8719a411 access-|ist #ACSACL#-
I P-VPN_Access-49bf 68ad; 2 el enments (dynam c) access-list #ACSACL#-|P-VPN_Access-49bf68ad line 1
extended permt ip any host 10.1.1.2 (hitcnt=2) 0x334915fe access-|ist #ACSACL#-I|P-VPN_Access-
49bf 68ad | ine 2 extended deny ip any any (hitcnt=40) 0x7c718bdl

Filter-ld ACL

[011] Filter-Id ERATF VPN 4 , ZAM AP ASA HE K ACL (new) #4738,

ci scoasa# sh access-1li st
access-list cached ACL log flows: total O,

deni ed 0 (deny-fl ow max 4096)

alert-interval 300

access-list 101; 1 elenents
access-list 101 line 1 extended permt ip 10.1.1.0

255. 255. 255. 0 192. 168. 5. 0 255. 255. 255.0

(hitcnt=0) 0x8719a411
access-list new, 2 elenents
access-list new line 1 extended deny ip any host 10.1.1.2 (hitcnt=4) 0xb247fec8 access-list new
line 2 extended permit ip any any (hitcnt=39) 0x40e5d57c

R P HE R
S RENELTHFHRELTHRR, WARBSERHET debug BT,

AR . XTHEHKRZELRIPSec VPNIEZEE | SEHEENL2L BRI FERE R 5 RAT
215 ElIPSec VPN,

HERE S KB
HATHEHRE , EELVEMHEREERABHRSXK, £ PIX WBRERT , FAATHS



//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml

- clear [crypto] ipsec sa - MiBR5EZ) IPsec SA. REBF crypto R AIEH,
. clear [crypto] isakmp sa - il BR5EZ) IKE SA. <8 crypto 2 AI1ER,

BRI

TR HERER ({REMAS ) (OIT) XIFFEL show 68T, £/ OIT IEEX show B HH
B 24

A : £/ debug S Z2Hl , HZHAEX Debug i THEEE L.

. debug crypto ipsec 7 - & 7REE 2 BYEREY IPsec .
- debug crypto isakmp 7 - £~ 1 M B HY ISAKMP 17,

HXER

. Cisco ASA 5500 RINEBENEZLIERTER

. Cisco ASA 5500 RIIEENZLIFRBDESE
. Cisco PIX 500 RI|LZ£B R TR

. Cisco HERZ SRR EER

- |Psec thE8/IKE i TIE R

. Cisco VPN EF imX#ER

. BF Windows B Cisco 215 R4 RS 88
. W3RFM (RFC)

- BARFZIFEHIAY - Cisco Systems
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