ASA/PIX : &t ASDM £ DHCP BRS583xH
IPsec VPN &S it Al B =6l

SE,
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i
s

e
%

{5 FA B9 48 4
X i
A

\

(=

N
il
_——
il
lqlily

=
[t

=
R
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=

i iEmfZ AR VPN (IPSec)
£/ CLI L& ASA/PIX
Cisco VPN EF kL&
Eoanna

LR T

i PE HEBR

BB £ kB

WS HERR A

A 1=, a0 7R 45

HXER

1Lk

AN BMAERBENLZ SRR EEES (ASDM) = CLI EL& Cisco 5500 R HEMNZLIRE
(ASA) LA DHCP BREE88MATA VPN BEF IR E Fim IP thit, ASDM BE—1MNEMB S T
ANET Web WEEREREA-FRNLLEEMIAE, THK Cisco ASA BLEJSE , AT AEA Cisco
VPN &P um B TRIE,

E7£ Cisco VPN & ( SEA T Windows B 4.x MRAS ) M PIX 500 RHLZ2i%%E 7.x 2 AR EIZ
21508 VPN E# | 53 # £ A Windows 2003 IAS RADIUS ( 4t X Active Directory ) #1758 %
iFA PIX/ASA 7.x #l Cisco VPN & F i 4.x BliE R~ fl, = VPN & Fix AP £ A Microsoft
Windows 2003 Internet &4 1iE RS (IAS) RADIUS BR%S834R 3% Active Directory # 1T &3 110,

Eff M Cisco T2 1hR1ZHIRS 25 (ACS MR 3.2) #1TH B B RIE (Xauth) LA#E Cisco VPN &/
i (EAT Windows B9 4.x lxZ< ) #l PIX 500 RIR£RE 7.x ZEREZETHE VPN EE |, &
SR {EH Cisco % ACS B RIFA PIX/ASA 7.x # Cisco VPN & [ ifs 4.x BLi& RHl.

KRR
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EX
AR ASA b FREETRS , HEBEHR AL Cisco ASDM H CLI #TEREER.

AE  FSEAIFASDMEPIX/ASA 7. xHIHTTPSIA R : NERM S ERE O LK SSH B & R LA i
i3 ASDM = Secure Shell (SSH) X IR B HITH B .

{F Y4 ¢
AXEPHEEETUT R FE SR

. Cisco BERZERBHRUMRA 7.x RESRAK

. BENESRREIEEES XM R E & RA

. BERIVPNE FishRA4 xR E SR A
AXPHNEENRETHERREREFNREREN, AP EANMEREEVEXAR
(BN BEE, IREFEANREXING  FHAEELTHAMEGTSNAEERN,
HXxr"m
IR & th Al FH FCisco PIXZ 218 & A7 x & B & R A,
S

BRXERAVBFRESR , FSH Cisco BRARERAM,

HRER

R VPN AR T B THEENZ2ERALAMENTEE, BIAFTUERAZEEH PCHL
By VPN ZEFmBHREL Z2EE, VPN B RGO CEEN EZXEFERNPOLHER[QRER
BiEE, EARAP , FOMRIRENEADSINBRSE ASA 5500 RINBEMRERE

ERZERZWUERFE , RNLABIBERERTHEFRETRAMNSE LR TFRIEZERD IP
eyt EESRSTERCTFREZRERITANE L, ME , RIMNEEIREFESRNVEA IP
ik, S ELBHE AMSE EEMER IP it E TENMEERIRRHN -2 , T4 VPN EE
RSERE M. Ft , RAELA ISR IP it ISRV REL T A SR = T HE P im e bR
L RIBITHY IP #biit,

EE
EB 7 R A < WA EL B A AL PR hRE RV 15 BLo
AR FRABTERTE(RIEMES)TRMEXARTHEANGSHEAES.

AXHEEAUATHERE :
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192.168.1.1

- outsicde
ot ctoud —| 1[I.1._1.Il.-’24
Inside
e ﬂ— Internal Network
Sl

WPN Client
192.168.5.1

DHCP Server

192.1668.10.1

AE WEBEETEANIPERILSER Internet EXZEZRH, XL EESSRERIERERN
RFC 1918 ik,

EEZEE R VPN (IPSec)

ASDM &

WAT RIS RUABLEIZZT5 R VPN :

1. 1% Configuration > Remote Access VPN > Network (Client) Access > Advanced > IPSec >
IKE Policies > Add LA#12 ISAKMP KR 2 , 1 FFT7R.

B Add IKE Policy

Pricrity: Authentication: | pre-share %

Encryplion: D-H Group: E W

) Unlimited

Hash: Lifetime:

26400 seconds W

B OK, A% Apply.
2. 1%&# Configuration > Remote Access VPN > Network (Client) Access > Advanced > IPSec >

IPSec Transform Sets > Add LA ¢lZ ESP-DES-SHA #i#t% , MITFrrR.



8% Add Transform Set

Sek MNarne: ESP-DES-5HA

FProperties

Mode: (*) Tunnel () Transport:

EaP Encryplion:

ESP authentication:

| | Cancel

Ls

OK , R/e & Apply.
3. 1%$#& Configuration > Remote Access VPN > Network (Client) Access > Advanced > IPSec >

Crypto Maps > Add SAMER{E RN 1 WEIBRHIEINBRE , MTAAR.

= Create IPsec Rule

Tunrel Policy (Crypto Map) - Basic | Tunnel Policy (Crypho Map) - Advanced | Traffic Selection

Interface: | outside v| Pollcy Type: dynianic W Priority: 1

Transform Seks

ESP-DES-SHA

Transform Sek to Be Added:

ESP-DES-MDES o h':

Peer Settings - Optional for Dynamic Crypto Map Entries

The Connechion Type is spplicable ko static tunnel policies only. Uni-directional connection bype policies are used
For LAM-bo-LAN redurdancy . Tunnel policies of the ‘Criginate Onlby" connection Eype may specify up to 10
redumndant peers.

Ok ][ Cancel H Help




B OK, ARE¥ T Apply.
4. 1% Configuration > Remote Access VPN > Network (Client) Access > Advanced > Group
Policies > Add>Internal Group Policies JA 8IZ 4 SER& ( 130 GroupPloicy1 ) , M TR

& Add Internal Group Policy

" ' Hame: GroupPobcy |
- BEFWEFS
+ - Advanced Banner! [#] Inherit

Address Pools: [+ Inherit

ki

“ore Options

Find:

-

| o> || cancel || Hep |
B OK, REET Apply.
5. 1%&$F Configuration > Remote Access VPN > Network (Client) Access > Advanced > Group
Policies > Add>Internal Group Policies>Servers>> LA{&fF VPN & 3% A 89 DHCP 4Ef i
AEANBEZSE.

@& Add Internal Group Policy

General DNS Servers: Inherik
#-Advanced WINS Servers: Inherit

Hp

More Options

DHOP Scope: [ | Inherit 19216850

Defaut Domain: [w] Inherit

-

| =

B OK, AE%T Apply. ¥ : DHCPEEERER WiEHN. BXIFAEE , BSHEE
DHCP “miit,

6. %£$% Configuration > Remote Access VPN > AAA Setup > Local Users > Add A 8128 F
VPN ZEFisiERINAFKS (flm, AFE -cisco123 , A - cisco123 ) .

Find: @
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& Add User Account @

+-YPH Pollcy Lisername! ciscol 23

Pazsward: FERRAANTR

Confirm Password; | sssxxxne

|| User authenticated wsing MSCHAP

Access Reskriction
Sedect one of the options below ko restrick ASDM, 55H, Telnet and Console access,
Moke: Al users have nebwork access, regardless of these settings.

(%) Full access(ASDM, S5H, Telnet and Console)
Priviege level is used with command autl‘-:nzd:nn
Priviege Level: E -

i LT login promgpt for S5H, Telnet and consals (no ASCM access)
This setbing is effective only iIF A8% autherticate conscle command i configured,
1 Mo &S0, 55H, Telnst or Console access

This sething is effective only IF A48 sukhenticabe consobe cormmand & configured,

Fired: [ | e

M%Jl Cancel || Hep |

7. 1%&$F Configuration > Remote Access VPN > Network (Client) Access > IPSec Connection
Profiles > Add> LA INB&EA ( 43 , TunnelGroup1 , Preshared Key 3 cisco123 )
P Ro
Filr  Wew Took Wizards  YWindow  Help Lock For:
Hm|q5=

Remole Access VPN o 8 x

rm:n:i.lm-:n

Aocess Interfaces
?1 ﬁrrw_u n=ct Curn-:h:n Profiles Enable inkerfaces for [Psec acoess,

1m Interface I Alcey Sooess ]

Group Policies bksie : =

Demiamic Access Falidies iz |-

-G Address Assigninent .
id
& % Advanced == C
- Clentlass S50 VPM Access
[+ A ocal Ussrs
[ Saoure Deskiop Manager
[#-ER Certficate: Managament Connection Profiles
[+ Languags Localization Cornection grofile (dunnel oroup) specifies how wer & autharticated and other parametars,
B2 | pad Balantrg
{8 DHCP Server % o[l Eoie | [ 0ore |
DhES
H é P— fiame: 1Psec Enabled L2TRiPsec Enabled Syukenticaton
Craf sl EEVFNGHoUp (A
CosfautRAGroUn = = LA
Rernabe Access WP
ﬁ Site-ka-Site VR
IFS
El Device Managemenk
ar . Applky I Rasat |

£ Basic I H , 73 User Authentication FERi&#%¥ LOCAL £ Server Group, 1 Default



Group Policy FEi%# Grouppolicy1 458 Group Policy. 73 DHCP Servers 2§ 2= A4k
, i A\ DHCP FR%52% IP b,

& Add IPsec Remote Access Connection Profile

I =ic | Name: Tunnelaroupl |
+-ddvanced
IKE Pear Authargication
Pre-shared Key: FrEEEERE |

Identity Certificate: | -- None -- W |

User futhentication

Server aroup: LOCAL L4 ||| Manage. ..

Fallback: s LA e

Client Address Assigriment
DHCP Servers: 192.168.10.1 |

Client Address Pools: |[ Salect. ., ]

Diefault Group Policy

aroup Policy: EroupPaolicy 1 - ||| Manage. ..

{Following Fiedds are atbributed of the group policy selected above. )

Enable IPsec protocal

[ ] Enable LZTP aver IPsec probocal

Fird: | ﬂ' ﬁ

T
b

B OKo
8. 1% Advanced > Client Addressing > 3}#i&* Use DHCP &i&4E , LA DHCP BR$88[@ VPN
BRSO E IP ik, & : BREUHEDFEH S 0RIEARS 256 A uk it 8iE4E.



% hidd IPsec Remote Access Connection Profile

- Basic Global Chent Address Assignment Palicy
—-Advanced This policy affects all Network {Chent) Access connections, The Following are tried in
order until an address is Found,
Clisrt Addressing [ ] Use authentication server
- AUERenC Stion
“@uthorization Llsa DHCP
fccounbing
& -1Psec [ ] Usa address poal
—-PPP
Interface=Specific Address Pools
% add ||
Interface Address Pools
Find: | @ [ ]
| ok || cancel || el
R

ASDM 6.xE &

HHEINASDMEL B SASDMARA6.xEL & A , BEASDMERZRM — LS kR Ih. ASDMBR T E
EZEBESASDM 62 RESHAETER, BERMIANEREITTH. ERAFEBBGNTHEEXE
ASDMIRARIZFARATHERT , BIERGT LM,

1.

Configuration > Remote Access VPN > Network(Client)Access > Advanced > IPSec > IKE
Policies > Add

. Configuration > Remote Access VPN > Network(Client)Access > Advanced > IPSec > IPSec

Transform Sets > Add

. Configuration > Remote Access VPN > Network(Client)Access > Advanced > IPSec > Crypto

Maps > Add

. & Configuration > Remote Access VPN > Network(Client)Access > Group Policies > Add >

Internal Group Policies

. 1 Configuration > Remote Access VPN > Network(Client)Access > Group Policies > Add >

Internal Group Policies > Servers

. = Configuration > Remote Access VPN > AAA Setup/Local Users > Local Users > Add
. Configuration > Remote Access VPN > Network(Client)Access > IPSec Connection Profiles

> Add

. = Configuration > Remote Access VPN > Network(Client)Access > Address Assignment >

Assignment
Policy



ess - Address Assignment > Assignment Policy.

For WPN address assignment, the Following options are tried in order, until an address is Found.

[T Use suthenticakion server

[+ Use DHCP

[ Lse Inkernal address pooks

Parameter onby appliss ko full-tunnel IPSsc snd S5L VPN disnts, and not Clisrtless 551 YPN,

RIMBERT , X=MEWMBE B A, Cisco ASAKRBHEMNIRFEAVPNE ko B bit, BUH
EFREMBHEANIEDTA | Cisco ASAT &K iFaaafR S e M A M ik, ERIAJS RV EIN v &
show run all®iE | in vpn-add@i <. AT REESEZNHE R

vpn- addr - assi gn aaa
vpn- addr - assi gn dhcp
vpn- addr - assi gn | ocal reuse-delay O

BB SHIFEMAEES |, H5Bvpn-addr-assign,

£if A CLIE: MASA/PIX

SERATER , UEBSHGSITEE DHCP RS35M VPN FFimiRd IP ik, BXFIEANEDN
WOHNIEMAER | FSHEEEREREA VPN 5 Cisco ASA 5500 RIIEENELIRED DS E,

# ASA B & EE1TE R

ASA# sh run

ASA Version 8.0(2)

|

I--- Specify the hostname for the Security Appliance.
host nane ASA enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
names ! !/--- Configure the outside and inside
interfaces. interface Ethernet0/0 nareif inside
security-level 100 ip address 10.1.1.1 255.255.255.0 !
interface Ethernet0/1 naneif outside security-level 0 ip
address 192.168.1.1 255.255.255.0 ! interface

Et hernet0/2 naneif DMZ security-level 50 ip address

192. 168. 10. 2 255. 255.255.0 !--- Output is suppressed.
passwd 2KFQnbNI dI . 2KYQU encrypt ed boot system

di sk0: /asa802-k8. bhin ftp node passive access-list 101
extended permt ip 10.1.1.0 255.255.255.0 192.168.5.0
255. 255. 255. 0 pager lines 24 |ogging enabl e | oggi ng asdm
infornational ntu inside 1500 ntu outside 1500 ntu dne
1500 no failover icnp unreachable rate-limt 1 burst-
size 1 !--- Specify the location of the ASDM image for
ASA to fetch the image for ASDM access. asdm i mage

di skO: /asdm 613. bin no asdm history enable arp tineout
14400 gl obal (outside) 1 192.168.1.5 nat (inside) O
access-list 101 nat (inside) 1 0.0.0.0 0.0.0.0 route
outside 0.0.0.0 0.0.0.0 192.168.1.2 1 tineout xlate
3:00: 00 tinmeout conn 1:00: 00 hal f-closed 0:10:00 udp
0:02: 00 icnp 0:00:02 tineout sunrpc 0:10: 00 h323 0: 05: 00
h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0:05:00 tineout sip
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0: 30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02: 00 tinmeout uauth 0:05:00 absolute

dynami c- access-policy-record DfltAccessPolicy http
server enable http 0.0.0.0 0.0.0.0 inside no snnp-server
| ocation no snnp-server contact snnp-server enable traps
snnp authentication Iinkup Iinkdown coldstart crypto

i psec transform set ESP-DES- SHA esp-des esp-sha-hnac
crypto dynam c-map outside_dyn_map 1 set transformset
ESP- DES- SHA crypto map outside_map 1 ipsec-isaknp
dynam ¢ outside_dyn_map !--- Specifies the interface to
be used with !--- the settings defined in this
configuration. crypto map outside_nap interface outside
!-—-- PHASE 1 CONFIGURATION ---! !--- This configuration
uses ISAKMP policy 2. !--- The configuration commands
here define the Phase !--- 1 policy parameters that are
used. crypto isaknp enabl e outside crypto isakmp policy
2 authentication pre-share encryption des hash sha group
2 lifetine 86400 no crypto isaknmp nat-traversal /---
Specifies that the IP address to the vpn clients are
assigned by the DHCP Server and now by AAA or the Local
pool.The CLI vpn-addr-assign dhcp for VPN address

assi gnment through DHCP Server is hidden in the CL

provi ded by show run command.

no vpn-addr-assign aaa
no vpn-addr-assign local

telnet tineout 5
ssh timeout 5
consol e tineout O
threat-detection basic-threat
threat-detection statistics access-1list
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdnctp

service-policy global _policy globa

!

group-policy GoupPolicyl interna
group-policy GoupPolicyl attributes

!--- define the DHCP network scope in the group
policy.This configuration is Optional dhcp-network-scope




192.168.5.0

!--- In order to identify remote access users to the
Security Appliance, !--- you can also configure
usernames and passwords on the device. username ciscol23
password ffIRPGpDSOJh9YLQ encrypted

!--- Create a new tunnel group and set the connection !-
-- type to remote-access. tunnel -group Tunnel Groupl type
renot e-access !--- Define the DHCP server address to the
tunnel group. tunnel -group Tunnel Groupl general -
attributes default-group-policy GoupPolicyl dhcp-server
192.168.10.1

!--- Enter the pre-shared-key to configure the
authentication method. tunnel -group Tunnel G oupl ipsec-
attributes pre-shared-key * pronpt hostnane context
Crypt ochecksum e0725ca9ccc28af 488ded9ee36b7822d : end
ASAH#

Cisco VPN ZF IR R

238 {# F Cisco VPN B % Z| Cisco ASA UURIFERRINEE T ASA,

1. 1%&$% Start > Programs > Cisco Systems VPN Client > VPN Client.

2. B New BAFZh Create New VPN Connection Ent

BO.

# status: Disconnected | YPN Client - Version 5.0.03.0530

Connection Entries  Status  Certificates Log  Options  Help

o = £E L S
Connect M et [rpork fd dify Delete
Connhechion Entriez | Certificates l Log ]
Connection Entry Huost

3. EEMEZEMNFMES. A Connection Entry WE #5483, 7 Host % A ASA 5
B IP #hik, MRS AASARE BRI VPNREEL B FR(TunnelGroup1) M3 ( FIHEHA —

cisco123 ) . Click



# VPN Client | Create New ¥PN Connection Entry

Connection Entr: (A58

i
cisco

Dezcription; |vprtunnel

Host {192.168.1.1

Authentication lTranspDrt Backup Servers 1 Dial-Up i

o Group Authentication 7 Mutual Group Authentication

Marme: TunnelGroupl

HEHEEEER

Fassword:

Canfirm Password:

:-c:-::-::-c:-::-::-c)1

" Certificate Authentication

Hame:;
[T Send Cé Cettficate Chain

Erase Lzer Fassword 1 Cancel

Save.
4. BRBEFERANERE , AB7E VPN EFigEE O+ %35 Connect.

# sgtatus: Connected | YPN Client - Yersion 5.0.03.0530
Connection Entriss  Status  Certificates Log Options  Help

T5 | 98 t@ alta]e

Corract Mew It Moy Delete CISCO
Correction Enties | Catéicates | Log 1

Cannechon Entry

192.168.1.1 IPSec/UDP

B M

Mot conmected. Conmecked Time: 0 day(s), 00:01,18 R

5. HIRRETS , i A Username:cisco123 Fl Password:cisco123 ( =28 EEX ASA #1THT B
RiIFfRE ) , REET OK LUEETIZEME,




# VPN Client | User Authentication for "ASA"

The zerver has requested the following information bo complete the uzer
authentication.

otf o], Heemame: |oiscoll2d
:Iscn :-:xx:-:xxm1

Pazzward:

k. I Cancel

6. L VPN T i 5 /0 06 KRB ASA 2 M iE#E,
# status: Connected | VPN Client - Version 5.0.03.0530

Conneckion Ertries  Status  Certificates Log Options  Help

, ﬁ £3 Lﬁ L l1ai

.E;-_ﬁ =] . !5:'] e bl fiy
Disconnect Hew ﬁrl Modiy Delete CISsCO
Cornechon Enbies | Cerlificates i Leg |

Conmechon Enbp |r Host Transgpot
# ASH 192 168.1.1 IPSec/UDP

~ Connected Time: 0 day(s), 00:01.18 ¥

Stabistics, .. { =
5 (NESEETER il
Motiticabions...  Chrl4M ;
Disconnect Moo T F Delte CISCO
Conrection Enlries Resel Jtats
Connecton Entry Hozt Tranzport
- ASHA 19216811 IPSec/UDP
R L L T S R S e S A R L e T

Rrir




VYY)
ERAAHD THERBESERET
il

moRHBERER ((XEREM
aef: 0o g

) (OIT) FEFEEL show 5B, A OIT JEFX show trH

. show crypto isakmp sa — & =¥ F4& LN E 2481 IKE 22 XxEk (SA).
- show crypto ipsec sa — £ R F] SA EANRE.

ASA #show crypto ipsec sa
interface: outside
Crypto map tag: dynmap, seq num 10, l|local addr: 192.168.1.1

I ocal ident (addr/nmask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote ident (addr/mask/prot/port): (192.168.5.1/255.255.255.255/0/0)
current _peer: 192.168.1.2, usernane: ciscol23

dynamic allocated peer ip: 192.168.5.1

#pkts encaps: 55, #pkts encrypt: 55, #pkts digest: 55

#pkts decaps: 55, #pkts decrypt: 55, #pkts verify: 55

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 0, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragnents created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#send errors: 0, #recv errors: O

local crypto endpt.: 192.168.1.1, renpte crypto endpt.: 192.168.1.2

path ntu 1500, ipsec overhead 58, nedia mu 1500
current outbound spi: C2C25E2B

i nbound esp sas:
spi: O0x69F8C639 (1777911353)
transform esp-des esp-nd5-hnmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 40960, crypto-nmap: dynmap
sa timng: remaining key lifetinme (sec): 28337
IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: OxC2C25E2B (3267517995)
transform esp-des esp-nd5-hnmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 40960, crypto-map: dynmap
sa timng: renmaining key lifetinme (sec): 28337
IV size: 8 bytes
replay detection support: Y

ASA #show crypto isakmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA 1

1 | KE Peer: 192.168.1.2
Type 1ouser Rol e . responder
Rekey : no State : AM_ACTI VE

PP R


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

RO RENEETATHEEHRTHEL R WARBIERET debug i =P,

X BXRHRIZIEF A IPsec VPN ERNEAEE B HREELNL2LFIZIEHFIPSec VPN
EHERBRA R

EREE XK
HATHES R | ESAEMEEREERABOREXE. £ PIX HHREXT , FAUTSHS

- clear [crypto] ipsec sa - il BRiEZh IPsec SA. X<4F crypto 2 AIEH
. clear [crypto] isakmp sa - HIBR5EZD IKE SA. < crypto A&,

R HEBR G D

HOREARER (NEEMAS ) (OIT) XEFELE show &8, A OIT AIEEXS show S
H 8 4o

XX EFEAdebugi B2 Hl , ES R B Xdebug T EEFE L.,

- debug crypto ipsec 7 - ERHE 2 B9 IPsec th .
- debug crypto isakmp 7 - £7RE 1 BT BHY ISAKMP 157,

i1 4 HH R B

. ASA 8.0
. #FHA T Windows #J VPN &/ i 5.0

ASA 8.0

ASA#debug crypto isakmp 7

Jan 22 22:21:24 [IKEv1]: IP = 192.168.1.2, |KE _DECODE RECEI VED Message

(msgi d=0) with payloads : HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + VENDOR
(13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NONE (0) total le
ngth : 856

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168. 1.2, processing SA payl oad

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168. 1.2, processing ke payl oad

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, processing | SA KE payl oad

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168. 1.2, processing nonce payl oad

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, processing |D payl oad

Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, Received xauth V6 VID

Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG: |P = 192.168.1.2, Received DPD VID

Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168. 1.2, Received Fragnentation VID

Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, |IKE Peer included |KE fragmenta
tion capability flags: Main Mde: True Aggressive Mde: False

Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168. 1.2, Received NAT-Traversal ver 02 V

I D
Jan 22 22:21:24 [IKEvl DEBUG: | P = 192.168.1.2, processing VID payl oad
Jan 22 22:21:24 [IKEvl DEBUG : I P = 192.168.1.2, Received Cisco Unity client VID


//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
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Jan 22 22:21:24 [IKEvl]: IP = 192.168.1.2, Connection |anded on tunnel _group Tun
nel G oupl

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Groupl, IP = 192.168.1.2, processin
g | KE SA payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel G oupl, IP = 192.168.1.2, IKE SA Pr
oposal # 1, Transform# 13 acceptable Matches global |IKE entry #

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Goupl, |IP = 192.168.1.2, construct
ing | SAKMP SA payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Groupl, |IP = 192.168.1.2, construct
ing ke payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct
i ng nonce payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Groupl, IP = 192.168.1.2, Generatin
g keys for Responder. ..

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct
ing I D payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct
i ng hash payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Groupl, IP = 192.168.1.2, Conputing
hash for | SAKMP

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct
ing Cisco Unity VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct
ing xauth V6 VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, construct
ing dpd vid payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Goupl, |IP = 192.168.1.2, construct
ing Fragmentation VID + extended capabilities payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Goupl, |IP = 192.168.1.2, construct
ing VID payl oad

Jan 22 22:21:24 [IKEvl DEBUG : Group = Tunnel Goupl, IP = 192.168.1.2, Send Al ti
ga/ C sco VPN3000/ Ci sco ASA GW VI D

Jan 22 22:21:24 [IKEvl]: IP = 192.168.1.2, |KE _DECODE SENDI NG Message (nsgi d=0)

with payloads : HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + HASH (8) + VENDOR
(13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NONE (0) total le
ngth : 368

Jan 22 22:21:24 [IKEvl]: IP = 192.168.1.2, |KE DECODE RECEl VED Message (nsgi d=0)
with payl oads : HDR + HASH (8) + NOTIFY (11) + VENDOR (13) + VENDOR (13) + NONE
(0) total length : 116

Jan 22 22:21:24 [IKEvl DEBUG : G oup
g hash payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Goupl, IP
hash for | SAKMP

Jan 22 22:21:24 [I KEvl DEBUG : G oup
g notify payl oad

Jan 22 22:21:24 [I KEvl DEBUG : G oup
g VI D payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Groupl, IP = 192.168.1.2, Processin
g 10s/PI X Vendor |D payload (version: 1.0.0, capabilities: 00000408)

Jan 22 22:21:24 [I KEvl DEBUG : G oup Tunnel Groupl, IP = 192.168.1.2, processin
g VI D payl oad

Jan 22 22:21:24 [IKEvl DEBUG : G oup
Cisco Unity client VID

Jan 22 22:21:24 [IKEvl DEBUG : G oup = Tunnel Goupl, IP
ing blank hash payl oad

Jan 22 22:21:24 [I KEvl DEBUG : G oup
ing gm hash payl oad

Jan 22 22:21:24 [IKEvl]: |IP = 192.168.1.2, |KE _DECODE SENDI NG Message (mnmsgi d=e8a
1816d) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 68

Jan 22 22:21:31 [IKEv1]: IP = 192.168. 1.2, |KE DECODE RECEl VED Message (nsgi d=e8
al8led) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 84

Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel Groupl, |IP = 192.168.1.2, process_a

ttr(): Enter!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, |IP = 192.168.1.2, Processin

N

Tunnel Groupl, IP = 192.168.1.2, processin

192.168. 1. 2, Conputing

Tunnel Groupl, IP 192.168. 1.2, processin

Tunnel Groupl, IP 192.168. 1.2, processin

e
1

Tunnel G oupl, 192. 168. 1. 2, Recei ved

192.168.1. 2, construct

e
1

Tunnel G oupl, 192.168.1. 2, construct



g MODE_CFG Reply attributes.

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: primary DNS = cl eared

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: secondary DNS = cl eared

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, IKEGetUserAttributes: primary WNS = cl eared

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: secondary WNS = cl eared
Jan 22 22:21:31 [IKEvl DEBUG : Group = Tunnel G oupl, Usernane
92.168.1.2, IKEGetUserAttributes: |IP Conpression = disabled
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
92.168.1.2, IKEGetUserAttributes: Split Tunneling Policy = Disabled

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: Browser Proxy Setting = no-nodify

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |KEGetUserAttributes: Browser Proxy Bypass Local = disable

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, User (ciscol23) authenticated.

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, constructing blank hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, constructing gm hash payl oad

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=143
60de6) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 60
Jan 22 22:21:31 [IKEv1]: IP = 192.168. 1.2, |KE DECODE RECEl VED Message (nsgi d=14
360de6) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 56
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, process_attr(): Enter!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Processing cfg ACK attri butes

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE _DECODE RECEl VED Message (nsgi d=26
63aldd) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 193
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, process_attr(): Enter!

ciscol23, IP=1

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Processing cfg Request attributes

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for |PV4 address!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for |PV4 net nask!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for DNS server address!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1

92.168.1.2, MODE_CFG Received request for WNS server address!
Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, Received unsupported transaction node attribute: 5

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Banner!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Save PWsetting!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Default Domai n Nane!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Split Tunnel List!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Split DNS!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for PFS setting!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for Cient Browser Proxy Setting!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1

92.168.1.2, MODE_CFG Received request for backup ip-sec peer list!
Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168



. 1.2, Received unknown transaction node attri bute: 28684

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, |IP
92.168.1.2, MODE_CFG Received request for Application Version!

Jan 22 22:21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, dient Type: WnNT Cient Application Version: 5.0.03.0530

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for FWYPE!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, MODE_CFG Received request for DHCP hostname for DDNS is: Wrel essl12
3!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel G oupl, Usernane = ciscol23, |IP
92.168.1.2, MODE_CFG Received request for UDP Port!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
92.168.1.2, Cbtained IP addr (192.168.5.1) prior to initiating Mbde Cfg (XAuth e
nabl ed)

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, Assigned private |P address 192.168.5.1 to renmpte user

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, constructing blank hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, |IP
92.168.1.2, Send Cient Browser Proxy Attributes!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Browser Proxy set to No-Mdify. Browser Proxy data will NOT be inclu
ded in the node-cfg reply

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, constructing gm hash payl oad

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=266
3aldd) with payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 158
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Delay Qick Mdde processing, Cert/Trans Exch/RM DSID i n progress

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, Resune Quick Mdde processing, Cert/Trans Exch/ RM DSI D conpl et ed

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, PHASE 1 COMPLETED

Jan 22 22:21:31 [IKEv1l]: IP = 192.168.1.2, Keep-alive type for this connection:

DPD

1
l_\

1
l_\

1
l_\

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Starting P1 rekey timer: 950 seconds.

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, sending notify nessage

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, constructing blank hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1

92.168.1.2, constructing gm hash payl oad

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=f 44

35669) with payloads : HDR + HASH (8) + NOTIFY (11) + NONE (0) total length : 84

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE _DECODE RECEl VED Message (nsgi d=54
1f 8e43) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +
NONE (0) total length : 1022

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, processing hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, processing SA payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, processing nonce payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1

92.168.1.2, processing |ID payl oad

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, Received renote Proxy Host data in ID Payl oad: Address 192.168.5.1, Proto
col 0, Port O

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, processing |ID payl oad

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, Received local |IP Proxy Subnet data in ID Payl oad: Address 0.0.0.0, Msk



0.0.0.0, Protocol 0, Port O

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |IP
.1.2, QM IsRekeyed old sa not found by addr

Jan 22 22:21:31 [IKEvl]: Goup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, IKE Renote Peer configured for crypto map: dynmap

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, processing | PSec SA payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, IPSec SA Proposal # 14, Transform# 1 acceptable Matches gl obal |IPS
ec SAentry # 10

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, IKE requesting SPI!

192. 168

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Groupl, Usernane = ciscol23, IP =1
92.168.1.2, IKE got SPI from key engine: SPI = 0x31de01d8

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, oakley constucting qui ck node

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, constructing blank hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1

92.168.1.2, constructing | PSec SA payl oad

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |IP = 192.168
.1.2, Overriding Initiator's |IPSec rekeying duration from 2147483 to 28800 secon
ds

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, constructing | PSec nonce payl oad
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, constructing proxy ID
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Transnmitting Proxy |d:

Renmot e host: 192.168.5.1 Protocol O Port O

Local subnet: 0.0.0.0 mask 0.0.0.0 Protocol 0 Port O
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, Sending RESPONDER LI FETI ME notification to Initiator
Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1

92.168. 1.2, constructing gm hash payl oad

Jan 22 22:21:31 [IKEv1]: IP = 192.168.1.2, | KE_DECODE SENDI NG Message (nsgi d=541
f8e43) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +
NOTI FY (11) + NONE (0) total length : 176

Jan 22 22:21:31 [IKEv1]: IP = 192.168. 1.2, |KE DECODE RECEl VED Message (nsgi d=54
1f 8e43) with payloads : HDR + HASH (8) + NONE (0) total length : 48

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168. 1.2, processing hash payl oad

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, loading all |PSEC SAs

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Cenerating Quick Mdde Key!

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1

92.168.1.2, Cenerating Quick Mdde Key!

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Goupl, Username = ciscol23, |P = 192.168
.1.2, Security negotiation conplete for User (ciscol23) Responder, |nbound SPI
= 0x31de01d8, Qutbound SPI = 0x8b7597a9

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, |IKE got a KEY_ADD nsg for SA: SPI = 0x8b7597a9

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1
92.168.1.2, Pitcher: received KEY_UPDATE, spi 0x31de01d8

Jan 22 22:21:31 [IKEvl DEBUG : G oup = Tunnel Goupl, Usernane = ciscol23, IP =1

92.168.1.2, Starting P2 rekey timer: 27360 seconds.

Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Groupl, Username =
.1.2, Adding static route for client address: 192.168.5.1
Jan 22 22:21:31 [IKEvl]: G oup = Tunnel Groupl, Username =
.1.2, PHASE 2 COMPLETED (nsgi d=541f 8e43)

Jan 22 22:21:41 [IKEv1]: |IP = 192.168.1.2, | KE _DECODE RECEl VED Message (nsgi d=78
f7d3ae) with payloads : HDR + HASH (8) + NOTIFY (11) + NONE (O) total length : 8
0

ciscol23, IP = 192.168

ciscol23, IP = 192.168



ASA#debug crypto ipsec 7

!--- Deletes the old SAs. ASA# | PSEC. Del eted inbound decrypt rule, SPI O0x7F3C985A Rule |D:
0xD5567DB0 | PSEC: Del eted inbound permit rule, SPI Ox7F3C985A Rule | D: OxDAEF1DFO | PSEC: Del et ed
i nbound tunnel flow rule, SPI Ox7F3C985A Rule |ID: OxD556AF60 | PSEC: Del eted i nbound VPN cont ext,
SPI 0x7F3C985A VPN handl e: 0x0004678C | PSEC. Del et ed out bound encrypt rule, SPI O0xC921E280 Rul e
I D: OxD517EE30 | PSEC. Del eted out bound permit rule, SPI OxC921E280 Rule |ID: 0xD5123250 | PSEC:
Del et ed out bound VPN context, SPI 0xC921E280 VPN handl e: 0x00040AB4 !--- Creates new SAs. ASA#
| PSEC. New enbryoni c SA created @ O0xD4EF2390, SCB: OxD4EF22CO, Direction: inbound SPI
Ox7F3C985A Session | D: 0x0000FO00 VPIF num: 0x00000002 Tunnel type: ra Protocol : esp Lifetinme
240 seconds | PSEC. New enbryonic SA created @ O0xD556B118, SCB: 0xD556B048, Direction: outbound
SPI : 0xC921E280 Session | D: 0x0000FO00 VPIF num : 0x00000002 Tunnel type: ra Protocol : esp
Lifetime : 240 seconds | PSEC. Conpl eted host OBSA update, SPI 0xC921E280 | PSEC. Creating
out bound VPN context, SPI 0xC921E280 Fl ags: 0x00000005 SA : 0xD556B118 SPI : OxC921E280 MrU :
1500 bytes VCID : 0x00000000 Peer : 0x00000000 SCB : 0x0133B741 Channel: OxD4160FA8 | PSEC:
Conpl et ed out bound VPN context, SPI 0xC921E280 VPN handl e: 0x00040AB4 | PSEC. New out bound
encrypt rule, SPI 0xC921E280 Src addr: 0.0.0.0 Src mask: 0.0.0.0 Dst addr: 192.168.5.1 Dst nask:
255. 255. 255. 255 Src ports Upper: O Lower: O Op : ignore Dst ports Upper: O Lower: O Op : ignhore
Protocol: O Use protocol: false SPI: 0x00000000 Use SPI: false | PSEC. Conpl et ed out bound encrypt
rule, SPI 0xC921E280 Rule ID: OxD517EE30 | PSEC. New out bound permt rule, SPI O0xC921E280 Src
addr: 192.168.1.1 Src mask: 255.255.255.255 Dst addr: 192.168.1.2 Dst nmask: 255.255.255.255 Src
ports Upper: O Lower: O Op : ignore Dst ports Upper: O Lower: O Op : ignore Protocol: 50 Use
protocol: true SPI: OxC921E280 Use SPI: true | PSEC. Conpl eted outbound pernmit rule, SPI
OxC921E280 Rul e I D: 0xD5123250 | PSEC. Conpl eted host | BSA update, SPI 0x7F3C985A | PSEC. Creating
i nbound VPN context, SPI 0x7F3C985A Fl ags: 0x00000006 SA : OxD4EF2390 SPI : Ox7F3C985A MIU : 0
bytes VCI D : 0x00000000 Peer : 0x00040AB4 SCB : 0x0132B2C3 Channel: 0xD4160FA8 | PSEC. Conpl et ed
i nbound VPN context, SPI 0x7F3C985A VPN handl e: 0x0004678C | PSEC. Updati ng out bound VPN cont ext
0x00040AB4, SPI 0xC921E280 Fl ags: 0x00000005 SA : 0xD556B118 SPI : O0xC921E280 MIU : 1500 bytes
VCI D : 0x00000000 Peer : 0x0004678C SCB : 0x0133B741 Channel: 0OxD4160FA8 | PSEC. Conpl eted
out bound VPN context, SPI 0xC921E280 VPN handl e: 0x00040AB4 | PSEC. Conpl et ed out bound i nner
rule, SPI O0xC921E280 Rule ID: OxD517EE30 | PSEC. Conpl et ed out bound outer SPD rule, SPI
0xC921E280 Rule I D: 0xD5123250 | PSEC: New i nbound tunnel flow rule, SPI 0x7F3C985A Src addr:
192.168.5.1 Src mask: 255.255.255. 255 Dst addr: 0.0.0.0 Dst nask: 0.0.0.0 Src ports Upper: O
Lower: O Op : ignore Dst ports Upper: O Lower: O Op : ignore Protocol: 0O Use protocol: false
SPI: 0x00000000 Use SPI: false | PSEC. Conpl eted inbound tunnel flow rule, SPI 0x7F3C985A Rul e
I D: OxD556AF60 | PSEC: New i nbound decrypt rule, SPI Ox7F3C985A Src addr: 192.168.1.2 Src nask:
255. 255. 255. 255 Dst addr: 192.168.1.1 Dst nmask: 255.255.255.255 Src ports Upper: O Lower: 0 Op :
ignore Dst ports Upper: O Lower: O Op : ignore Protocol: 50 Use protocol: true SPI: Ox7F3C985A
Use SPI: true | PSEC. Conpl eted inbound decrypt rule, SPI Ox7F3C985A Rule | D: 0xD5567DB0 | PSEC:
New i nbound permt rule, SPI Ox7F3C985A Src addr: 192.168.1.2 Src mask: 255.255.255. 255 Dst
addr: 192.168.1.1 Dst mask: 255.255.255.255 Src ports Upper: O Lower: O Op : ignore Dst ports
Upper: O Lower: O Op : ignore Protocol: 50 Use protocol: true SPI: Ox7F3C985A Use SPI: true
| PSEC. Conpl eted inbound permt rule, SPI Ox7F3C985A Rule | D OxD4EF1DFO

i& AT Windows B VPN & Fi% 5.0

1%£3% Log > Log settings SAE4E VPN & 8 A BER 5,



# VPN Client | Log Settings X

Changing logging levels will take effect immediately and will cause the current log
winidow to be cleared.

fasE 2 - Medium [ LOG.IKE ]

Connection Manager: | 1 - Low v [LOG.CM ]
Craemon [cvpnd]: | 1 - Low _:j [ LOG.CYEMD ]
Uszer Authentication: | 2-Medium = [LOGAAUTH |

Certificatez: | 1-Low | [LOG.CERT ]

IPsec: | 2-Medum = [LOGIFSEC]

Command Line: | 1 - Low _:j [ LOG.CLI ]

GUE | 1-Low = [LOG.GUI]
FPF: | 1-Low = [LOG.FPF ]
Firewall: | 1 - Low x| [LOGFIREWALL ]

H} 4 Cancel

‘Connected Time: O daw(s), 00:02,37

i%# Log > Log Window LAZ®& VPN FF iR B EIM,



# YPN Client | Log Window

Cizco Systernz WPM Clent Verzion 5.0.03.0530 -
Copynight [C] 1993-2007 Cizco Spstems, Inc. All Rightz Reserved.

Client Typels]: Windows, WinMT

Running on: 5.1.2600 Service Pack 2

1 123357906 01/23/09 Sev=Info/41KE AQxE3000001
IEE received zsignal to terminate WP connection

2 123357906 01/23/09 Sev=Info/41KE /0630000713
SEMDIMG = |SAKMP DAK INFO *[HASH, DEL] to 192.168.1.1

3 1233657906 01/23/09 Sev=Info/41KE QxE3000049
Dizcarding [Pzec 54 negotiation, MaglD=9CE18452

4 123358031 01/23/09 Sev=Info/d1KE AQxE3000017
Marking [E S& for deletion [|_Cookie=017ATBEFAA4BECT 2
R_Cookie=0418652E E04E3C00] reazon = DEL_REASOM_RESET_SADE

5 123358031 M/A23/09 Sev=Info/dIKE AxES000073
SENDING = |SAKMP DAE INFO *[HASH, DEL] to 192.168.1.1

B 123400500 01/23/09 Sev=Info/41KE AOxE3000046
Dizcarding [KE 5S4 negatiation [|_Cookie=01741BEFAA4BECT 2
F_Cookie=0418652E 60463C00] reazon = DEL_REASOM_RESET_SaADE

7123400546 01/23/09 Sev=Info/4IPSEC/DxE3700013
Delete intermal key with SP1=02b5ecics

g 123400546 01/23/09 Sev=Info/4IPSEC/DxE370000C
K.ey deleted by SPI 0x2bhecicd

9 12 34 EIEI 545 EI1 23409 Sev=Info/4IPSEC/OxE3T00073 j
Save | Log Settings Clear Cloze
HxELE

. Cisco ASA 5500 RINBBENEZLIERTEHR

. Cisco ASA 5500 RIIEENRLIFRBDEE
. Cisco PIX 500 Ry LZLi# R TR

- Cisco PIX 500 RIZSREHRDSE

. Cisco BiEENRSREEEE
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