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AXEPHEERETUTRENE R

CBITHRHERRA 7.2(2) B9 Cisco 5500 R5IBENZ 218 E (ASA)
. AT Windows 1.1.4.179 B9 Cisco SSL VPN Client fRAF & : M\EREGT & ( NEEME
P ) T#SSL VPNFE /7% & (sslclient-win*.pka) (X BRIFMF 7). SVC EHE| ASA WIATF
, BIEEETHIEEAFLITENUEEIL S ASA B9 SSL VPN &, BXiFMAEER , 235
ASA BL B ISR L% SVC HHEHH
- 1217 Windows 2000 Professional SP4 & Windows XP SP2 #J PC
. Cisco BiENZ 2R ZEEER (ASDM) 7K 5.2(2)

AXEFNEEHRETREXRERNETNREFREN . ANHEPERANAARERERAR
h(BMIA) BRE. MREEANREXING , BTHARLEL T HMAG SHEERE,

A
BXTHHENESES , §5E Cisco BRETLE,
BERER

SSL VPN &% (SVC) 2 —# VPN BBEHEAR , X ARiLZBZAF JUARIA IPsec VPN & F i
E’Jﬁt*;% MEEMASE R EERITEN L RENTE IPsec VPN B, SVC £ AERit &l
BREHEM SSL MBLR 228 M WebVPN BRHZ ARIE,

RNEBILSVC 2F , ZRAFEEANKESPRMAZSIRE WebVPN Z0OM IP it | XIER[ES
E?&EMZ?&D#LT\ WebVPN B FRE, MREBEREZHET HHRIE , ﬁﬁﬂ;:éu%h”’ﬁ,\

SIRNEE SVC , M4FF SVC THEIZREITEN . NRLZEREZFHEIRGH ‘JL,L:M:FEFH svC,
2% SVC THEZZRITEN , BEEEOFER—NBE SVC 2R,

TH5EME , SVCHBITREHEE , BEIERLLN , SVC 2EZBUTEYNPRERHHE
2, EABURTEE.
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SSL
VPN Client (SVC)

Tunnel P

Inside natwork 192,168,101

10.77.241.128 Dutside nebwork 182.168.1.0
172.16.1.0

Webserver
in the Internet
1002.2.2

Internet Traffic
S5L Tunnel

AR WEEPERMNIPHEIET REInternet EN AT SIAMH, XEut BEXKEDERERAN
RFC 1918 it

f£/H ASDM 5.2(2) Ei ik ASA

ZEME ASA L SSLVPN BLEDEIPSE , B THISE -

1. AXNMBEEARE (NENRESE ) SR HABTUEETIE, T8 . ESHATFASDME
HTTPSiAE , UERIFASDMELEASA, FX : BRIEFXHOS , BENEEER—ASAEO L
B HWebVPNFIASDM, EXEFMEE , BSHEHERE ASA # 0 EERSEH Webvpn F

ASDM,
2. 1%$% Configuration > VPN > IP Address Management > IP Pools SA812 A F VPN & ik
A= Add IP Pool
Marme: vanpool
Starting IP Address: 192168.10.1
Ending IP Address: 19216510254
Subret Mask: 255 255 2550 -
IP #b3it 4 : vpnpool. 2 I ot HEle o
Apply.

3. B A WebVPNi£1E Configuration > VPN > WebVPN > WebVPN Access , AR ABEHFERHE


http://www.ietf.org/rfc/rfc1918.txt?number=1918
//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/mgaccess.html#wp1047288
//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/mgaccess.html#wp1047288
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807be2a1.shtml
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807be2a1.shtml

RHERE O ¥ d“Enable”, i% Enable Tunnel Group Drop-down List on WebVPN Login
Page EAEUE RERT AN FHIIR , AFASEEREHANAFA,

wonfigurafion = YEN = WebVFN = YiebYPN Access
[ {35 PR Yizard “WabVPM Access
FHET caners

.i+_'— IHE Configure access paremeters for WabVPN,
=], lE IFSec
=H-Bp P cddress Maragerment
5 Azzgrment
F Pools | |
] s lertace I WebWPN Enabled | . Enshle
S vekven Ll g -

Diabia

!
deva Trustpomt
i Provey Biypass Fatt Munbar: F43
4% Sarvers and URLs
Port Forvwarding Detaut ide Tmesout FBIII zaconds
] wisbipaoe Custoeniza
—Ea AcLs Max. Seszions Limk: IE
@ Encoding
I =31 wPN Client Wik P Memory Size; |5|:| I% of total phy=ical memory ﬂ
S50 Sarvers
1 % E-mail Prouy [_ [+ Ensicle: Tumnel Grous Drop-doeen List on WebvYPN Logn Page j

[T:ll R |

% 7 Apply, 1%£$% Configuration > VPN > WebVPN > SSL VPN Client > Add SAEM ASA X
FHRM SSL VPN B RS , WTATR.




Flazh S%C Image:

ik

= Browse Flash Dialog

Cancel

| EBrowwse Flash.l.

pload. ..

Help

] crypto_archive

File Marme:

_ FileMame - zize (hytes) Date
azdm-603 hin G051 ,212 o1
aza803-k3 hin 14,635,003 0110
admin.cfg 1,220 092
anyconnect-win-2.00.. 2635734 0aM
azdm-602 hin G059 764 o1
azar22-kd hin a,012,832 ozM
azdm-522 hin 5,623,105 o2M
aza802-k3 hin 14,524 416 010
alel_running.ctg 1 fid1 9,2

zzlclient-win-1.1 417,

zziclient-win-1.1.4 179 pkg

iH,

Cancel

Fefresh




A% Add 55L ¥PN Client Image

Flash S%C lmage: [diskﬂ:fsslclierﬂ-win-“l 14173 pkg J Browze Flz

] 4 Cancel Help

OK.
k OK.% 7 SSL VPN Client Zi%4E,
Configuration = YPM = WebVPH = S5L VPN Client

Clic

'.Eﬁ WP Wizard : ~SSL WPh Client
:
by Conera Configure SSL YPM Client parameters.
T IKE
B psec ( j
v .
= Gyp P Ackiess Manageriert [ Enable SSL WPH Cliert
| :
| "' ¢ I ~SSL WPH Cliert rages
1P IP Pools
%E NAC dizkl: fzziclient-win-1.1 .4 173 pkg
= Webh'Ph
(S ) R T [

& & Apply. M CLI BIE :

4. B4 KWL %E$F Configuration > VPN > General > Group Policy > Add (Internal Group Policy)
LAl B4 BE clientgroup. £ General T iEH“WebVPN"E1E4E , LUZ A WebVPN X
B23& i o

E= Add Internal Group Policy

Matme:; | In:lientgrn:uup
PSec | Cliert Configuration | Cliert Fireweall | Hardware Cliert | mAC | wiekivpn

Check an Inkherit checkbox to let the corresponding setting take itz value from the default group policy.

Tunneling Protocols: ™ Inkherit ™ PSec | W iwebvPre | [ L2TP over IPSec

Fitter: v Inherit I _ﬂ flarage...

£ Client Configuration > General Client Parameters 3£+ , BUEE A “Inherit box for Split
Tunnel Policy” , #M T HI5I & A EZE“Tunnel Network List Below”s BUEiER Split Tunnel
Network List Fr ¥t R #Y Inherit 4E , /5%t Manage /&3 ACL Manager.



= Edit Internal Group Policy: clientgroup

Marme: ln::lierrtgrl:uup

General | IPSes £ Cient Configuration | Client Firewall | Hardware Client | Nac | wisbven |

Check an Inhetit checkbox tao let the carresponding zetting take itz value from the default group palicy.

eneral Client Parameters I Cizco Client Parameters I hicrozoft Client Parameters I

Bannet; ¥ Inkerit Edit Banner..
Default Domair: v Inherit
Split Tunnel DMS MNames (zpace delimited):; V¥ Inkerit

=
=plit Tunnel Palicy: ™ Inherit E’unnel Metwork List Below st
Split Tunnel Metwork List: [ Inher'rt[ [—- MOE - ;I] lManage. ..

r
-&ddrezs poals
¥ Inherit
Avalable Pools Szsigred Podls (Upioc & entries]
Aclder
==Rermave
] 4 I Cancel Help

#£ ACL Manager # , %42 Add > Add ACL... SABIE &9 15 1 5 &
= ACL Manager

Standard ACL | Extended AcL |

#add o @ [focets| & | & B @ -

+ Addd ACL... Description
o Add ACE.
o Jrsert

T@E [t = L =




A ACL I BE—1NEH , AR EEH OK,
g= ACL Manager

Standard ACL | Extended AL |
g add - [@ Edit ﬁDeletE‘ + ¥ | .:; B @ -

Mo Addrezz Action Dezcrigtion

g% Add ACL : x|

ACL Mame: Ispl'rt-tunnel

2k Cancel | Help |

B2 ACL B#/5 , 1%£4% Add > Add ACE LA INT5 B #2415 (ACE). E X 5 ASA /5#Y LAN i
M) ACE, EXFIERT , MK 10.77.241.128/26 , %1% Permit, 35 OK BUBH ACL

Manager,
= ACL Manager

Standard ACL | Extended ACL |

g Add ~ [ £ ﬂDelete|‘f £ ‘ & B @@ -

i a] Addrezs Action Dezcription
zplt-tunnel
% Add ACE " ]
—&ction

Action: |ﬁ9 Pertmit ;I

~HostMletwork
IP Adidress: f10.77.241.125] R J
Metmask:  [255.255.255.192 =]
Description:

2k Cancel Help

¥R 1E Split Tunnel Network List &R RIRI 61 ACL, %7 OK LUBEARMEE.



i= Edit Internal Group Policy: clientgroup

Matme: in::lientgrn:lup

General | IPSes f Client Configuration)| ciert Firswall | Hardware Client | Hac | wibven |

Check an Inherit checkbox to let the corresponding setting take itz value from the default group palicy .

General Client Parameters l Cisco Client Parameters ! Wicrozoft Client Parameters

Bannet: v Inherit Edit- BEannet
Default Domsirn: IV Inherit
=plit Tunnel ONS Mames (zpace delimited); v Inherit
=
Splt Tunnel Policy: [ Inherit E’unnel Metwark List Below |
Zplit Tunnel Metwork List: I Inher'rt( lspl'rt-tunnel ;j] Manage. ..
r

Addrezz pools -

¥ Inherit
Avalable Pools Azzighed Pool s (updo G entries)
Al =
==Remoye
Ok Cancel Help

FEER L, 2 Apply , RiF¥THSend” ( MRBE ) , B S RIEE ASA. X F“Use SSL
VPN Client"1£31 , BUHIEH Inherit Ei&4E , A5 2o Optional” i LM, tEMAFZER
FimikiE 2 A%t WebVPN > SSLVPN Client 3 fli% % T 5IEM : %£#2“Do not™ ¥ T £
SVC, Always i&FWERESZN SSL VPN EZHEE SVC THEIZE T, T Keep
Installer on Client System &I , BUH% S Inherit Zi%4AE , RS ¥ Yes Rk, Bidtig
£, SVC R RBEEZFFHITEN L ; Bt , FHAESXHTIEZNEBER ASA ¥ SVC
BRUHETHRIEFF K. NTELERRBULMEHNZEAFTES , AR - MEFNERE, X TF
Renegotiation Interval 3£ , BUHES Inherit 42 , BUEZE S Unlimited Zi&4E , AR AER
ERBAZHELET N 758, MRENBANERNEKERBRS , TAgEZEM, XTF
Renegotiation Method J£I , BUHEH Inherit Z3IE4E , Ri5H8 i SSL £k, EFiHET
DAER MBI SSL RRES N EFMNHEI X CIZMFHAZE. AT SSL VPN Client B MR Bl & M



WTEAR

f= Edit Internal Group Policy: clientgroup

Mame: |clientgroup

eneral | IPSec | Coent Configuration | Cliert Firewsil | Hardware Client | NaC

Configura YVskhVvPN attributes wsing the following tabs |
Check an Inherit checkbox to let the corresponding setting take &= walue from the default group policy.

Functions | Contert Fittering | Homepage | Port Forvwarding | Cither | Auto Signot |

Use SSL VPN Cliert: ™ Inkherit  Always " Never
Keep Installer on Client System: I Inhertt ™ No
Compression ¥ Inherit " Enabie {" Disatie
Keepalive Messages: [+ Inherit I~ Enalbie [Fiterws] Ii S =letalg ]
Key Rensgotiation Settings
Renegotistion Interwval: ™ nherit
Rensgotiation Method: I nherit
—Dead Peer Detection
Gatenway Side Detection ¥ Inhertt I Erabile IFterya Beant
Client Side Detection: ¥ nherit I Erehie IFterss — SECOFIE
OK Cancel Help

B OK , REEH Apply.

Configuration = YEM = General = Group Policy

= ﬁ General

g8 PN System Options
s Clert Updste

] Turnel Group

|2
r

Uzers

) VPN Wizard : Group Policy

Marage VPN group pobcies. A VPR group policy is & collection of user-orietied aftribute bealue
~ &y ke stored internally on the desice or extermaly on & RADILS server, The group pokcy Info
ﬂ P referenced by VPN tunnel groups and user accounts.

—*;* Default Tunnel Gatey
—+2* Tone Labs Integrity &

=T KE

| clizrtgra Up

Iriber s

AAA Server Group

wvebnon

|-|-lﬁ IPSec

EM¥ CL mfl ﬁ

DrtGrePolicy (System Deta.,

internsl  L2TPPSec PSec — A, -

5. £ Configuration > VPN > General > Users > Add , A& 8 2 589 F 7 ik P ssluser1, B



OK , A5 & EHApply.

ﬁ Add User Account

identity | vPr Palicy | wekivPn

I=ername: | s=luzer |

|tttttttt

Pas=sweord:

tttttttt|

Canfirtn Password:

[T User authenticated uzing MSCHLAP

Privilege level iz used with command authorization.

Privilege Level: | t2 | j

] 4 I ancel | Help |

EWCLIER:
6. i%#% Configuration > Properties > AAA Setup > AAA Servers Groups > Edit S\ S BRIARS
8540 LOCAL , #%H1“Enable Local User Lockout’& ik 4E 3 H{ A=A N BERE R 16,



Canfiguration = Froperies = ARA Setup = AAR Server Grouns

= Startup Wizerd : AL ZEMYESN Laf DLEKS
gl A4 Setup
s Server Groups| AL SErver Qrouns
Fﬁ' il Promgl . S
—8 LoaR siribute Mag Server Group Protocal Accourting Mocs Fractivation Mods ]
I anti-spooting | —
I S
= Mo Updade - "
= Client Update
E" ﬂ Certificate Thez testre alows to ﬂ:EElr'f"ﬂ"E rExrL Aumber of falad EI'IIEd"I'IFI18 to alow betare
= iF Dsaiies O e Incidng OLR & uEer & IZEI"I'p' accezs to e wser. TS limi 1= applnma IZII"Ihr\I'l'I'E’I"I loca
il Asn Acoess dstabags b =ed 10F suthentication,
—% HTTPS/ASDM |
— M S=cure Shel i: Enshie Local Uzer Lockout |
&5 Teinet re
£ virual Access hssdmim Attt 16 ) —_—
#1888 Device Administration -
B DHOP Services —
s DS Delete
e Hoh Avalsbilty and Scsl
— i@ Failover 1
u Fragrment O Cancel I Help |
i _ - o r
ZWCLIERRE :

7. BLMPRELH £ Configuration > VPN > General > Tunnel Group > Add (WebVPN access) A
B2 FPREA ssigroup. £ General > Basic T FH , N\ T FIFAIER clientgroup R
“Group Policy”o

A= Add Tunnel Group =

Marme; |Isslgrnup | Type: |Iwehvp%

Zeneral | T |

Configure general access attributes from the following sub-tabs.

.&Lﬂhemicatinnl Autharization .&n:n:u:nuntingl Client Address Azsignment | Advanced

roup Palicy: -::Iier'utgr'-:u.lr:n ]

[T Stripthe reslm from username betare passihg iton to the &84 server

1 General > Client Address Assignment &3~ H By “Address Pools” T , #&“Add >>"EL %
B AT AR tth 21k 3 vpnpoolo



&= Add Tunnel Group

Marme: isslgrnup Type:  webvpn
WiekAPH |

Configure general accesz attributes from the followwing sub-tabs.

Eiaain::l .ﬂ-.uther'rtin:atin:un! Authorization | Accounting [':"Eﬂt Addrezs Assignment I Acvanced

To zpecity whether to use DHCP or address pools for address assignment, go to Configuration = %Pk
= |P Addrezz Management = Azsignmett.

rDHCP Servers -

IF Address: i

ra&ddress Pools -
To configure interface-specific address poals, goto the Advanced tab.

Available Pools Azzigned pools

(Add == ] ||

f£ WebVPN > Group Aliases and URLs i£M+H , ZSHEPRA S H L Add >>"FH
EREZRFANAERTRTP,

zeneral

Configure WebYPM access attributes fram the follovwing sub-tabs.

Basic | NetBIOS Servers [Group Aliases and URLs | et page |

Group Aliases —

e Bl ==

== Remove

F Enable

B OK, AAE%T Apply. S¥ CLIERE :
8. ELIE NATXI TR B AT #53 RAVER IP sbaik 172.16.1.5 BN EBREHBIER |, 1EF
Configuration > NAT > Add > Add Dynamic NAT Rule.




@ Add Dynamic NAT Rule

-Real Address

Interface:; Iinside

P Address: b.n.n.n

Metmask:  10.0.0.0

rDynamic Transkation -

Interface; Iu:uutside

dp add [ Edit [[] Delete

iz B 1721615

SElect Fool L SAUFEEEES Fool

MAT Options. .. |

]9 I Cancel
“Apply”. FM CLI E/R :

Help

9. I MHEBM & BIVPNE F i Y IR B 57 & BL iE nat-exemption,
ciscoasa(config) #access-1list nonat permit ip 10.77.241.0 192.168.10.0
ciscoasa(config) #access-1list nonat permit ip 192.168.10.0 10.77.241.0

ciscoasa(config) #nat (inside) 0 access-list nonat

CLlI ASA 7.2(2

Cisco ASA 7.2(2)

ciscoasaf#fshow running-config
: Saved

ASA Version 7.2(2)

!

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface Ethernet0/0

nameif inside

security-level 100

ip address 10.77.241.142 255.255.255.192
!
interface Ethernet0/1

nameif outside

security-level 0

B# OK, REEXAPEE



ip address 172.16.1.1 255.255.255.0
!

interface Ethernet0/2
shutdown

no nameif

no security-level

no ip address

!

interface Ethernet0/3
shutdown

no nameif

no security-level

no ip address

!

interface Management0/0
shutdown

no nameif

no security-level

no ip address

!
passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive

access-list split-tunnel standard permit 10.77.241.128
255.255.255.192

!--- ACL for Split Tunnel network list for encryption.
access-1list nonat permit ip 10.77.241.0 192.168.10.0
access-1list nonat permit ip 192.168.10.0 10.77.241.0 !--
- ACL to define the traffic to be exempted from NAT.
pager lines 24 mtu inside 1500 mtu outside 1500 ip local
pool vpnpool 192.168.10.1-192.168.10.254

!--—- The address pool for the SSL VPN Clients no
failover icmp unreachable rate-limit 1 burst-size 1 asdm
image disk0:/asdm-522.bin no asdm history enable arp
timeout 14400 global (outside) 1 172.16.1.5

!--— The global address for Internet access used by VPN
Clients. !--- Note: Uses an RFC 1918 range for lab
setup. !--- Apply an address from your public range
provided by your ISP. nat (inside) 0 access-1list nonat
!--- The traffic permitted in "nonat" ACL is exempted
from NAT. nat (inside) 1 0.0.0.0 0.0.0.0

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:0

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:

timeout uauth 0:05:00 absolute

group-policy clientgroup internal

!--- Create an internal group policy "clientgroup".
group-policy clientgroup attributes
vpn-tunnel-protocol webvpn

!--- Enable webvpn as tunneling protocol. split-tunnel-
policy tunnelspecified
split-tunnel-network-list value split-tunnel




!--— Encrypt the traffic specified in the split tunnel
ACL only. webvpn
svc required

!--- Activate the SVC under webvpn mode. svc keep-
installer installed

!--—- When the security appliance and the SVC perform a
rekey, !--- they renegotiate the crypto keys and
initialization vectors, !--- and increase the security
of the connection. svc rekey time 30

! --— Command that specifies the number of minutes !---
from the start of the session until the rekey takes
place, !--- from 1 to 10080 (1 week). svc rekey method
ssl

! --—- Command that specifies that SSL renegotiation !---
takes place during SVC rekey. username ssluserl password
ZRhW85jZgEavVd5P. encrypted

!--- Create an user account "ssluserl". aaa local
authentication attempts max-fail 16

!--- Enable the AAA local authentication. http server
enable http 0.0.0.0 0.0.0.0 inside no snmp-server
location no snmp-server contact snmp-server enable traps
snmp authentication linkup linkdown coldstart tunnel-
group sslgroup type webvpn

!--- Create a tunnel group "sslgroup" with type as
WebVPN. tunnel-group sslgroup general-attributes
address-pool vpnpool

!--- Associate the address pool vpnpool created.
default-group-policy clientgroup

!--- Associate the group policy "clientgroup" created.
tunnel-group sslgroup webvpn-attributes

group-alias sslgroup_users enable

!--- Configure the group alias as sslgroup-users. telnet
timeout 5 ssh timeout 5 console timeout 0 ! class-map
inspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map parameters
message-length maximum 512 policy-map global_policy
class inspection_default inspect dns preset_dns_map
inspect ftp inspect h323 h225 inspect h323 ras inspect
netbios inspect rsh inspect rtsp inspect skinny inspect
esmtp inspect sglnet inspect sunrpc inspect tftp inspect
sip inspect xdmcp ! service-policy global_policy global
webvpn

enable outside

!-—-- Enable WebVPN on the outside interface. svc image
disk0O:/sslclient-win-1.1.4.179.pkg 1

!--- Assign an order to the SVC image. svc enable

!--- Enable the security appliance to download !--- SVC
images to remote computers. tunnel-group-list enable




!--- Enable the display of the tunnel-group list !--- on
the WebVPN Login page. prompt hostname context
Cryptochecksum:d41d8cd98£00b204e9800998ecf8427e : end

ciscoasa#

£/ SVC BV SSL VPN £

ERE 5 ASA K SSL VPN E# |, BIITU TSR,

1. MW T AT RIENIE Web FIBERRHE A ASA WebVPN # 0O/ URL = IP it

https://url

xE

https://<IP address of the ASA WebVPN interface>
= WebVYPN Service - Microsoft Internet Explorer

Fie Edit  View Favorkes Tools  Helo

eﬁack kil > Ii.lﬁl ﬂ :] ,..ﬂ". ! Sasrch *;:I_'F.’Favnribai E}' [ J= ﬁ E ﬂ

Aidress

] https:{{172.16.1.1f+webvpn-+finde:x. himl

Cisco SysTems

- WebVPN Service

Flease enteryour username and password.

USERMNAME: |

PASSWORD: |_
GROUP: i-sslgn::up_usera

b

-y

2. mARPENOT , ABNTHAIRPERMENNEA , WTFAR.

":.i M A



Flease enter your username and password.
USERNAME: |ssluser]
PASSWORD: ssssssss| |

GROUP: sslgroup_users v

_ Login 1 Clear |

3. T# SVC 2 #l , #MEIUEH L ZE ActiveX Bt

File Edit “iew Favorites Tools  Help

L — !
- - | - h ] (= o i o
@ Back s I HL| L'ELI | A Search ;}'x".) Fawvarites -%:i

Address féj hktps: 172, 16,1, 1 /CACHE/skc /1 finde:x. html

Risen SPSTEME

. SSLVPN CUENT forWEBVPN

The installer is downloading the Activex,
Please wait. ..

Useful Tips

4. 3 SSL VPN EEZH , REFUTED,
Rised STETEMS

AP, SSLVPN CLENT forWEBVPN

Please wailt while the S5L VPH connection is
establisheil.

5. BN EERE , FE2ERUTEN,



jr.i' Cisco Systems SSL ¥PN Client
The S5L WPM connection has been established.

6. REHITEIESEAHIANECARENR. kNERUTER, E':F@’E*E?% SSL E#EME

B, flan | 192.168.10.1 RS ELAEF AT IP iat , ARSSES IP stk 172.16.1.1 , “Split

Recycle B

tunneling’B 8 A , &%,
# Cisco Systems 55L VPN Client
Lsco SYSTEMS
SSLVPN CLENT for WEBVPN
Stalistics | Routs Detils | About |
Address Information S5L Information
Server: 1721611 Cipher: ADES SHAA
{ Cliert: 132.168.1 IZI.'I] Yersion: TLSw1
Bytes Tranzport Information
Sent: 2887 Local LAM: Dizabled
Recerved: 340 ( Splt Tunneling: Enal:ule::l_:
Frames Connection Information
Sent; a5 Tirne: 00: 0n: 24
Recelved: 12
|_Reset |
| Close Disconnect EE T B

ERH SSL #HITMENREME |, BE ASA FEEN D EIBE TR PR FHMESIR, £
Al | SSL VPN BEF IR AT AL 215 10.77.241.128/24 , MABEMBERAI2MNE | tB

ToBEBERIE.



2 Cisco Systems 55L VPN Client

Guscs SYSTEME

PN, SSLVPN CLENT for WEBVPN

Local LAM Boutes Secure Houtes

Metwork | Subnet Mask | MNebwork | Subret Mask |
1077.241.128 255255255,

iose IRzt

# Cisco Systems 55L VPN Client

Wi

Gisen SYSTEME

WM. SSLVPN CLENT forWEBVPN
Statistics] Route Details 1

Cisco SYSTEMS

SSLVPN CLIENT
. forWEBVPN

Werzion1.1.4179

Create a fully secure connection
anywhere anytime

SECURE REMOTE ACCESS.NOW.
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its affiliates in the United Siates and ceriain other countries.
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moRHBERERF ((SREMAF, ) (OIT) XFELE show @i T, A OIT IEEX show v wH

B 24

. show webvpn svc — R RFEHE ASA REHRH SVC R
ciscoasaf#fshow webvpn svc

1. diskO:/sslclient-win-1.1.4.179.pkg 1
CISCO STC winl2k+ 1.0.0

1,1,4,179

Fri 01/18/2008 15:19:49.43

1 SSL VPN Client(s) installed

. show vpn-sessiondb svc — £ REX L&) SSL EENE L.

ciscoasaf#show vpn-sessiondb svc

Session Type: SVC

Username ssluserl

Index 1

Assigned IP 192.168.10.1 Public IP 192.168.1.1
Protocol svc Encryption 3DES

Hashing SHA1

Bytes Tx : 131813 Bytes Rx 5082

Client Type : Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)

Client Ver : Cisco Systems SSL VPN Client 1, 1, 4, 179
Group Policy : clientgroup
Tunnel Group sslgroup

Login Time
Duration
Filter Name

12:38:47 UTC Mon Mar 17 2008
Oh:00m:53s

. show webvpn' group-alias — E RN FHEBHBIE.

ciscoasaf#fshow webvpn group-alias

Tunnel Group:

sslgroup Group Alias:

sslgroup_users enabled

. ¥£ ASDM # | %42 Monitoring > VPN > VPN Statistics > Sessions 5 7 ## ASA X431

WebVPN £FHEXELR.

piondoring = ¥PH = YP Statistics = Sessions
= Wi Conneclion Graphs

EEs T

L

‘HT PEH‘.'TLI"IHS B E LAJ-fo-La WighyEN SELYPHNOlark | E-4mal Pro Total g
i_‘f Sezgiong Acoazs el et Curnlative
YPN Siatistlics o o i a o 1 12
B cro Stetistics
| Compression Statizi;
FHer By |[Web'VPN hl - Fiksir
Cintnal IKEAPSen Stai B |
sian Su
W Sengion Sumims Liserhamme Group Polcy Prodoel Lagin Thwa Detaiz

Erotocol Slalislics

B oo Sehatics

P B R

B REMNEETATHEERTHREDRR.

1. vpn-sessiondb logoff name <username> — AT EAF B/ SSL VPN £FNH T,

ciscoasa#fvpn-sessiondb logoff name ssluserl
Called vpn_remove_uaulth: success!

webvpn_svc_np_ tear_down: no ACL


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

NFO: Number of sessions with name "ssluserl" logged off : 1

EtE |, BT LU vpn-sessiondb logoff sve ap R & IEFTE SVC £1F,
EE . RPCH AFHSAKIEE |, MISSL VPNEERT UL 1L,

webvpn_rx data_cstp
webvpn_rx_data_cstp: got message

SVC message: t/s=5/16: Client PC is going into suspend mode (Sleep, Hibernate, etc)

Called vpn_remove_uauth: success!
webvpn_svc_np_ tear_down: no ACL

ciscoasat#tshow vpn-sessiondb svc
INFO: There are presently no active sessions

. Debug webvpn svc <1-255> — Rt webvpn BH LB T &1F.

Ciscoasa#debug webvpn svc 7

ATTR_CISCO_AV_PAIR: got SVC ACL: -1
webvpn_rx_data_tunnel_ connect
CSTP state = HEADER_PROCESSING
http_parse_cstp_method()
. .input: 'CONNECT /CSCOSSLC/tunnel HTTP/1.1'
webvpn_cstp_parse_request_field()
..input: 'Host: 172.16.1.1"
Processing CSTP header line: 'Host: 172.16.1.1°'
webvpn_cstp_parse_request_field()
. .input: 'User-Agent: Cisco Systems SSL VPN Client 1, 1, 4, 179'
Processing CSTP header line: 'User-Agent: Cisco Systems SSL VPN Client 1, 1, 4,
179"
Setting user-agent to: 'Cisco Systems SSL VPN Client 1, 1, 4, 179
webvpn_cstp_parse_request_field()
. .input: 'X-CSTP-Version: 1'
Processing CSTP header line: 'X-CSTP-Version: 1'
Setting version to '1'
webvpn_cstp_parse_request_field()
..input: 'X-CSTP-Hostname: tacweb'
Processing CSTP header line: 'X-CSTP-Hostname: tacweb'
Setting hostname to: 'tacweb'
webvpn_cstp_parse_request_field()
. .input: 'X-CSTP-Accept-Encoding: deflate;g=1.0"
Processing CSTP header line: 'X-CSTP-Accept-Encoding: deflate;g=1.0"
webvpn_cstp_parse_request_field()
..input: 'Cookie: webvpn=16885952@10@1205757506@D4886D33FBF1CF236DB5E8SBE70B1486
D5BC554D2"
Processing CSTP header line: 'Cookie: webvpn=16885952@10@1205757506@D4886D33FBF1
CF236DB5E8BE70B1486D5BC554D2 "
Found WebVPN cookie: 'webvpn=16885952@10@1205757506@D4886D33FBF1CF236DB5ESBE70B1
486D5BC554D2"
WebVPN Cookie: 'webvpn=16885952@10@1205757506@D4886D33FBF1CF236DB5ESBE70B1486D5B
C554D2"
Validating address: 0.0.0.0
CSTP state = WAIT_FOR_ADDRESS
webvpn_cstp_accept_address: 192.168.10.1/0.0.0.0
CSTP state = HAVE_ADDRESS
No subnetmask... must calculate it
SVC: NP setup
webvpn_svc_np_setup
SVC ACL Name: NULL
SVC ACL ID: -1
SVC ACL ID: -1
vpn_put_uauth success!
SVC: adding to sessmgmt



SVC: Sending response
CSTP state = CONNECTED

4. £ ASDM H | i%# Monitoring > Logging > Real-time Log Viewer > View Ll & & LRt 4,
e RBIE R SVC 192.168.10.1 & Internet A Webserver 10.2.2.2 Z [8l3&3d ASA 172.16.1.5
HEEE,
=
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Fiber 8| . Ll": - |Fit
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