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( INTERNET

Outside
E4.100.0.0/24

ASA dmz
S500/5500X 1721611524
T T - )
Inside Test Server
10.1.1.9024 Private IP: 172.16.1.5/24

DG: 172.16.1.1
Public IP: 64.100.0.5/24

=)

PC-4
IP:10.1.1.5124
DG 100111

Al

ASA 8.3% E & IR A K FIRNAT:

obj ect network obj-10.1.1.5
host 10.1.1.5

obj ect network obj-172.16.1.5
host 172.16.1.5

obj ect network obj-64.100.0.5
host 64.100.0.5

nat (inside,dnz) source static obj-10.1.1.5 interface destination static obj-64.100.0.5 obj -
172.16.1.5

NOTE: After this NAT is applied in the ASA you will receive a warning message as the following:

WARNING All traffic destined to the |IP address of the outside interface is being redirected.
WARNI NG Users nay not be able to access any service enabled on the outside interface.

ASA 8.2 B B iR A K FIRNAT:



access-1ist | NDMEZ-| NTERFACE ext ended pernmit ip host 10.1.1.5 host 64.100.0.5
static (inside,dnz) interface access-list | N DVZ-1NTERFACE

access-1ist DVZ-I N | NTERFACE extended permit ip host 172.16.1.5 host 172.16.1.1
static (dne,inside) 64.100.0.5 access-1ist DMZ-I N | NTERFACE

YRR

Packet Tracerfii tH iR ZA<8.3 R E & MR A :

ASA# packet-tracer input inside tcp 10.1.1.5 123 64.100.0.5 80

Phase: 1

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Confi g:

Implicit Rule

Addi tional |nformation:
MAC Access |i st

Phase: 2

Type: UN- NAT

Subt ype: static

Resul t: ALLOW

Confi g:

nat (inside,dne) source static obj-10.1.1.5 interface destination static obj-64.100.0.5 obj-
172.16.1.5

Addi tional |nfornation:

NAT divert to egress interface dne

Untransl ate 64.100.0.5/80 to 172.16.1.5/80

Phase: 3

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

nat (inside,dnme) source static obj-10.1.1.5 interface destination static obj-64.100.0.5 obj-
172.16.1.5

Addi tional Information:

Static translate 10.1.1.5/123 to 172.16.1.1/123

Phase: 4

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 5

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional I|nformation:

Phase: 6

Type: NAT

Subt ype: rpf-check
Resul t: ALLOW
Confi g:



nat (inside,dne) source static obj-10.1.1.5 interface destination static obj-64.100.0.5 obj-
172.16.1.5
Addi tional |nfornation:

Phase: 7

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 8

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 9

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 167632, packet dispatched to next nodul e

Resul t:

input-interface: inside
i nput -status: up
input-line-status: up
output-interface: dne
out put-status: up

out put-1line-status: up
Action: allow

Packet Tracerfi tH iR A<8.2 % BE{R RN -

ASA#packet-tracer input inside tcp 10.1.1.5 123 64.100.0.5 80

Phase: 1

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Confi g:

static (dne,inside) 64.100.0.5 access-1ist DMZ-I N | NTERFACE
match ip dnz host 172.16.1.5 inside host 172.16.1.1

static translation to 64.100.0.5

translate_hits = 0, untranslate_hits =1

Addi ti onal Infornmation:

NAT divert to egress interface dne

Untransl ate 64.100.0.5/0 to 172.16.1.5/0 using netmask 255.255. 255. 255

Phase: 2

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 3

Type: NAT

Subt ype:
Resul t: ALLOW



Confi g:

static (inside,dnz) interface access-list | N DVZ-1NTERFACE

match ip inside host 10.1.1.5 dnez host 64.100.0.5

static translation to 172.16.1.1

translate_hits = 1, untranslate_hits = 0

Addi tional |nfornation:

Static translate 10.1.1.5/0 to 172.16.1.1/0 using netmask 255. 255. 255. 255

Phase: 4

Type: NAT

Subtype: host-limts

Resul t: ALLOW

Confi g:

static (inside,dnz) interface access-list | N DVZ-1NTERFACE
match ip inside host 10.1.1.5 dnez host 64.100.0.5

static translation to 172.16.1.1

translate_hits = 1, untranslate_hits = 0

Addi tional |nfornation:

Phase: 5

Type: NAT

Subt ype: rpf-check

Resul t: ALLOW

Confi g:

static (dne,inside) 64.100.0.5 access-1ist DMZ-I N | NTERFACE
match ip dnz host 172.16.1.5 inside host 172.16.1.1

static translation to 64.100.0.5

translate_hits = 0, untranslate_hits =1

Addi tional |nfornation:

Phase: 6

Type: NAT

Subtype: host-limts

Resul t: ALLOW

Confi g:

static (dne,inside) 64.100.0.5 access-1ist DMZ-I N | NTERFACE
match ip dnz host 172.16.1.5 inside host 172.16.1.1

static translation to 64.100.0.5

translate_hits = 0, untranslate_hits =1

Addi tional |nfornation:

Phase: 7

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 8

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 503, packet dispatched to next nodul e

Resul t:

input-interface: inside
i nput -status: up
input-line-status: up
output-interface: dne
out put-status: up

out put-1line-status: up
Action: allow



BiEaHIR

ASA# sh cap

capture capin type rawdata interface inside [Capturing - 1300 bytes]
match ip host 10.1.1.5 host 64.100.0.5

capture capout type rawdata interface dnez [Capturing - 1300 bytes]
match ip host 172.16.1.1 host 172.16.1.5

ASA# sh cap capin

10 packets captured

1: 12:36:28.245455 10.1.1.5 > 64.100.0.5: icnmp: echo request
2: 12:36:28.269441 64.100.0.5 > 10.1.1.5: icnp: echo reply
3: 12:36:28.303451 10.1.1.5 > 64.100.0.5: icnp: echo request
4: 12:36:28.333692 64.100.0.5 > 10.1.1.5: icnp: echo reply
5: 12:36:28.372478 10.1.1.5 > 64.100.0.5: icnp: echo request
6: 12:36:28.395563 64.100.0.5 > 10.1.1.5: icnp: echo reply
7: 12:36:28.422402 10.1.1.5 > 64.100.0.5: icnp: echo request
8: 12:36:28.449241 64.100.0.5 > 10.1.1.5: icnp: echo reply
9: 12:36:28.481420 10.1.1.5 > 64.100.0.5: icnp: echo request

10: 12:36:28.507435 64.100.0.5 > 10.1.1.5: icnp: echo reply
10 packets shown

ASAl# sh cap capout

10 packets captured

1. 12:36:28.245730 172.16.1.1 > 172.16.1.5: icnp: echo request
2: 12:36:28.269395 172.16.1.5 > 172.16.1.1: icnp: echo reply
3: 12:36:28.303725 172.16.1.1 > 172.16.1.5: icnp: echo request
4: 12:36:28.333646 172.16.1.5 > 172.16.1.1: icnp: echo reply
5: 12:36:28.372737 172.16.1.1 > 172.16.1.5: icnp: echo request
6: 12:36:28.395533 172.16.1.5 > 172.16.1.1: icnp: echo reply
7: 12:36:28.422661 172.16.1.1 > 172.16.1.5: icnp: echo request
8: 12:36:28.449195 172.16.1.5 > 172.16.1.1: icnp: echo reply
9: 12:36:28.481695 172.16.1.1 > 172.16.1.5: icnp: echo request

10: 12:36:28.507404 172.16.1.5 > 172.16.1.1: icnp: echo reply
10 packets shown
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PC-A
101 .1.5i24 Test Server
DG 10111 Private IP: 10.1.1.6/24
oG: 10.1.1.1

Public IP: 64.100.0.5/24

R

ASA 8.3K ESMAHFHIXNAT:

obj ect network obj-10.1.1.5
host 10.1.1.5

obj ect network obj-10.1.1.6
host 10.1.1.6

obj ect network obj-64.100.0.5
host 64.100.0.5

nat (inside,inside) source static obj-10.1.1.5 interface destination static obj-64.100.0.5 obj-
10.1.1.6



NOTE: After this NAT is applied in the ASA you will receive a warning message as the following:

WARNING All traffic destined to the IP address of the outside interface is being redirected
WARNI NG Users may not be able to access any service enabled on the outside interface

ASA 8.2% B B iR A K FIRNAT:

access-1ist | NOUT-I NTERFACE extended pernit ip host 10.1.1.5 host 64.100.0.5
static (inside,inside) interface access-list | N OUT-1NTERFACE

access-1ist OUT-1 N | NTERFACE extended pernit ip host 10.1.1.6 host 10.1.1.1
static (inside,inside) 64.100.0.5 access-list OUT-I N | NTERFACE

EE  JRIPHHEMN10.1.1 5 RBASAN EREE O IPH#31E10.1. 1. 1AINATH RN T E B 1 28 F
REAEN10.1.1.6MNEFREFASA , XRE G IEXIFERE M A FASALEFRAERENSER
RBANBNEN , MBI TERAGI B FRBIRIPHIE |, MASAR R IEXS BREE B M P LE RS

=B
H,g;ﬁlio

R BR

Packet Tracerfi tH iR A8.3 % B & IR AN :

ASA# packet-tracer input inside tcp 10.1.1.5 123 64.100.0.5 80

Phase: 1

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Confi g:

nat (inside,inside) source static obj-10.1.1.5 interface destination static obj-64.100.0.5 obj-
10.1.1.6

Addi tional Information:

NAT divert to egress interface inside

Untransl ate 64.100.0.5/80 to 10.1.1.6/80

Phase: 2

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

nat (inside,inside) source static obj-10.1.1.5 interface destination static obj-64.100.0.5 obj-
10.1.1.6

Addi tional Information:

Static translate 10.1.1.5/123 to 10.1.1.1/123

Phase: 3

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Confi g:

Inplicit Rule

Addi tional Information:

Phase: 4

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi ti onal Information:



Phase: 5

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional I|nformation:

Phase: 6

Type: NAT

Subt ype: rpf-check

Resul t: ALLOW

Confi g:

nat (inside,inside) source static obj-10.1.1.5 interface destination static obj-64.100.0.5 obj-
10.1.1.6

Addi tional |nfornation:

Phase: 7

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 8

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 9

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 167839, packet dispatched to next nodul e

Resul t:

input-interface: inside
i nput -status: up
input-line-status: up
output-interface: inside
out put-status: up

out put-1line-status: up
Action: allow

Packet Tracerfi tH iR A<8.2 % BE{RARAN -

ASA# packet-tracer input inside tcp 10.1.1.5 123 64.100.0.5 80

Phase: 1

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Confi g:

static (inside,inside) 64.100.0.5 access-list OUT-I N | NTERFACE
match ip inside host 10.1.1.6 inside host 10.1.1.1
static translation to 64.100.0.5

translate_hits = 0, untranslate_hits =1

Addi ti onal Infornmation:

NAT divert to egress interface inside



Untransl ate 64.100.0.5/0 to 10.1.1.6/0 using netmask 255.255. 255. 255

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Confi g:

Implicit Rule

Addi tional |nformation:

Phase: 3

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 4

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

static (inside,inside) interface access-list | N OUT-1NTERFACE
match ip inside host 10.1.1.5 inside host 64.100.0.5

static translation to 10.1.1.1

translate_hits = 1, untranslate_hits = 0

Addi tional |nfornation:

Static translate 10.1.1.5/0 to 10.1.1.1/0 using netmask 255.255. 255. 255

Phase: 5

Type: NAT

Subtype: host-limts

Resul t: ALLOW

Confi g:

static (inside,inside) interface access-list | N OUT-1NTERFACE
match ip inside host 10.1.1.5 inside host 64.100.0.5

static translation to 10.1.1.1

translate_hits = 1, untranslate_hits = 0

Addi tional |nfornation:

Phase: 6

Type: NAT

Subt ype: rpf-check

Resul t: ALLOW

Confi g:

static (inside,inside) 64.100.0.5 access-1ist OUT-IN | NTERFACE
match ip inside host 10.1.1.6 inside host 10.1.1.1

static translation to 64.100.0.5

translate_hits = 0, untranslate_hits =1

Addi tional |nfornation:

Phase: 7

Type: NAT

Subtype: host-limts

Resul t: ALLOW

Confi g:

static (inside,inside) 64.100.0.5 access-1ist OUT-IN | NTERFACE
match ip inside host 10.1.1.6 inside host 10.1.1.1

static translation to 64.100.0.5

translate_hits = 0, untranslate_hits =1

Addi tional |nfornation:

Phase: 8
Type: | P-OPTI ONS



Subt ype:

Resul t: ALLOW

Confi g:

Addi tional I|nformation:

Phase: 9

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 727, packet dispatched to next nodul e

Resul t:

input-interface: inside
i nput -status: up
input-line-status: up
output-interface: inside
out put-status: up

out put-1line-status: up
Action: allow

HIEIHIR

ASA# sh cap

capture capin type rawdata interface inside [Capturing - 1300 bytes]
match ip host 10.1.1.5 host 64.100.0.5

capture capout type rawdata interface inside [Capturing - 1300 bytes]
match ip host 10.1.1.1 host 10.1.1.6

ASA# sh cap capin

10 packets captured

1: 12:50:39.304748 10.1.1.5 > 64.100.0.5: icnp: echo request
2: 12:50:39. 335431 64.100.0.5 > 10.1.1.5: icnp: echo reply
3: 12:50:39.368389 10.1.1.5 > 64.100.0.5: icnp: echo request
4: 12:50:39.389368 64.100.0.5 > 10.1.1.5: icnp: echo reply
5: 12:50:39.398432 10.1.1.5 > 64.100.0.5: icnp: echo request
6: 12:50:39.418176 64.100.0.5 > 10.1.1.5: icnp: echo reply
7: 12:50:39.419732 10.1.1.5 > 64.100.0.5: icnp: echo request
8: 12:50:39.425103 64.100.0.5 > 10.1.1.5: icnp: echo reply
9: 12:50:39.434395 10.1.1.5 > 64.100.0.5: icnp: echo request

10: 12:50:39.438423 64.100.0.5 > 10.1.1.5: icnp: echo reply
10 packets shown

ASA2# sh cap capout

10 packets captured

1: 12:50:39.305282 10.1.1.1 > 10.1.1.6: icnp: echo request
2: 12:50:39.335386 10.1.1.6 > 10.1.1.1: icnp: echo reply
3: 12:50:39.368663 10.1.1.1 > 10.1.1.6: icnp: echo request
4: 12:50:39.389307 10.1.1.6 > 10.1.1.1: icnp: echo reply
5: 12:50:39.398706 10.1.1.1 > 10.1.1.6: icnp: echo request
6: 12:50:39.418130 10.1.1.6 > 10.1.1.1: icnp: echo reply
7: 12:50:39.419762 10.1.1.1 > 10.1.1.6: icnp: echo request
8: 12:50:39.425072 10.1.1.6 > 10.1.1.1: icnp: echo reply
9: 12:50:39.434669 10.1.1.1 > 10.1.1.6: icnp: echo request

10: 12:50:39.438392 10.1.1.6 > 10.1.1.1: icnp: echo reply
10 packets shown
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DG 10.2.2.1 Private IP: 10.3.3.6/24

DG: 10.3.3.1
Public IP: 64.100.0.5/24

A

ASA 8.3% E & iR A K FIRNAT:

obj ect network obj-10.2.2.5
host 10.2.2.5

obj ect network obj-10.3.3.6
host 10.3.3.6

obj ect network obj-64.100.0.5
host 64.100.0.5

nat (inside,inside) source static obj-10.2.2.5 interface destination static obj-64.100.0.5 obj -



10.3.3.6
NOTE: After this NAT is applied in the ASA you will receive a warning message as the following:

WARNING All traffic destined to the |IP address of the outside interface is being redirected
WARNI NG Users may not be able to access any service enabled on the outside interface

ASA 8.2 B B iR A FIRNAT:

access-1ist | NOUT-I NTERFACE extended pernmit ip host 10.2.2.5 host 64.100.0.5
static (inside,inside) interface access-list | N OUT-1NTERFACE

access-1ist OUT-1 N | NTERFACE extended pernit ip host 10.3.3.6 host 10.1.1.1
static (inside,inside) 64.100.0.5 access-list OUT-I N | NTERFACE

SEE: RIP#E3EM10.1.1.58 R BIASAR B OIP#EHE(10.1.1. 1) INATER N T EB W EB
XREEHN10.1.1.6REZIEEIASA , HBRIENHREBHAATASA , SEEEXLENELEBR
MBHYENZzBANMAERE , MRRNFREG P IEERTIPHa , NASAKEIENFEEH
MBI BB R E,

R BR

Packet Tracerfi tH iR A8.3 % B & IR AN :

ASA# packet-tracer input inside tcp 10.2.2.5 123 64.100.0.5 80

Phase: 1

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Confi g:

nat (inside,inside) source static obj-10.2.2.5 interface destination static obj-64.100.0.5 obj-
10.3.3.6

Addi tional Information:

NAT divert to egress interface inside

Untransl ate 64.100.0.5/80 to 10.3.3.6/80

Phase: 2

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

nat (inside,inside) source static obj-10.2.2.5 interface destination static obj-64.100.0.5 obj-
10.3.3.6

Addi tional Information:

Static translate 10.2.2.5/123 to 10.1.1.1/123

Phase: 3

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Confi g:

Inplicit Rule

Addi tional Information:

Phase: 4

Type: NAT

Subt ype: per-session
Resul t: ALLOW



Confi g:
Addi tional |nformation:

Phase: 5

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 6

Type: NAT

Subt ype: rpf-check

Resul t: ALLOW

Confi g:

nat (inside,inside) source static obj-10.2.2.5 interface destination static obj-64.100.0.5 obj-
10.3.3.6

Addi tional |nfornation:

Phase: 7

Type: NAT

Subt ype: per-session
Resul t: ALLOW

Confi g:

Addi tional Information:

Phase: 8

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 9

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 167945, packet dispatched to next nodul e

Resul t:

input-interface: inside
i nput -status: up
input-line-status: up
output-interface: inside
out put-status: up

out put-1line-status: up
Action: allow

Packet Tracerfi tH iR A<8.2 % BE{RARAN -

ASA# packet-tracer input inside tcp 10.2.2.5 123 64.100.0.5 80

Phase: 1

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Confi g:

static (inside,inside) 64.100.0.5 access-list OUT-I N | NTERFACE
match ip inside host 10.3.3.6 inside host 10.1.1.1

static translation to 64.100.0.5

translate_hits = 0, untranslate_hits =1



Addi tional |nfornation:
NAT divert to egress interface inside
Untransl ate 64.100.0.5/0 to 10.3.3.6/0 using netmask 255.255. 255. 255

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Confi g:

Implicit Rule

Addi tional |nformation:

Phase: 3

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 4

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

static (inside,inside) interface access-list | N OUT-1NTERFACE
match ip inside host 10.2.2.5 inside host 64.100.0.5

static translation to 10.1.1.1

translate_hits = 1, untranslate_hits = 0

Addi tional |nfornation:

Static translate 10.2.2.5/0 to 10.1.1.1/0 using netmask 255.255. 255. 255

Phase: 5

Type: NAT

Subtype: host-limts

Resul t: ALLOW

Confi g:

static (inside,inside) interface access-list | N OUT-1NTERFACE
match ip inside host 10.2.2.5 inside host 64.100.0.5

static translation to 10.1.1.1

translate_hits = 1, untranslate_hits = 0

Addi tional |nfornation:

Phase: 6

Type: NAT

Subt ype: rpf-check

Resul t: ALLOW

Confi g:

static (inside,inside) 64.100.0.5 access-list OUT-IN | NTERFACE
match ip inside host 10.3.3.6 inside host 10.1.1.1

static translation to 64.100.0.5

translate_hits = 0, untranslate_hits =1

Addi tional |nfornation:

Phase: 7

Type: NAT

Subtype: host-limts

Resul t: ALLOW

Confi g:

static (inside,inside) 64.100.0.5 access-list OUT-IN | NTERFACE
match ip inside host 10.3.3.6 inside host 10.1.1.1

static translation to 64.100.0.5

translate_hits = 0, untranslate_hits =1

Addi tional |nfornation:



Phase: 8

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional I|nformation:

Phase: 9

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 908, packet dispatched to next nodul e

Resul t:

input-interface: inside
i nput -status: up
input-line-status: up
output-interface: inside
out put-status: up

out put-1line-status: up
Action: allow

HIEIHIR

ASA# sh cap

capture capin type rawdata interface inside [Capturing - 1300 bytes]
match ip host 10.2.2.5 host 64.100.0.5

capture capout type rawdata interface inside [Capturing - 1300 bytes]
match ip host 10.1.1.1 host 10.3.3.6

ASA# sh cap capin

10 packets captured

1: 13:06:09.302047 10.2.2.5 > 64.100.0.5: icnp: echo request
2: 13:06:09. 315276 64.100.0.5 > 10.2.2.5: icnp: echo reply
3: 13:06:09.342221 10.2.2.5 > 64.100.0.5: icnp: echo request
4: 13:06:09. 381266 64.100.0.5 > 10.2.2.5: icnp: echo reply
5: 13:06:09.421227 10.2.2.5 > 64.100.0.5: icnp: echo request
6: 13:06:09.459204 64.100.0.5 > 10.2.2.5: icnp: echo reply
7: 13:06:09.494939 10.2.2.5 > 64.100.0.5: icnp: echo request
8: 13:06:09.534258 64.100.0.5 > 10.2.2.5: icnp: echo reply
9: 13:06:09.564210 10.2.2.5 > 64.100.0.5: icnp: echo request

10: 13:06:09.593261 64.100.0.5 > 10.2.2.5: icnp: echo reply
10 packets shown

ASA# sh cap capout

10 packets captured

1: 13:06:09.302367 10.1.1.1 > 10.3.3.6: icnp: echo request
2: 13:06:09.315230 10.3.3.6 > 10.1.1.1: icnp: echo reply
3: 13:06:09.342526 10.1.1.1 > 10.3.3.6: icnp: echo request
4: 13:06:09.381221 10.3.3.6 > 10.1.1.1: icnp: echo reply
5: 13:06:09.421517 10.1.1.1 > 10.3.3.6: icnp: echo request
6: 13:06:09.459174 10.3.3.6 > 10.1.1.1: icnp: echo reply
7: 13:06:09.495244 10.1.1.1 > 10.3.3.6: icnp: echo request
8: 13:06:09.534213 10.3.3.6 > 10.1.1.1: icnp: echo reply
9: 13:06:09.564500 10.1.1.1 > 10.3.3.6: icnp: echo request

10: 13:06:09.593215 10.3.3.6 > 10.1.1.1: icnp: echo reply
10 packets shown

HXRfER
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http://www.cisco.com/c/zh_cn/td/docs/security/asa/asa83/configuration/guide/config/nat_rules.html#wp1099660
http://www.cisco.com/c/zh_cn/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/nat_overview.html#wp1090556
https://community.cisco.com/t5/security-documents/asa-pre-8-3-to-8-3-nat-configuration-examples/ta-p/3116375
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