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Add a new certificate to the device using cert enrgliment object which is used to generate CA and
Identify certificate.
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Description

m Certificate Parameters  Key  Revocation
— -
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* CN, please navigate to ‘Certificate Parameters’ tab.
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Locality (L):
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@' Cisco AnyConnect Secure Mobility Client

VP

@ Cisco AnyConnect | 10.31.124.25

=

Group: SSL_AnyConnect_LocalAuth

Username: | dperezve

Password:
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(5:' Cisco AnyConnect Secure Mobility Client — bt

Connected to 10.31.124.25.

10,31, 124,25

Q0:00:49

alfuenfee
CISCO

MFTDH |, A LLiz1Tshow vpn-sessiondb anyconnectdn 5 BAE R B K 3% E M F14 F5ESIRASH
CiscoR2EFimaid :

firepower# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : dperezve Index : 8

Assigned IP : 172.16.13.1 Public IP : 10.31.124.34

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384

Bytes Tx : 15756 Bytes Rx : 14606

Group Policy : Df1tGrpPolicy
Tunnel Group : SSL_AnyConnect_LocalAuth

Login Time 1 21:42:33 UTC Tue Sep 7 2021

Duration : 0h:00m:30s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN ! none
Audt Sess ID : 00000000000080006137dcc9

Security Grp : none Tunnel Zone : 0

HEHEER

FFTD3Z {Tdebug webvpn anyconnect 25585 , AEEFTD EAISSLIERET

firepower# debug webvpn anyconnect 255
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[+ Frame 13: 66 bytes on wire (528 Bits), 66 bytes captured (535 Bits) en Snterface _{ec:
Srer WMare_S6refied (B0ISHISE:06ze6: -le Dat: \iare_b3:B41sY (B0:SH:S6:h3iBAIAT)
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0 50 56 b3 B4 a7 DD S8 56 96 <6 cb OB DO &5 B8 PV PV

B 34 70 81 5B 0B BB BE 00 00 Oa M Tc 22 0e U Ao I
75 19 B 64 03 b B4 3B 21 B4 0 B0 00 0O BR 0T a1

#u 0 0c 50 02 02 02 04 94 B4 01 03 03 0F 01 01

o 02

B [ T he

17 3348063 103113434 TP 60 443 = SLMO [ADK] Sequl Acke13d Wime3ITER Lensd

18 3. 341063 10.31.124. 14 TLSvi.1 1171 Server Mello, Certificate, Server Cey Exchange, Server Hello Done

1 3. 398 19, 38,338, 34 19,73, 134, 3% TeP T4 SEMG + 441 [MK] Seqeli Acke1318 WineE3IID Lened

9 5.430078 10.31.134.3% TLSvi.3 347 Cllent Key Exchange, Change Clpher Spec, Encrypbed Handihske Mesiage

31 §_adreks 18.31.134. 35 Tiivi.} 1399 sgplicatien Gata

12 5458060 10.31.104. 14 Teh 60 443 = 510 [A(K] Seqell6S Acke1532 WEN=IITEE Lewsd

33 550054 10.31,134, 4 TLSvh.z 594 dpplicetien Cata

5. 500054 10.31.134. 14 TuSvh.2 797 dpplicatien Cata

35 5.0 10.33.134, 4 TsvE.2 90 Agplicetion Data

38 5500148 18.31.124.24 Ten 54 52380 + £43 [ALK] SeqrlSil Ack=2458 MEn-94280 Lead

6 12, 51 18.31.104. 38 TLSvE.2 1524 Appliestien Data

67 12,260007 18.31104. 34 Tep 60 443 = SLH [ACK] Seqe2488 Ack=2HUE MEN-3ITEE Les=d

68 13, 360197 10.31. 104,14 TR 60 443 = SIMG [AK] Seqe2488 Ack-M0A2 MEN-DITEE Lea-d

69 12, 269297 10,31, 124, M Tusvhid 594 dpplicetien Gata

0 12, 269297 19,32, 134.3% 10.71.124. 34 TLSvE.2 1431 spplicaticn Dats

7112260207 10.32.128.3% 10911241 TLSNE.2 1433 Acplicsticn Dats —
72 12. 280518 10.32.134. 25 Tee $4 5100 « 443 [AK] SoqB Ack=3TE4 MEn-84280 Loa=d =
78 13,3784 18.31.034. 14 TLSvi.2 1514 Agplicerisn Bats

78 12,378473 18:31:124. 34 TLSvi.2 1514 Applicatien Data [TCP sepment of a reassesbled PEU]

75 aaaTaTs 8,33.338,35 19.31,124, 34 Tusvi.2 1371 Applicatisn Dats >
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