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https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/215330-obtaining-an-emergency-covid-19-anyconne.html
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html
https://www.cisco.com/c/zh_cn/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://community.cisco.com/t5/security-videos/initial-anyconnect-configuration-for-ftd-managed-by-fmc/ba-p/4057295
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa912/asdm712/vpn/asdm-712-vpn-config/vpn-asdm-setup.html
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa912/configuration/vpn/asa-912-vpn-config/vpn-anyconnect.html
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ERTREZER/ATECPU , BILETUATHS :
show process cpu-usage non-zero

show cpu usage

L

asa# show processes cpu-usage non-zero

PC Thr ead 5Sec 1M n 5M n Process
0x00000000019da592 0x00007f f f d808b040 0. 0% 0. 0% 0.5% Logger
0x0000000000844596 0x00007f f f d807bd60 0. 0% 0. 0% 0.1% CP Processing

0x0000000000c0dc8c  0x00007f f f d8074960 0.1% 0.1% 0.1% ARP Thread
- - 43.8% 43.8% 40.3%  DATAPATH-0-2209
43.9% 43.8% 40.3%  DATAPATH-1-2210

asa# show cpu usage
CPU utilization for 5 seconds = 88%, 1 mnute: 88% 5 mnutes: 82%

ELEHIF | MEZIDATAPATH-ORIDATAPATH-1 5CPUERFI X MB7.7%. EXFERT , ASAE
TH , ALEEBELERREARATAENEZNBZREERN. AE , TUAREZEE~ R
M IEZHVPNEL EEX HE 3 TEAN S,

EHESVBELEZNVPNRE L E , 7JLATE Global Statistics 4 (£ show crypto accelerator
statistics @ 3% F) # 7 il Input bytesH Output bytes, TEASASFTD L |, A @S clear crypto
accelerator statistics’& BRshow crypto accelerator statistics#y i i £ 8. SE—EmRE , REET
< : show crypto accelerator statistics , ¥ ~Ff7R :

asa# show crypto accelerator statistics

Crypto Accel erator Status
[ Capability]
Supports hardware crypto: True
Supports nodul ar hardware crypto: Fal se
Max accel erators: 2
Max crypto throughput: 1000 Mps
Max crypto connections: 5000
[Global Statistics]
Nunber of active accelerators: 2
Nunber of non-operational accelerators: 0
I nput packets: 257353
Input bytes: 271730225 <mmmm e -
Qut put packets: 2740
Qut put error packets: 0
Output bytes: 57793 <mmmm e -
[-]
DS ERBRBELNMRER | REATRIR ISR (bps) W EEIFERLE (UFTREN ), BRI
BH , 2X=

[Input Bytes + Output B ytes| * 8
1,000,000 * seconds

= Mbps



£ E—/2NREIH | EORF & Hiclear crypto accelerator statistics@i . 1085 , % Hishow crypto
accelerator statisticsti = ARE0OWEREAN EFTH. AF , XEEATITEE10WEREALE
9217Mbps#ibps. FAREREZMREBT BERESEABMN FLIEE,

BEE , FENE/MEERE (HTTPS, SSL, IPsec. SSH% ) MIXLEHLEM, BAIATUEA
LEBEFHVPNELE | FHESHERBITHR. MRFENTHEHEEHRRERLETNE
HEAHMEE , MNENBEZRELEITARE.
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HREJRAVPNEZEHE , AP TRSIBITEEZNPHE. REBEAnyConnect Pluse
ApexF AIIE AT EBIVPNN FHENHZAKE , BNMREBZHEAKE , WFAFERE LAME/MA
Fo

ERTIRZ L THMNVPNIEZERAE |, R Eshow vpn-sessiondbfy i

asa# show vpn-sessi ondb

Active Cumul ati ve Peak Concur | nactive
AnyConnect dient : 10 : 218 : 11 : 0
SSL/ TLS/ DTLS : 10 : 218 : 11 : 0
Clientless VPN : 0 : 73 4
Br owser : 0 : 73 : 4
Total Active and Inactive : 10 Total Cumul ative : 291
Device Total VPN Capacity : 250
Device Load : 4%

Clientless : 0 : 73 4
AnyConnect - Par ent : 10 : 218 : 11
SSL- Tunnel : 10 : 77 . 10
DTLS- Tunnel : 10 : 65 : 10
Total s 30 433
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AnyConnect SSL&E i

asa# sh run all crypto engine
crypto engi ne accel erator-bias ssl
asa# show crypto accel erator | oad-bal ance

[..]
Crypto SSL Load Bal ancing Stats:

Engi ne Crypto Cores SSL Sessi ons Active Session
Distribution (%

0 IPSEC 1, SSL 7 Total: 166714 Active: 205 100. 0%
[ ]
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw74731
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa912/configuration/vpn/asa-912-vpn-config/vpn-ha.html#ID-2186-00000429
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EERDEIREMNNS D EIPRERINETNAN D EIPZE. B xR Office 365FWebEx{E 1,
AnyConnectif 7 B2 &K =Bl , &S5 104 Microsoft Office365FCisco WebexiE #{£14t,
Anyconnect,

| : HiEEFTFAnyConnecttVASALERAT , I F 451X “Untrusted certificate warning”s X {A&
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ELIHBASA L, BXRIFMINEIELS TR | 55H : BLEASASSL BFIFPLZREFEL.

8] : Cisco RAVPN:kim 2 A X FBERFEH ?
A: R ZEHERMFMEDNSHERERHABFR(SAN)WIESR,
8] : BERRAEDENHER AR RED R ?

A: VPNAEYEXETA/ERAHEYR, NIREARZFLEHNE , FRHRSFIHEE X
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1] : BENZSREMBX IR, B/, BREUGEASAZIFHISNMP MIBMOIDE 5K |, ATLUKR
HLAL R+ : show snmp-server oidlist,

[ : AT R AR BIVPN K IR A P 8 2
A : M\CLIfEF show vpn-sessiondbt ZASAEFTDE,SNMP MIB #9281 F 3

CISCO-REMOTE-ACCESS-MONITOR-MIB,

R BERR
| : ELAnyConnect VPNAFUIFEE HIM T iERE, AHEBRLILE R

A : HXVPNMFF R H 4% N AnyConnectBl B B EEHERR , WS : AnyConnect VPNE F i
P HEBR ISR — &L E

| HE-EREMNAFEERIVPNEIRN | BEEEEETMAR. WHIEERE LBUE , show
vpn-sessiondbT RiF RN EBELSHF, RBAERMTXL ?

A: REXEHAFPHVPNARI T  BREENAFKETEITALUNKE, BUUERAG
% show ip local pool [pool-name]#{T31iF. |H¥ & LK 5 —ANE7E R X =2 vpn-sessiondb max-
anyconnect-premium-or-essentials-limitis 1% B N 1K {E. &7 LA 55 show run all vpn-
sessiondb KB UFIX — Mo R HIUXFhER , o] SAE 0% B M BR 5w BABS LE Lt BR 1,


https://community.cisco.com/t5/security-documents/anyconnect-split-tunneling-local-lan-access-split-tunneling/ta-p/4050866
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/215343-optimize-anyconnect-split-tunnel-for-off.html
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/215343-optimize-anyconnect-split-tunnel-for-off.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html
ftp://ftp.cisco.com/pub/mibs/supportlists/asa/asa-supportlist.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html
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https://www.cisco.com/c/zh_cn/support/web/tsd-cisco-worldwide-contacts.html
https://community.cisco.com/t5/vpn/bd-p/6001-discussions-vpn
https://www.cisco.com/c/zh_cn/solutions/enterprise-networks/security/security_tac_podcasts.html
https://community.cisco.com/t5/security-documents/cisco-security-responds-to-increase-in-remote-workers/ta-p/4044508
https://www.cisco.com/c/dam/global/zh_cn/products/collateral/security/anyconnect-og.pdf
https://www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html
https://www.cisco.com/c/zh_cn/td/docs/security/asa/misc/anyconnect-faq/anyconnect-faq.pdf
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