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FARLEZEFININUE(SSL)MMUEY A ST IR 200 A 1P e iE BERR (B B s & (Cisco AnyConnectZ £ %
HEFI)A TIEZEZEACiscoml BN EZE T E(ASA) , VPNMXFR TE&ZEICisco
Unified BEERENEZT RSB EEST(CUCM),

X TFAnyConnectBL & R FAVPNEE , FS XL H .

- EIPHBIEHE & R BIRISSLVPN

- BiE PRI EE R~HIBYAnyConnect VPN &

HRER

EEBESIPEFFAISSL VPN , BEHIAERFS 7 AnyConnectif AT iE BYiX L& & ¥ #9 ERAIASAR
FICUCMIY £ E S Hi 4 BR 5l B9 AR 28,

HIAVPNIEASARY BB iE VF AT iE

VPNEE T Al iiEenable (event)FEASARIINEE. H THIAREEEAnyConnect AP B E(ERE =
IPEEIE) , R EAnyConnectLASSLIF IJiE, %+ LASAYF A[iE 9 IPEBiFE M {F#HEVPNIE ?ﬁ ?a
=i 2 M E S AL,

1EASA |, B fEfshow versionBB R A TREDREREERE AN, WiEEFZEMTESASAMA :

. ASAWRZAS8.0.x : W AIER F=ZLinksys B iE#AnyConnect,

- ASARZ8.2 xFLAf5 : ¥ ANIEE F = Cisco VPNEiEFRIAnyConnect,

X BASAMRAHY8.0.x— N RAI

ASA5505( confi g)# show ver

Ci sco Adaptive Security Appliance Software Version 8.0(5)


http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a0080bf2402.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml
http://www.cisco.com/en/US/products/ps12726/products_qanda_item09186a0080bf292f.shtml
http://www.cisco.com/en/US/products/ps12726/products_qanda_item09186a0080bf292f.shtml

Devi ce Manager Version 7.0(2)

<sni p>

Li censed features for this platform
VPN Peers : 10

VWebVPN Peers : 2

AnyConnect for Linksys phone : Disabl ed
<sni p>

This platformhas a Base |icense.

X RASARRARYI8.2.x— N RBIFILAfE :

ASA5520- C(confi g) # show ver

Ci sco Adaptive Security Appliance Software Version 9.1(1)
Devi ce Manager Version 7.1(1)

<sni p>

Li censed features for this platform

AnyConnect Prem um Peers : 2 perpetua

AnyConnect Essentials : Disabl ed perpetua

AnyConnect for G sco VPN Phone . Disabl ed per pet ua
<sni p>

This platform has an ASA 5520 VPN Plus |icense.

HRHENS HMNSHERHBICUCM

&N EC ECUCMAY X E 5 Hi 4 BRI Y AR AVPNER i THRERY o

WMRFEACUCMEXE T HTTRBIWARA |, BERH

-BRIPREFERLEEN TERAFSMEMAINE, X 2EVPNEIEIIRER A MER,
- BRRBIT S A/FHSFHVPNEAT R,

- VPNECE X, VPNMx, VPNAMVPNIIEER EEHEE &R B &R

Note: — B AREICUCMIRE T HTRFIBVRA , BFEIUEARY , HEFRT IR
¥, WEBHHNEES BRRE MR,

FEASARYE L 71 R



Note: & 8EE A Cisco CLIZ M ((XFREMA )N T &EEshowmn SRt 2. EEERARIRE
TH, BRZEBRIEXTHEEHCiscom TXHNEEZEFE.

IR EASARE R

EASA , Bt ERA B EXBMSSLIEH, F=FSSLUEEFMBEFIES,PNE-—XELEIPEIEN
ASAZ RAIRVELE.

R=DMEMIAE , BRR—MAEATRDEEENMED |, ATER,

NFE=ASSLIUEH , FASALIBRETE— RS , A BSEAEFEMRIEH,

FHER/ASAS HFACUCME ABIALE

ASARZR F|IPEIEESSLINE TR INELTMASAT HMF AFICUCM, REFEER/SEFIPEE
BTN T AENEEOS HAYTBANAEMASA,

E{E FAshow run sslin TR T RIFCAE) B S HNETR. SEEIEBRIFAE RHIAY
AnyConnect VPNEEERANEZE L,

Note: IREE T —MNE=FINEXN —PMREZASA , EREENENMASATHENFMHIALEAR
F8 AECUCMIERN BIEVPNEE.

ASATI T B HE RHRSAINIER FHEECDSAEFIEH

HubRBE R  HEEEETEEE  MEANASFRETEREMEE, X, bR EIA
, ImREMEBIE


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://cway.cisco.com/go/sa/
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml

ASA5520- C(confi g) # show ver

Ci sco Adaptive Security Appliance Software Version 9.1(1)
Devi ce Manager Version 7.1(1)

<sni p>

Li censed features for this platform

AnyConnect Prem um Peers : 2 perpetual

AnyConnect Essentials : Disabl ed perpetual

AnyConnect for G sco VPN Phone . Disabl ed per pet ual
<sni p>

This platformhas an ASA 5520 VPN Pl us |icense.

R4 L |, BRI & BB ZNSSLTLS XK, = — M MLk aeB SSL VPN~ i fil 70 — 4
MAVERE R SEEIIASAR |, HHE BB EHNE , FBEASARRE —MARE # £ IAIER SSL
VPNZE P , EESNNNEARES —ETRSANEER. A THLEASARR—1BEEZXEN
SSLIAIE , EE R MAERBETssIBE R TN RN BRDENS. S, hEEBRSAFERKNED

, EERBERTIG T , MEXETRSANZEBIHRE :

ssl cipher tlsvl. 2 custom "AES256- SHA: AES128- SHA: DHE- RSA- AES256- SHA: DHE- RSA- AES128- SHA"

£ FACisco Bug ID CSCuu02848Ky3:HtE , LAERFIERE. S_REAPEREENIER. BEBRIA
UEFES& A — MEEL B R IAER REA.

RHENEFFIRZB RSAXCert EC{XCert PCerts T

RSAR n#& FFARSA cert FFARSAH B X EMcert (FFARSA cert FFIRSAHEX EMcert
EARSAZE £ ARSAZRE {FARSAZE £ FIRSAZTE

ECRINB(ADN) HEERLEWE FEHEC cert fEHEC cert FHECEHEXZEMcert

fEHECZ 15 FHECET {FHECE®D

AN EL {# FIRSA cert £ FHEC cert EREC cert FRAECHEZXEHcert
EFARSAZE EHECET EHECE FHECE®DB

IPE8E A P B TAE R S SR 3 IR BE

BREERAARBEEN TRIIPRERS, hBHINEES B AR H(LDAP)SIZZINIER A A
P Bz S5(RADIUS) AT A A T VPNER i A PP BY TAIE

TAEFEASATAEN VPN B IFFESI &R < B K0S 5 TR


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu02848

S BHBMTED B EIASA SSLEEORVIAEM MNE EE N ECUCME BIEVPNEEIALE. TRIMIE
RS HASAR R AT L IAUEAY IS % R CUCMBRS SR £ B A B I N VPNE FEE X HHYIeH

o

—BERERTK , FNHXIPREMASAZEAIVPNIERE, MREREKELEHE , KEASAIAENK
FRECERFIPEEMLT

1. HBASAR M RS HFIEE (SHANKE,
2. EEATFTPN T ACUCM T RIPE EE B X 4.

3. RIS FEMN T A #lZlbase64 5 Mbase64 2 + 7St i,

RESHA1KR %

ASARRIINIER Al EssHEERonti FIPRFEENEO ., EREMIAE |, FITIF X K2 (FEAHFIF
, Firefox) , # B A(AURL)EFMIZIZFENURL :



é @ttp::_-’_-'1[].198.15.14[]_- +C5C0E+/logon.htmlffcadbadd=1

Certificate Viewer"ASA Temporary Self Signed Certificate”

General:| Details

Could not verify this certificate for unknown reasons.

I=
]

Issued To

Common Mame (CH)
Organization (O]
Organizational Unit (OU]

Senal Mumber

Issued By

Common Mame (CM)

| Organization (0]
Organizational Unit (OU)
Validity

Iszued On
Expires On

SHAL Fingerprint
MD5 Fingeff

TRIPHHE R4

ASA Termporary Self Signed Certificate
«Mot Part Of Certificates

«<Mot Part Of Certificates

DF:F2:C4:50

ASA Temporary Self Signed Certificate
ASA Temporary Self S5igned Certificate
<MNot Part Of Certificate=

12/09/2012
12/07/2022

= M L] i ] W = =

ES:7E:81:EA:99:54:1:44:97:66:78:D0:E2:41:8C:. DF:79: 49:31:76

MEEZEILRKWPCHCUCM , B TREFENTFTPEEX A EEEREN, HANTHIER !

@ Page Info - hitps://10.198.16.140/+CSCOE + /loganhtmi2fcadbadd=1 = B X |
" = W I'r‘\_
o =B 17 &
General Media  Permissions  Security
Website Identity

Website: 10.198.16.140

Owner: This website does not supply ownership information.

Verified by:  ASA Temporary Self Signed Certificate




1. FFEREWindowsty —XCLI&E , HBEFEAtfp -i <TFTP Server> GET SEP <Phone MACHt
#t>.enf.xmEE S o
Note: f0 R T EW B —MERELUT B , BRZBIATFTPEF iR ERE AN,
@ Administrator; Command Prompt

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\pkinane>tftp 14.48.38.5 get BAT.xtl
"tftp’ 1s not recognized as an internal or external command,
operable program or batch file.

2 o g = _
[\_/;I\_/ k4. » Control Panel » Programs » Programs and Features

Control Panel Home :
Uninstall or change a program

View installed updates To uninstall a program, select it from the list

“¢ Turn Windows features on or

off Cltnanize -

[~ Windows Features == |ﬂh]

Turn Windows features on or off ©

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

+ Print and Document Services =
v Remote Differential Compression
RIP Listener
+ Services for NFS
¥ Simple Network Management Protocol (SNMP)

Simple TCPIP services (i.e. echo, daytime etc)
Subsystem for UNIX-based Applications
v Tablet PC Components
Telnet Client
Telpet Sepver

v TFTP Client

2. BERA—NNARFHI N Tipd32 T 5 34 -

m



http://tftpd32.jounin.net/

< Tfpd32 by Ph. Jounin = Bl 3%

Current Directary ]E:'xF'n:ugram Filez\TFTP Browse

Server intertace | 172.16.250.100 +|  ShowDi

Titp Server  THtp Client ] Syzlog server ]

Host |10.10.10.1 Port [g3

File 15EF'E|:E BAFE7E11 3 cnf. xml
E!sgk 1Default ""| [ Send full path to server

o] pu | | % Thed32 e

e

i "_"“‘-.I 17 blocks transferred in 3 seconds
WY 0 block retransmitted

g

oK

3. —BTEXH , BHIFXMLHBEHK vpngrouptl B, It REIE R4 H 2B F certHash

<vpnG oup>

<m u>1290</ nt u>

<fai | Connect Ti me>30</ f ai | Connect Ti ne>

<aut hMet hod>2</ aut hivet hod>

<pswdPer si st ent >0</ pswdPer si st ent >

<aut oNet Det ect >0</ aut oNet Det ect >

<enabl eHost | DCheck>0</ enabl eHost | DCheck>
<addr esses>

<url 1>https://10.198. 16. 140/ VPNPhone</ url 1>
</ addr esses>

<credenti al s>

<hashAl g>0</ hashAl g>

<cert Hash1>5X6B6pl UMUSXZnj 4k GVB3nmpMXY=</ cert Hash1>
</credential s>

</ vpnG oup>

Run%

HWIAF MHash{BE L, FER/BERGH U+ AB BN |, MXMLX A EAbase64 , H itk ik — i
WAREMN THIACE, BARATSMRGR, - NROIREEE | —#HE,



http://home.paulschou.net/tools/xlate/

4 [ HEX ] 6 [ BASEGY |
ES:7Ei81:EA:S9: 541 CL144:197:56: 78 DHEZ 41 :BCiDF:THiAS:31: SHEBERILWUSKZAjQ4kEMIZ mpMITY=
7&

Note: 1R F StHashEFELLL , VPNRIEFZREASANENERE , F EEERERE,

VPN 57 fIPEE &

MEIGEHSSL VPNRAVPNEE X, VPNEFRRITEFREREHEIA , RMERATIMAEINH
CUCMRBIEARS S8, T VPNAEFHER L EHTTPEER , ERBFRITZSEILN , SHHE
o VPNIAE P ENERBE

- BEREERS SR EF AFTERARKINEEBRRHZL HHE.

<vpnG oup>

<mt u>1290</ nt u>

<fai | Connect Ti me>30</ f ai | Connect Ti ne>

<aut hMet hod>2</ aut hMet hod>

<pswdPer si st ent >0</ pswdPer si st ent >

<aut oNet Det ect >0</ aut oNet Det ect >

<enabl eHost | DCheck>0</ enabl eHost | DCheck>
<addr esses>

<url 1>https://10.198. 16. 140/ VPNPhone</ url 1>
</ addr esses>

<credenti al s>

<hashAl g>0</ hashAl g>

<cert Hash1>5X6B6pl UMUSXZnj Ak GVB3nmpMXY=</ cert Hash1>
</credenti al s>

</ vpnG oup>

CSDHIPEiE



Bal, IPBEiEREZECisco Secure Desktop (CSD)MTiER , HCSDRBAMNARBELAS 2 R/E
ASA.

B, BIAMSAR S GBS AMICSD, % Awebvpnis 5 Bshow runfEASA CLI

ASA5510- F# show run webvpn
webvpn
enabl e outsi de
csd i mage di sk0:/csd_3.6.6210-k9. pkg
csd enabl e
anyconnect image di sk0:/anyconnect-w n-3.1.00495-k9. pkg 1
anyconnect enable
ASA5510- F#

NTHEIPEFEEZMNLECSDHE , R E B EHFIRAEASA.

ASAB®E

ASA5510- F# show run webvpn
webvpn
enabl e outside
csd i mage di sk0:/csd_3.6.6210- k9. pkg
csd enabl e
anyconnect image di sk0:/anyconnect-w n-3.1.00495-k9. pkg 1
anyconnect enable
ASA5510- F#

ASAR

debug webvpn anyconnect 255

<sni p>

Tunnel G oup: VPNPhone, Client Cert Auth Success.
WebVPN: CSD data not sent fromclient
http_renove_aut h_handl e(): handl e 24 not found
<sni p>

Note:ZE 5AnyConnect AP S AEN — AW EBE , CiscoE & T enable (event) iz
WebVPN anyconnect, H#itHi A AIgERIP#buEIR , LR ZSE S MIFHIE,



FEASAMRARS.2M LA £ | BATER & Bcsd Xk Hin S EBRE AR WebVPNEXET :

tunnel - group VPNPhone webvpn-attri butes

aut hentication certificate

group-url https://asab5520-c. ci sco. com VPNPhone enabl e
wi t hout - csd

FASARRERA , XTEAREN , HtE—NERGEREMACSDERA.

f£Cisco Adaptive Security Device Manager (ASDM)t REIFTE R |, e 2 A — NS EEEEE
XHHICSD

-
Add AnyConnect Connection Profile P
-~ Basic | Enable the display of Radus Reject-Message on the logn screen when authentication is rejected
[=-Advamnced
i Gemeral || Enable the display of Securld messages on the login screen
-Client Addressing
+-Authentication Connection Aiases
£ Secondary Authenticat | This 551 VPN access method wil present a list of alases configured for al connection profiles. You must enable the
~-Authorization Lagin Page Setting in the main panel to complete the configuration.
- Acoounting | S ; e
e ———— % Add| @ Delete| (The table is indine editable.) @
Abas Enabled
Group URLs
This 55L VPN access method will sutomatically select the connection profile, without the need for user selection.
% Add| (@ Delete| (The table is indine editable.) @
LIRL Enabled
hittps: /3535520, cisca. com APfPhone
7 Do not run Cisco Secure Desktop (CS0) on dient madhine when using group URLs defined above to acoess tha|
* BSA, (If a dient connects using a connection alias, this settingisignored.)

Note: &£ — MNAURLA T XHFCSDIA A FHE,



DAPHL Y

SHEET UEREIPBIERIASA |, T BiEETEMMEMHEE(Microsoft , Linux , Mac OS)FM B3k
Z(HBA , i0S). Nt , ERFBHRKRBEDAP)REENANN - NEEE , KZHE , £

DfltAccessPolicy T B9 BRIA B0 1E B IE 1Y 4 %o

MRXZREMEF |, B EIEVPNEIER — N FTHIDAPHLN, BEA—MFESH , fliEEEE

X, FRIRESNEYE

Folicy Mame: _'-fPr\Fhune

Description:

rSelection Criteria

Define the AAA and endpoint attributes used to select this access policy. A palicy is used when a user’s authorization attributes match
below and every endpoint attribute has been satisfied, These attributes can be created using the tables below and/for by expanding the
spedify the logical expression text.

User hias ANY of the following AAA Attributes values...

-

ACL Priority: [0

and the following endpoint attributes are satisfied.

AAA Attribute OperationValue

Endpoint 1D

Add |

Edit

Delete

Mame/Operation /Value

[Ty Add AAA Attribute

Advanced : —
AAA Attribute Type: Cisco
~Accessfauthorization Policy A
Confiqure accessauthorizatl
group-policy hierarchy, The
that are not specified in DAR

[7] Group Policy:
[7] Assigned IPv4 Address:

Action i Metwork ACL Fil | | Assigned IPv6 Address:

= < | |GrouwpPdlicy VPMNPhone

[¥] Connection Profile:

Action: (@) Continue §

[C] username:
Specify the message thaf] | [7] Usemame2: =
[7] 5CEP Required: |= true
User Message:
|
ok || cancel || Hep

MRFEZIPEFN —MSEDAPEKRE | ASAE RipH1EDfItAccessPolicy Ml — Nk MHIERET



Y%ASA- 6- 716038: Group <Dflt G pPolicy> User <CP-7962G SEP8CB64F576113> | P

<172.16. 250. 9> Aut hentication: successful, Session Type: WebVPN

Y%ASA- 7- 734003: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16.250.9: Session

Attribute aaa.cisco.grouppolicy = G oupPolicy_ VPNPhone

<sni p>

%ASA- 6- 734001: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16. 250. 9,

Connecti on AnyConnect: The followi ng DAP records were selected for this

connection: DfltAccessPolicy

Y%ASA- 5- 734002: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16.250.9: Connection
termnated by the followi ng DAP records: DfltAccessPolicy

—BHOIZIPEIER —MEEDAPKR I UZES YA | Feeixs

Y%ASA- 7- 746012: user-identity: Add |IP-User mapping 10.10.10.10 -

LOCAL\ CP- 7962G- SEP8CB64F576113 Succeeded - VPN user

Y%ASA- 4- 722051: G oup <G oupPol i cy_VPNPhone> User <CP-7962G SEP8CB64F576113> | P
<172.16. 250. 9> Address <10. 10. 10. 10> assigned to session

%ASA- 6- 734001: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16.250.9, Connection
AnyConnect: The foll owing DAP records were selected for this connection: VPNPhone

MDAtGrpPolicy sl H {th 48 Y 45 2k & Ky {E

EEZERT , DitGrpPolicyi®EJLNET, BRIAMBERT , XERENIPHFIEMWMA | BRIEME
MNEIPHFENZEANARREFIIEE,

HFIMEEN LS | RIIMDIIGrpPolicy 4K & 2 -

- group-lock
- vpn-tunnel-protocol
- vpn-simultaneous-logins

- vpn-filter

Ri% , &8 1 RPIE & % DfItGrpPolicy M GroupPolicy_VPNPhone



group-policy DfltG pPolicy attributes

vpn-si mul t aneous-1ogins 0

vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-clientless
group-1 ock val ue Def aul t WVEBVPNG oup
vpn-filter value NO TRAFFIC

group-policy G oupPolicy_VPNPhone attributes
W ns-server none

dns-server val ue 10.198. 29. 20

defaul t -domai n val ue ci sco.com

TE 332 4 75 K BR 8 3th 5 T2 #£ GroupPolicy_VPNPhone T MDfItGrpPolicy ¥ 5 5t 3 B ## Fr B E 22
|PERiE 12 iE 2R,

ATEEY , BFIREELEETEATENE

group-policy G oupPolicy_VPNPhone interna
group-policy G oupPolicy_VPNPhone attributes
W ns-server none

dns-server value 10.198.29. 20

vpn-si mul t aneous-1 ogi ns 3
vpn-tunnel - protocol ssl-client

group-1 ock val ue VPNPhone

vpn-filter none

defaul t-domai n val ue ci sco.com

A T R EDAItGrpPolicy W BINE , i Fshow runFI B ARG o I REZFSHH AWK :

ASA5510- F# show run group-policy DfltG pPolicy
group-policy DfltG pPolicy attributes
dns-server val ue 10.198.29.20 10.198. 29. 21
vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless
def aul t -domai n val ue ci sco. com
ASA5510- F#

ASA5510- F# sh run all group-policy DfltG pPolicy
group-policy DfltG pPolicy internal
group-policy DfltG pPolicy attributes
banner none

Wi ns-server none

dns-server value 10.198.29.20 10.198. 29. 21
dhcp- net wor k- scope none

vpn-access- hours none

vpn-si mul t aneous-1 ogins 3

vpn-idle-tineout 30

vpn-idle-tineout alert-interval 1

vpn- sessi on-ti meout none
vpn-session-tineout alert-interval 1



vpn-filter none
i pv6-vpn-filter none
vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless

X 24 KAt B BT ASDMA & & 14

HITE; DOALG pabey Hame: P e
Harnes: | Banrer: [ [rhinit
SCER fonmarding LIAL: | E SCEF formanding URL: [ Inhent
Agdress Pools;: Sedelress Dooks; W el
[Fyi Address Poos: TE Ao Peckit [ Trbesit
More Dphions PR DNTRRIIY. - = o e e e e e
Tunnzing Frotoccs: | Cherdess S5 VPN [ SELWEN Chent [ Turrelng Prosoools: [ trherit Chentess SEL YPN SEL U Cent
Filbar: --hone - b |7 rbent
HAL Pokcy: - here - HAL Poiicy: [ Imbwerit
Arcees Hoire: .--Lllﬂl.li.llfd - AoEas Hoiias & [nherit
Smlan e Logie: 3 Sireukancous Logins: |& Imherit
Realrcl atiess b VLAN: = = coacs |
ealricl aciess W YLA Urweslaied RAstict b3 VLN [ mhent
Correction Prafie (Tuonel Grotp) Lock: | - Bana — i
5 Cennaction Profie (Tunnel Group] Lock: | [mhent
IMaparem Conrect Time: | Unimibed mnutes i
Baxsun Jonde | Time: [ il Lk ] TR
1de Timeout: T hone |20 mirntes ;
Tk Tinneazuk: ¥ Irhwrit Kone niibes
Onmnart cardreroval; @ Cwoorrect ) Keep Bi= connechon
On smart card remchal: |3 bt Désrannect Keep the conmectian

X MEEG

F7962G IPHEAEM B RZA9.1. 15 R ZHFMHAIAnyConnect VPNEFNFANZE , EASRINER
FRAE(AES) : AES256-SHAFIAES128-SHA, MR IFFEAZRIBEASAKBIEE , WASABEME R
, EEBIES

YASA- 7- 725010: Devi ce supports the following 2 cipher(s).

%ASA- 7- 725011: Cipher[1] : RC4- SHA

Y%ASA- 7- 725011: Cipher[2] : DES-CBC3- SHA

YASA- 7- 725008: SSL client outside:172.16. 250. 9/ 52684 proposes the fol |l ow ng

2 cipher(s).

%ASA- 7- 725011: Cipher[1] : AES256- SHA

%ASA- 7- 725011: Cipher[2] : AES128- SHA

YASA- 7- 725014: SSL |lib error. Function: SSL3_GET_CLI ENT_HELLO Reason: no
shared ci pher

R THRINSAREEHE AN ERNEZR | &% Ashow runfFiBssIH BE Rsslii© :



ASA5510- F# show run all ssli

ssl server-version any

ssl client-version any

ssl encryption rc4-shal aes128-shal aes256-shal 3des-shal
ssl trust-point SSL outside

ASA5510- F#

ASA5510- F# show ssl

Accept connections using SSLv2, SSLv3 or TLSvl and negotiate to SSLv3 or TLSv1l
Start connections using SSLv3 and negotiate to SSLv3 or TLSvl

Enabl ed ci pher order: rc4-shal aes128-shal aes256-shal 3des-shal

Di sabl ed ci phers: des-shal rc4-md5 dhe-aes128-shal dhe-aes256-shal nul |l -shal
SSL trust-points:

outside interface: SSL

Certificate authentication is not enabled

ASA5510- F#

FECUCMK E I a1

VPN R&ERA TIPHE

—BHECUCMMEEMOIZE(Mx , ARRMEENH) , ENAESENREFEREXHHVVPNIRE !

1. EEXNRE>RFRE-E N BIEE RS



]
Device - | Application = User Management =  Bulk Administration + Help -

CTl Route Point
Gatekeeper
Gateway
Phone

Trunk

Remote Destination

Device Settings 3 Device Defaults

Firmware Load Information
Default Device Profile
Device Profile

Phone Button Template
=oftkey Template

Phone Services i

SIP Profile

Commen Device Configuration

Common Phone Profile

2. W AVPNEE :

Common Phone Profile Configuration

QS&?& XDEJ-E:te Copy %iﬂﬁs-et £ Apply Config E:} Add New

VPN Information

VPN Group Phone -
WEM Profile Fhone -

3. E Xt Device > Phoneit B AL ELE X420 BL B BiEELE -



wreg v | Device » | Appicafion » User Management + Bulk Administration + Help «
- T} ot Foiws Related Links: ERRrL LTS
Galekeeper
soafl. Gataway
Il )
Phone
MAC BCBG4F576113
Trunk .
Desg Ruto 1000
y Remote Destination -
Devi Default » View Details
: g [ |
Grn Device Settings E None > - Wiew il
Fhone Button Template® Standard 7962G SCCP r
Softkey Template Mialipr Bhoges x

@mnn Phone Profile® Standard Common Phone Pru_iﬁ:} -

UEHWET &

AR A REBIPEFNIEBRIL : 4EFREIERBMIC)MBEHBEEMIALLSC). SERILRE
il Fil & R BIBYAnyConnect VPNEBIE R T ik R E BN B BRAERVIEIN,

HEERBIEPFRIER , MCUCMARSS 2/15 S HIAE(HRCA)H BS AHATASA

1. BfEXTCUCM,
2. S —HOSEE> Security > Certificate Management.

3. EHRINEN XA IhBE(CAPF) = Cisco_Manufacturing_CA; INEH R EUA FERBFER T
MICZ{LSCIE B Rt ,

4. THXHAEAMITE.

— BT H# |, FEHRITASAETCLIASDMA B S AIANEERCAIES,


http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml

Certificate List (1 - 21 of 21)

Find Cartificate List where File Name » begins with [ Find ]| Clear Filber |l ap ”?
Cartificate Name Cartificate Typa .PEM File

tomcat certs tomcat.pem
ipsec certs peeC, peiT)
tomcat-trust trust-certs CUCHMBS pem
ipsec-trust trust-certs CUCMES. pam
BITERES) sets Calizuzazy
CAPF certs CAPE.permn |
TS ceris TW5S. pem

allManager-trust trust-certs m:n Manutacturing E&_Eem I
CallManager-trust trust-certs CAP-BTP-001.pam
CallManager-trust trust-certs Cisco Root CA 2048.pem
CallManager-trust trust-certs CAPF-18cfl46e.pem
CallManager-trust trust-certs CAP-RTP-002, pem

BRINMBRAT , VPN FTE BiETM L H ASMICs, 7960 N M7940 M KNHFBFEFMEMICHEE
REFHKRERLZEIRE , WELSCR 2 HIEM.

R #TMCisco IPEBiE(8811 , 8841, 8851#18861)BIEHF M FIERISHA2 CAZFHIMICIES :

- CUCMARA10.5(1) B EH B ZEFEFHISHA2IEH,
- MRFBIT—MIHIHCUCMARA |, thiF ERETH IR EIECAILERH
IEEEICAPFEE , LMEEBIFRERIE SCAPFR T 3RBLSC,

WMREAFBFERIUEESIPHIS061 , MICHEMNER E /I EERET.

TR MECUCMHEBIZIT—NERRA |, ERETLEERR N TIREBSHA2 CA,

B4 CiscoBWEFEAMICs{XILSCEL %, CiscoxiFTLSEZEMINIEMNLSCs5ECUCMB. H
FMICIHRIEA TSR | BB B FEFAMICs TLSIANEREM BN AR RLARIE R, R
MICs#T®R , CiscoMRiZMf&.

BIABRT , IRLSCHFETRE , INUEEALSC , TEMICREFETBHIE, MEMICHMLSCEE
TeiE , INEEALSC, MRLSCHRFHETHIE , EREMICEFE , INEEAMIC,


http://www.cisco.com/security/pki/certs/cmca2.cer

Note:t]id , HIEBRWIE , BN IZMASAT HSSLINIER S AECUCM,

FHRRATRE

MBANENEBHHBEBIHR(CN)FEEURL (HURL)SBEFFEARN TEERASAEZVPN , A%
CUCMK ENFF R AR BERIEF A A EASARZURLE — NMAIEFEASA,

XRMER , HASAHSSUAERBEAFIAER , SSLINEEEFENSAN (MEHREEF) , R
FHURLAIPH#iit 812 T T R £ SV E (FQDN),

XZIPEIE B SR RA , HINERNCNAF LE B iF AR ERIURLEY,

1231: NOT 07:07:32.445560 VPNC. DNS has wi | dcard, starting checks..

1232: ERR 07:07: 32.446239 VPNC. Generic third level wldcards are not all owed,
st oppi ng checks on host=(test.vpn.com) and dns=(*.vpn. con)

1233: NOT 07:07: 32.446993 VPNC. hostI D not found in subjectAl tNanes

1234: NOT 07:07:32.447703 VPNC. hostID not found in subject name

1235: ERR 07: 07: 32. 448306 VPNC:. host| DCheck fail ed!!

R TEAEVARFBRFIEFEICCUCM |, EEN BRSHE> VPN > VPNERE X4 :

—Tunnel Parameters
MTU* 1290

Fail to Connect® 3

| Enable Host ID Check

5 Sy S PR BR

(EF Y B E B HEASA



TEASA |, & &Eenable (event)iX L8R F A S HEBREUER

1231: NOT 07:07: 32.445560 VPNC. DNS has wi |l dcard, starting checks...

1232: ERR 07:07:32.446239 VPNC. Generic third level wildcards are not allowed,
st oppi ng checks on host=(test.vpn.com and dns=(*.vpn.con)

1233: NOT 07:07: 32.446993 VPNC. hostID not found in subjectAl tNanes

1234: NOT 07:07:32.447703 VPNC. hostID not found in subject name

1235: ERR 07: 07:32.448306 VPNC. host| DCheck failed!!

Note:ZE 5AnyConnect AP S A — KR EBE , CiscoB & T enable (event)ifidwebvpnh
anyconnect, H#H T AR IP#uEITE |, IR ZE S HiFHaE,

IPERE A&

N TIEMBIERE , enable (event) Webif R ZIEE, ZEFEXSCUCM , 3 HiE$#XIDevice > Phone

>EEER. EXEEEN enable (event)lbhEEWIPEIE , H EBEHRWebiF RIS . MAXIPE
FHREENR :

system +  Call Routing +  Media Resources »  Advanced Features + Device v A

Phone Configuration

LB Save xﬂelete Copy % Reset 4 Apply Config :B: Add New

|—Prm:lu1:|: Specific Configuration Layout— bl T

i Settings

\ Web Access RSO :

—Henable (event) (RS MEBBIEN TIEALLHTIHEE , BEET5 AP TH B fhR W25, AN Z 7 MY
BEEABRFENIPHIMNITEN., 28 ASHARERARSX M. ATHREEZEINXMS , &
AR EMEXE X HEIRFHRIEFTERNER.



lllllllll CGHSOIE LOgS
CISCO

Cisco Unified IP Phone CP-7962G ( SEPSCB64F576113 )

Device Information

Network Configuration

/FS/cache/logl81
Network Statistics /FS/cache/logl82
3 /ES/cache/logl78
/FS/cache/logl 79
Access /FS/cache/logl80

Network

Ethernet Information

Device Logs

Console Logs

HASABEMIPERE H &2 A K X BR A9 (7]

XRRPIIARERMASATIPERIEN BE. EAHF , AAFEASAHIANERAFEN S HRIE , #iR
TAUER 1S HBEASARY A AL IAE R 15 %5 1 BB iR AV B & XA o

ASAB®E

%ASA- 7- 725012: Devi ce chooses ci pher : AES128-SHA for the SSL session with

client outside:172.16.250.9/50091

U%ASA- 7- 725014: SSL |lib error. Function: SSL3_READ BYTES Reason: tlsvl alert
unknown ca

%ASA- 6- 725006: Device failed SSL handshake with client outside:172.16.250.9/50091

BiEAE



902: NOT 10:19:27.155936 VPNC: ssl_state_cbh: TLSv1l: SSL_connect: before/ connect
initialization
903: NOT 10:19:27.162212 VPNC:. ssl_state_cb: TLSv1l: SSL_connect: unknown state
904: NOT 10:19:27.361610 VPNC:. ssl_state_cb: TLSvl: SSL_connect: SSLv3 read server hello A
905: NOT 10:19:27.364687 VPNC. cert_vfy cb: depth:1 of 1, subject:
</ CN=10. 198. 16. 140/ unst r uct ur edNane=10. 198. 16. 140>
906: NOT 10:19:27.365344 VPNC:. cert_vfy cb: depth:1 of 1, pre_err: 18 (self signed certificate)
907: NOT 10:19:27.368304 VPNC. cert_vfy cb: peer cert saved: /tnp/leaf.crt
908: NOT 10:19:27.375718 SECD: Leaf cert hash = 1289B8A7AA9FFD84865E38939F3466A61B5608FC
909: ERR 10:19:27.376752 SECD: EROR secLoadFile: file not found </tnp/issuer.crt>
910: ERR 10:19:27.377361 SECD: Unable to open file /tnp/issuer.crt
911: ERR 10:19:27.420205 VPNC: VPN cert chain verification failed, issuer certificate not found
and | eaf not trusted
912: ERR 10:19: 27.421467 VPNC. ssl_state_cb: TLSvl: wite: alert: fatal:
unknown CA
913: ERR 10:19:27.422295 VPNC. alert_err: SSL wite alert: code 48, unknown CA
914: ERR 10:19:27.423201 VPNC:. create_ssl_connection: SSL_connect ret -1 error 1
915: ERR 10:19:27.423820 VPNC: SSL: SSL_connect: SSL_ERROR SSL (error 1)
916: ERR 10:19:27.424541 VPNC: SSL: SSL_connect: error:14090086: SSL
routines: SSL3_GET_SERVER CERTI FI CATE: certificate verify failed
917: ERR 10:19: 27. 425156 VPNC:. create_ssl_connection: SSL setup failure
918: ERR 10:19: 27.426473 VPNC. do_l| ogin: create_ssl_connection failed
919: NOT 10:19:27.427334 VPNC:. vpn_stop: de-activating vpn
920: NOT 10:19:27.428156 VPNC. vpn_set_auto: auto -> auto
921: NOT 10:19: 27. 428653 VPNC:. vpn_set_active: activated -> de-activated
922: NOT 10:19: 27.429187 VPNC. set_login_state: LOGAN 1 (TRYING --> 3 (FAlILED)
923: NOT 10:19:27.429716 VPNC. set_login_state: VPNC : 1 (Loggingln) --> 3
(Logi nFai | ed)
924: NOT 10:19:27.430297 VPNC:. vpnc_send_notify: notify type: 1 [LoginFail ed]
925: NOT 10:19:27.430812 VPNC:. vpnc_send_notify: notify code: 37
[Ssl Al ertSrvrCert]
926: NOT 10:19:27.431331 VPNC: vpnc_send_notify: notify desc: [alert: Unknown
CA (server cert)]
927: NOT 10:19:27.431841 VPNC:. vpnc_send_notify: sending signal 28 w value 13 to
pid 14
928: ERR 10:19: 27.432467 VPNC. protocol _handler: login failed

»PCik A Zh REAY [ 3E

BRRERTENERE LI BE, BEF - RKAERR.

BB g , BLLET , enable (event)BEEX ECUCMMIPCIK AMZEABEE, BiEFFHRKXEEF MR
E#HRBIPC, BEAWireshark1EBZER N T HIR D TR



System + CallRouting = Media Resources +  Advanced Featurez  Device + A

Phone Configuration

B Save x Delste Cu-p}r % Reset 4 Apply Config EBI Add New

|—Prm:|uct Specific Configuration Layout— g s
D Settings
Span to PC Port™® Enabled -

IPEREECEE W , SEEEH VPN

FAFBERERBRMBAVPNEE , LIPREREREMEIAMBANyConnectit, HERZ , BERE
RiZHEA—EEERE,

ECUCMMAENENR , RENAXNBENER. AEERKRE K EE K ENS)HEREME
BH= MLV EE, BASH=ETNLERNASAKFVPN | G B b EIERE | MR
ERRIUEMRFEARIE, BXASEIHAAA) , AR R T

System = CallRouting ~ Media Resources =  Advanced Features - | Device - | Application

Phone Configuration CT1 Route Point

" Gatekeeper
- sa Delet . copyll &3 Reset Apply Confi
LE = x & r‘ % *a £ Pply Config Gateway
| Ly >Iatus: Heaay
| Phone

Note: X IPHEFEIZIHAT , MAEBDHCPARFZES B EWE| —/NPibit, N T FIPHFEZTHAE
EMCUCM , J"'lZETFTP serverBx RELEE, BECUCMRRBHRETFTP server,

RNTEREERWEE S |, FHEIATFTP serverfy P 7£ BiFHI M KR B EH IR E X FHIA
, EEF MDHCPIRS 23V IETN150 F TIREFE EIFEMNWTFTP, LTFTP serveri@idAnyConnect£
EE TS,



MRIPHIFEMNAREDHCPIRSE B TFTP server , BR2iZtbit EFREBY |, BEeEARZETFTP
serverit A 7 R EDHCP RS 851211 E’JTFTPHE*E&lPi&ﬂLO WREFHER ZIEIHJEFH%J&TFTP

server .

1. XS > Network Configuration > IPv4 & B .
2. B BIZIETFTPIEDI,

3. REBIEMW R SoftkeyREFE A —RETFTP server; EN |, i5#% Softkey, MRIEMEBEN |, &
B> #RATIHE,

4. R RFSoftkey.

5. EAZIETFTP serverfETFTP server F1M&IA,

Eiﬁﬁﬁﬁuﬁ BEHEWebR RH/HEBEREN THINRFREEBNES. UREFEHMIR
, BB HEHIMX L

I Status Messages

CI5co Cisco Unified IP Phone CP-7962G ( SEP8CB64F576113 )

Device Logs
11:09:29 Trust List Updated

11:09:29 SEPSCB64F576113.cnf.xml.sgn
11:09:37 Trust List Updated
11:09:38 SEPSCB64F576113.cnf.xml.sgn
11:11:24 Trust List Updated
11:11:24 SEPSCB64F576113.cnf.xml.sgn
08:21:45 Trust List Updated
08:21:45 SEPSCB64F576113.cnf.xml.sgn

Console Logs
Core Dumps

Status Messages

Debug Display

08:22:02 Trust List Updated
08:22:02 SEPSCB64F576113.cnf.xml.sgn

MRBFLEMNTFTP serveri@RELR , BIRBITFTPEHEIRER -



Status Messages

Cisco Unified IP Phone CP-7962G ( SEPSCB64F578B2C)

11:51:10 Trust List Update Failed

11:51:10 TFTP Error : SEPSCB64F578B2C.cnf.xml.sgn
11:53:09 Trust List Update Failed

11:54:10 Trust List Update Failed

11:54:10 TFTP Timeout : SEPSCB64F578B2C.cnf.xml.sgn
11:54:31 TFTP Timeout : SEPSCB64F578B2C.cnf.xml.sgn
11:55:18 Trust List Update Failed

11:55:39 TFTP Timeout : SEPSCB64F378B2C.cnf.xml.sgn
11:58:00 Trust List Update Failed

11:58:00 TFTP Error : SEPSCB64F578B2C.cnf.xml.sgn

ASA SSLINUERYZETT

MRZH— N IhEEAnyConnect VPNEIFIRE , (EREMASA SSLINEFEIH , BFFELETEI
R RABIPEFEN TIEAFHSSLIEHE8BiFE; HVPNFIEZR |, FEeRMFAVIES,

MRGEHTHRSFATASAHNBCAILEEMAREMIAL , #H , REBREFERE —MENE(CA)E
LEERiTHE , EXECUCMMINER AL ER , RNREREM, ER , MREA T HMINE , 1E
FRUER;BN , FASAVIPEIECEHashERELL , A HEESBEHBER,

1. EHTEASARIAIE,
Note:>X T4 E# , HSMASA 8.x : EHiH HLEEASDMIYSSLINIE, FHEIE—5TFHIE
TR, FRE7ER SssfFfER<name>RyIL¥TE B TR , EEIENA TIAMETRA
VPN IPEiE,



http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00809fcf91.shtml

2. FHHIES,

3. FAFIEBCUCMIEN BBIEVPNSEIAIE,
Note:’£ Z.CSCuh19734 5 FE#CNY IR W certs:F EEE B iR VPNFEH Ecert

4. EENECUCMMVPNMXEE , A EERAMILES. BHRAERILES  HEHANINEMKER
TASARVETIEF

5. BATUMMWEEBIPRE, EREARE-ER-EMBHN TEANIPRIENHNEEELE
VPNREE, fRIEFFEIPEEEEVPNEER , 7 A1 ETRBESIATFTP server.

6. FEATFTPRERDEEMEENHN THINPRERER T SEXAIE B X,

7. ERAEASAHFTEISSLIEER , 3 EEBAINIE.

Note: 21 RASA SSLINEE R , A , MRIPEETLEE T AnyConneciE #; IR e HE#H &F
(B INFTRIASAIAERS F) X IPEFE, BFTIREEIPEFENTFTPRI — N HIP#bHE | Fit
IPEEFEREMNBERRER, BHEA—LHTFTP serverEHE B X4, — M ROIZIBELE

ASAM IR OMEE@MBIE R NEBTFTP server,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuh19734
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