EFMCEEWFTD L ARA VPNHILDAPHEL & %%
BER

B =%

B0

FREH

ER

B4 ¢

E

MEEFMZ=

¥ ELDAPE DN DN

S #|LDAPS SSLiFH1R
ELDAPR RSB EN A it B F P LRS- MEBAERT (8% )
FMCEL.E

IO UF1F ]

BB

AL EAnyConnecti#f (T BB ERE
HE

BARE

AAABLE

AnyConnectfl &

il
FRHAnyConnectEEHRIF AP EEN RN EETE
BEEHERR

TERIDEE R
ZREBESERERNE N EIR

&I

ARS8 a0l 6 FALDAP R i 2 B B Rl Firepower B i B 8 (FTD) B AnyConnect & F i Bt B 13 &
I,

FoRF M
ER
Cisco BWEZE B LT EEAER ZR -

« EXRTHFMCLEMRAVPN (ZRBHEESETRAME ) BLE
« EARTHFMCLAILDAPARS BRELE



« Active Directory &t &liR
SERANAH
RPN EBRETUTREMEHRA

« Microsoft 2012 R2R 525
e 1=177.3.089FMCv
e 1Z177.3.09FTDv

AXHEPNEEHRETREXRENEFNREZEEN, AXEFEANAAERZRNERAR
(BN ) BE., MREHMNELTEIRES , BHRRETHEAARTHBELE,

BoiE
PR £ B 37 5%

r Y

inside

Windows Server FTD AnyConnect Client

Windows i 55 2B & T ADDSHIADCSEN XA F B EEEE, EAEEREET , FolRxE
RAFtRF.

iVl Yl
- EEA kP AEBRKS , LAFFTDSEElActive Directory IR55 85
 admin : AT ERAFSHRNNAERRKS

¥ ELDAPE DN DN

1. Open ( Rf&R ) Active Directory Users and Computers JB 1Y BR 55 25 & F2 8512 I EI AR o



|}'

Acteve Directory Adminntrative Center
Astee Dwrevtony Domamns aad Trusts
gt Dinevtory Modube e Windows PowerShall
1 Actove Dirextoey Sites and Services
Astoe Direitony Uiend bnd Computiers
AD F5 Managemnent
ADS! Edit
Certification dutharity
Component Senices
Computer Management
Drefragenent and Optimize Drives
Create a server group oS
Euent Viewer
Group Policy Management
Henith Registrataon Authority
Interret Information Services [115) Manager
IS5 Irntiator
Lacal Secunsy Policy
Metwark Policy Senver
COBC Data Sewrcns [32-b11)
iR File § OB Data Semrens. [62-bit)
Serv Perdarmance Manitar

n

B Local Server

B A Servees

" apcs

W apDs

¢ ADFS

& ons

B File and Storage Services ©
I 15

T Nap

. Configure this local server

2 Add roles and features

3 Add other servers to manage

ROLES AND SERVER GROUPS
Rolet:7 | Servergroups: 1 | Servers totak |

2 ADFs 1| | & ons 1

"8 apcs 1| | il s0Ds 1

@ Manageatility
Events
Services
Performance

BFA results

o s

® Manageability
Events
Services
Performance
BFA results

-“NN’

® Manageability

Events
Seraces
Performance

BFA results

Local Server 1

@ Manageaviiny
Evenits
Services
Pesformance

BRA results

Bi A servers

() Manageability
Events
Sarvices
Performance

BPA results

@ Manageability
Events
Services
Performance
BPA results

Manageability
Events
Services
Performance
EPA results

@ Manageability
Events
Services
Performance

BPA results

Resource Monitor
Security Configuration Wizaed
Senvices

System Configunation
System Information
Task Scheduler

Windows Firewall with Advanced Sscurity

\Windows Memary Disgnostc
Windows Poaerimeil
Wirndts Poswtrimedl (x06]
Windows Peaverirell 5
Windows PowerShell 5€ (x56)
Windzad Sener Batiup

2. $TFF view option F /5 F Advanced Features, S0 B FIT 7R :

Add/Remove Columns...

Large lcons
Small lcons
ntainer for up...
ntainer for do...
ntainer for sec...

Users, Contacts, Groups, and Computers as containers ntainer for or...

Filter Options...

ntainer for ma...
ation for stor...
rem settings
tainer for up...
[ZI NTDS Quotas msDS-QuotaC... Quota specifications co...
I TPM Devices  msTPM-Infor...

Irl'frastructure infrastructurel...

Customize...

p (=] NTDS Quotas
p =] TPM Devices

<] [T ]

Displays items in a list.




3. XAFEFEADNR T HME .
Bl | EERABAIDN |, razorloca FH B AT razorloca , FRIFIEIE Properties , MM TFEFFR :

File Action View Help
N EEIEEEIEEY YRR

] Active Directory Users and Com|| Name Type Description

b ] Saved Queries | Builtin builtinDomain

4 ﬁ razor.loc Delegate Control... t:‘r Default container for up...
ional... Default container for do...

ner Default container for sec...

dFound Default container for or...

ner Default container for ma...

Raise domain functional level... ner Default location for stor...

Operations Masters... ner Builtin system settings

ner Default container for up...

QuotaC... Quota specifications co...

A-Infor...

View ructurell...

Find...
Change Domain...
Change Domain Controller...

EEREEERERER
3383 %

New
All Tasks

W] >

Opens the properties dialog box for the current selection.

4. KT Properties , IEIF Attribute Editor IR B distinguishedName FEAttributes T~ , B 5 view, IIEFRF
.

XFTF—NHED , TEEFPEHDNHAELEH/WEEIFMC,

FEARRBIF , ARDNE DC=raror, DCloca EHREFRENGEMA. A ok TR FHEE HHES
B0, W o LB MR,



razor.local Properties (2] x ]

General | Managed By | Object | Security | Attribute Editor

Attributes:
Attribute Value A
defaultLocalPolicyObj... <not set>
description <not set> -
desktop Profile <not set> =
displayName <not set>

displayNamePrintable  <not set>
distinguishedName DC=razor,DC=local

domain PolicyObject <not set>

domainReplica <not set>

dSASignature { V1: Flags = 0x0; LatencySecs = 0; DsaGuic

dSCorePropagationD... 0 =()

eFSPolicy <not set>

extensionName <not set>

flags <not set>

forceLogoff (never) v
< m ]

View Fitter

Attribute: distinguishedName
Value:

Clear




£ HILDAPS SSLIEH 1R
1. 3% wintR A mmcexe , RFETE ok , WEAFR.

& Run 2

@ Type the name of & program, folder, document, or Internet
resgurce, and Windows wall open i for you,
a

.

2. S/ ZE File> Add/Remove Snap-in... , MIEFI7R :

@ File | Action View Favorites Window Help

New

Save

Save As...

Add/Remove Snap-in...

Options...

1 C\Windows\system32\dsa

2 C\Windows'\system32\eventvwr
3 C\Windows\system32\certmgr
4 C\Windows\system32\certsrv
Exit

There are no items to show in this view. 5C not
Mare Actions

Enables you to add snap-ins to or remove them from the snap-in console.




. EAHEBETT , i8R certificaes R/FE T Add , W TFEPIT :

budd ar Remeve Snag-ins

You can sebct snap-ns for this console from thase avalable on your computer and configure the selected et of snap-ns. For

extensble snap-ins, you can configure which extensions are enabled.
Available snap-ins: Selected snap-ins:

Snag-n Vendor - [ Conscle Root

[l Active Directory Do...  Microsoft Cor...
PBiF Active Directory Site.,. Micregoft Cor...
] Active Directory Use,,. Miosoft Cor.,..
= ActhveX Contral Microsoft Cor,..

: ALDG] Edit Microsoft Cor....
i Autharization Mansger  Micresoft Cor... T
Certificate Templates  Murosoft Cor...

i Certificates .
i Certification Authority  Microsoft Cor...
. Component Services  Micresoft Cor...
fc::rmmta'r-'.amqmn... Microsaft Cof...

Hbe'm:e Manager Mucrosaft Cor...
i Disk Management Mcresoftand..,
Wom - . o
Desiption:

Edit Extensions...

Bamove

Mave Lip

Miove Do

The Certificates snap-n alows you to brovize the contents of the certficate stores for yoursslf, a service, or a computer.

ok || cancel

4. 3% computer account SASE B Next , MITFEFFR :




Certificates cnag-in

Thiz srizp-n will always manage cetificates for

WEFR , £ Finish.



Select Computer

Selact the computer you wart this snap-in to manage.
This snapn will always manage:
(®) Local computer he computer this conaole ks nunning on)

() Another computer: Browse....

[ ] Alow the selected computer to be changad when launching from the command line. Thiz
orfy appliea F you save the consola.

T e

5. fﬂ"f:l_: , EEE OK , ﬂﬂﬁﬁlT_\o




Add ar Resswove Snap-ins >
You can sshact snap-ins for this console from those avalable on vour computer and configure the selected sat of snap-ns. For
extenzble snap-ins, you can configure which extersions are enabled,

Avegilable snap-ns: Selected snap-ing:

Snap-n vendor - | Console Roat Edit Extensions. ..

_'_-h:ﬁmr Direciory Da...  Microsoft Cor... il Certiicates (Local Computer) F—
Bim Active Directory Site... Macragaft Cof...

] Active Directory Use... Mirosoft Cor...

=" pctives Contral Microsoft Cor,.. Mawe Lin
é-ﬁtﬁl Ecit Microsoft Cor... pr——

Autharization Manager Micresoft Cor. .. ko

.EI Certificate Templates  Mcresoft Cor...
I Certificates Microsoft Cor,..

il Cartification Authority  Microsoft Cor..

3-Eummrenliaui:e= Micresolft Cor...
& Computer Managem... Microsoft Cor...
HDEI.HI:E MMaraper Murosoft Cor,..

rr Disk Ma t Microsoft and, ..

T okManogenent | Mroftand.. Adsance...

Desmiption:

The Certificates snap-n alews you to bravise the contents of the cerificate stores for yoursslf, a sandce, or a computer,
I

6. BFF Persona XK |, ARIFHE T certificaes. LDAPE F BYIE B A K L8 Windows IR FZ 25 T £ IR
EiF % (FQDN), LRSS 2R L5 =/MEH .

CAEPME LA FIME E razor-WIN-E3SKFIQDEI7-CA.

M AL R MK ZERICAIEP supinfo-WIN-FNIVPIQUEHI-CA.

B IE B I K L8 WIN-E3SKFIQD6J7.razor.local BT razor-WIN-E3SK FIQD6J7-CA.

EABEEET , FQDNE WIN-E3SKFIQD67.razorlocal E It , BIFEMIEH FBE A ELDAPHISSLIEF
MK LA BIFRIRUE R WIN-E3SKFIQD6J7.razorlocal & FWindows Server CARRS B M A B EH . WML
DUREFMAEE,



File Action View Favorites Window Help
e nm ol &

[] Censole Root Al Issued To = Issued By Expiration Date

4 ) Certificates (Local Computer) ?‘."]razor-WlN-ESSKFJQDﬁJ?-C& razor-WIN-E3SKFJQDEIT-CA 372272026

4 ] Personal T supinfo-WIN-FNJVPOQUEHS-CA  supinfo-WIN-FNJVPSQUEHS-CA  2/23/2025
[ Centificates| [Z/WIN-ESSKFIQDE Trezorlocal __razor-WIN-E3SKFIQDEIT-CA 4257203 )

3 u ication Autho|

b (] Enterprise Trust

b 1 Intermediate Certification Autho

p 21 Trusted Publishers

b 1 Untrusted Certificates

p (1 Third-Party Root Certification AL

b 1 Trusted People

t ] Client Authentication lssuers

p (1 Other People

b (| Remote Desktop

p [ Certificate Enroliment Requests

b 1 Smart Card Trusted Roots

b 21 Trusted Devices

p 7] Web Hosting

< n

More Actions

Perscnal store contains 3 certificates.

7. ZR{FLDAPHISSLIEH |, IF BHATHEEUTER :
- NAEBHDNSEE A E 5Windows ServerfyFQDNILEL,
- IEF7EEnhanced Key Usage= Bt T~ F Server Authentication.

1E Details BT FH |, IR subject Altenative Name , ELFIFQDN WIN-E3SKFIQD6J7.razorlocal TE4E o



Certification Path

Value
%|Enhanced Key Usage Client Authentication (1.3.6.1....
| Application Policies [1]Application Certificate Polic...
5| subject Key Identifier 1b 34758 c43e ef 58 b 43 ...
55| Authority Key Identifier KeyID=cf83 92 a4 1400 e75...
gcm Distribution Points [1]CRL Distribution Point: Distr...
&l

Authority Information Access  [1]Authority Info Access: Acc...

Key Usage Digital Signature, Key Endpher...
Subject Alternative Name DNS Name=WIN-E3SKFJQD&]...

S Name=WIN-E3SKFIQD617.razor.local

DNS Name=RAZOR

Edit Properties...
Learn more about certificate details

ﬁﬁa': Enhanced Key Usage, Server Authentication 'T?—T:I_:o



General iIs | Certification Path

Show: | <All>

Field Value

Certificate Template Inform... Template=LDAPoverSSL(1.3.6...
n3| Enhanced Key Usage Client Authentication (1.3.6.1....
Application Policies [1]Application Certificate Polic...

SubjectKeyIdenﬁﬁer 1b3475f8c43eefS8H 43...

Authorlty Key Identifier KeyID=cf 8392 a4 1400 e75...
CRL Distribution Points [1]CRL Distribution Point: Distr...
Authority Information Access  [1]Authority Info Access: Acc...

|Key Usage Digital Signature, Key Encipher...

KDC Authentication (1.3.6. 1.5.2.3.5)

Edit Properties...
Learn more about certificate details

8. —BH¥IA , TE cetification Path T , IERENRCAIEPHTNFIUES , REETE View Certificae.iX
FITFRCAULPWIEBEMAEE , MEFR :



: Certificate [ x| . Certificate | x|

Certification Path General | petails | Certification Path |
Certification path
) razor-WIN-E3SKFIQD6J7-CA | I § Certificate Information

L {_'ﬁl WIN-E3SKFIQD67.razor.local
This certificate is intended for the following purpose(s):
» Allissuance policies

» All application policies

Issued to: razor-WIN-E35KFIQD6I7-CA

Issued by: razor-WIN-E3SKFIQDE17-CA

View Certificate
Valid from 3/22/2021 to 3/22/2026
Certificate status:
is certificate is OK.
’T'B | Issuer Statement |
Learn more about certification paths Learn more about certificates

[ ] [ ]

9. 7E Details IRCAIEP , BT Copy to File F X BT Certificate Export Wizard 1% 85 T SAPEM#& X 5§ H 1R CA.

1% 1% Base-64 encoded X 509 YE R L& =, o




Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

C:\Users\Administrator \Downloads'yoq
Export Keys No
Indude all certificates in the certification path No
File Format Base64 Encoded X.509 (*.cer)

10. EAICEAREMNARERFITIT T EN LEEMNEFFEBBRCAILES.
J\XM.EKH_-\PEM%EQ.I‘IE:HO -\Lﬁﬁﬁl‘;{ﬁ'}ﬁmo

MIIDfTCCAMWgAWIBAgIQV4ymxtI3BJ9IHnDL+1uYazANBgkghkiGOwOBAQUFADBRMRUWEWYKCZImiZPyLGQBGRYFbG9]jYWwxFTATBgo
vcjEhRMB8GALUEAXMYcmF6b3ItVO10LUUZUOtGSTFENKko3LUNBMB4XDTIXMDMyMjEOMzMXNVoXDTI2MDMyMjEONDMXNVowUTEVMBMGCg!
BWxVvY2FsMRUWEWYKCZImiZPyLGQBGRYFcmF6b3IXITAfBgNVBAMTGHIhem9yLVdITi1FMINLRkpRRDZKNYy1DQTCCASIwDQYJKoZIhvc
CCAQoCggEBAL803nQ6xPpazjj+HBZYc+8fV++RXCG+cUnb1xwtX0B2G4UxZ3LRrWznjXaS02Rc3qVw41n0AZziGs4ZMNM1X8UWeKuwi 8
9dkncZaGtQlcPmgcnCWunfTsaENKbgoKi4eXjpwwUSbEYwU30aiil/tp422ydy3Kg17Iqtls4XgpZmTezykWra7dUyXfkuESk61EQOAV
CSkTQTRXYryy8dJriWjAF/n6A3VnS/17Uhuj1x4CD20BkfQy6p5HpGxdc4GMTTnDzUL460t6imeBXPHFOIJehh+tZk3bxpoxTDXECAWE.
DAgGGMA8GA1UdEWEB /wQFMAMBAf8wHQYDVROOBBYEFM+DkqQUAOdY379NnViaMIJAVTZIMBAGCSsGAQQBgjcVAQQDAgEAMAOGCSqGSI
AA4IBAQCiSm5U7U6Y7zXdx+d1eld0QmGgKayAAuYAD+MWNwC4ANzFD8Yr7Bn06f/VnF6VGYPXa+Dvs7VLZewMNkp31i+VQpkBCKdhAV6q
4sMZffbVrGTRz7twWY36J5G5vhNUhzZIN20LwewtHg2S08X1vpTS5FfAnyCZgSK3VPKFXnn1HLp7UH5/SWN2JbPL15 r+wCW84b8nrylb
GuDsepY7/u2uWfy/vpTJligeok2DH6HFfOET3sE+7 rsTAY+ofOkWW5gNwQ4hOwv4Goqj+YQRAXX120Zy1tHR1dfUUbwVENSFQtDnFA7X
————— END CERTIFICATE-----



HELDAPHRSs 28 LRV AR I BN FRE P RESMEBWIERT ( Wik )

1.7ELDAPST LAERAZS N EHIEBWNERT , HEABNEMHEBEFEETBEYE , RELETHA
LDAPSHRS886¢ , MR T LAMEFTD £ TR M EhiE A IR P2 EUECA,

2. 0NRIEELDAPARS 27 ( WNAD DS HIR ) At it EAIEBERPES N ERRITRSFH 0K
UERYIES |, M AT BUE BRI R ERYIES A TLDAPSEE ., MRS FRIBMN RETT ERMNA M 1T EHIE
PEEPHBRAEFLENIES , FERE MRS [S ORIEBAMAIES.

BR A MREEHEHRZFERANSESIERHBEELEE—MWindows Server 2008 LDAPHR 5 85
, W Active Directoryigfg 5 (NTDS\Personal)if $ 77 f& X 7] F| FLDAPE S

PAR S BR0E R 04~ /5 FALDAPSHYE +5 MIF 12 5l 88 A tth 1+ B ALUE 5 77 6% S i EJActive DirectoryiZi iR
FAEHEM(NTDS\Personal)o

« SMFActive DirectoryR5588 EFIMMCHE S & |, B X4 , RIS £ T Add/Remove Snap-in.

o R Certificaes SRFFHE T Add.

o R certificates snap-in , £ computer account AT BT Next.

o 1E select Computer , 1%£3% Loca Computer , B ok , A/FE T Finish.7E Add or Remove Snap-ins , B 5 OK.

- BEEEATRESHEMRIIMVIERNITEYNIEREGEIA S |, AE certificae , £ All Tasks , A&
)—éifﬁ Export.

= Console1 - [Console Root\Certificates (Local Computen)\Personal\Certificates] [=[o
@ File Action View Favorites Window Help [-]8]x
e 2@ & XE | 60
Console Root || lssued To = Issued By Expiration Date Actions
4 [ Certificates (Local Computer) ol razor-WIN-E3SKFJQDEIT-CA razor-WIN-E3SKFJQDEIT-CA 3/22/2026 Certificates ~
4 (| Personal £l supinfo-WIN-FNJVPSQUEHS-CA  supinfo-WIN-FNVPOQUEHS-CA 2/23/2025 .
| Certificates ' WIN-E3SKFIQD6)7.razor.local 7 A A 415 1107 Mare Actions »
b | Trusted Root Certification Autho Open WIN-ESKEIONAIT razar lnral 4
b ] Enterpnngrust - = All Tasks S T
I | Intermediate Certification Autho {
b | Trusted Publishers Cut Request Certificate with New Key...
b | Untrusted Certificates Copy Renew Certificate with New Key...
b ] Third-Party Root Certification Au Delete )
b Trusted People Manage Private Keys...
b 7] Client Authentication Issuers Properties Advanced Operations [
b (] Other People Help [ Export...
i | Remote Desktop -
p | Certificate Enrollment Requests
b | Smart Card Trusted Roots
b | Trusted Devices
b || Web Hosting bt
¢ m > ¢ ] »

Export a certificate

« ERSHIUEP pix EEEETHPRE, BXNAEFSHITIPHXE | S5 pix REMMCH
-5 W

https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118339-technote-
wsa-00.html,



https://www.cisco.com/c/zh_cn/support/docs/security/web-security-appliance/118339-technote-wsa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/web-security-appliance/118339-technote-wsa-00.html

o %.’:HiIE:F}E s %ﬂﬁ,fz Add/Remove Snap-in T:I_: MMC console.,‘f—(_'\jl.ﬁ Certificates %Eifﬁ Add.
* ﬁj% Service account %Eiﬁ Next.

This snap-n will always manage cerificates for:
(O My user account

(® Service account

(O Computer account

o U select Computer X IEHE | £ Loca Computer F R Next.

o &R Active Directory Domain Services ?’Uﬁifﬁ Finish.

Select a service account to manage on the local computer.

Service account:
Active Directory Certificate Services

1 0 Uoma
Active Directory Web Services
AD FS Windows Service
Application Host Helper Service
Application Identity
Application Information
Application Layer Gateway Service
Application Management
ASP NET State Service
Background Intelligent Transfer Service
Background Tasks Infrastructure Service
Base Filtering Enaine




« ¥E Add/Remove Snap-ins X 1&EAE , BT ok.
* ?ﬁk%y@ Certificates - Services (Active Directory Domain Services) %Eiﬁﬁ NTDS\Personal .

o BB E NTDSPersona , B i All Tasks , SRJFE T 1mport.

@ Console1 - [Console Root\Certificates - Service (Active Directory Domain Services) on Local Computer\NTDS\Personal] | = |5
@ File Action View Favorites Window Help - [#]x]
«| 2@ 0| 6
[ Console Root Object Type Actions
b Eﬁ Certificates (Local Computer) [ Certificates
4 55 Certificates - Service (Active Directory D | NTDS\Personal &
v [E NTPe= o More Actions 4
b O NT Find Certificates... l
p E N1| All Tasks » Find Certificates...
p E NT
» O NT View » | Import...
p 5 NT New Window from Here Advanced Operations »
> O NT New Taskpad View...
» E NT
p @@ Ny [Refresh
Export List...
Help
<] " >

Add a certificate to a store

» TE Certificate Import Wizard MDD REE | B Next.
s E'ESANXHREL , 21 Browse , FIREIE TS HIVIERXHF

- BT REL , BRNAGEIR(pix, p2) BN XHRE | RESM XA RELUER LR
SHBIER, RE , REZIEPR.



2|

®

- 4 |@ » Libraries » Documents v C;l | Search Documents

Organize ¥  New folder 2~ 1 @
W Favostes Name - Date modified Type Size
B Desktop |f§ Idapcert 4/25/2022 12:01 Personal Informati... 5 I(B|
|8 Downloads

] Recent places

- Libraries
[5) Documents
JI Music
(=) Pictures
B videos

% Computer

€l Network

File name: | Idapcert v[ Personal Information Exchange vl

| open | | Cancel |

° ,'f—l_'\ﬁ Open %Eiﬁ Next.
s B'EEREL MANXHRENED , AREET Nex.

« FECertificate StoreTME L , HRIEF Place all certificates 37 [#iCertificate Store: NTDS\Personal
%Eifﬁ Next.



Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
NTDS\Personal

Learn more about certificate stores

o 1E Certificate Import Wizard SER RS , B 7 Fnisn RAREBLSFBR—KHE |, KPS AW, 2T
oK. AILLBEERESAZNEREMXT : NTDS\Persond.



= Console1 - [Console Root\Certificates - Ser ice (Active Directory Domain Services) on Local Co

File Action View Favorites Window Help

o 2w £ XE B

[] Console Root Issued To = Issued By Expiration Date || Actions
b (Gl Centificates (Local Computer) [5) razor-WIN-E3SKFJQD6IT-CA razor-WIN-E3SKFJQDEJ7-CA 3/22/2026 -
4 [ Certificates - Service (Active Directory || SlIERGE I L T e A 4/25/2023 e —
4 | NTDS\Personal
1 Cetificates

b | NTDS\Trusted Root Certification Au|
I+ ] NTDS\Enterprise Trust

b (] NTDS\Intermediate Certification Au
b ] NTDS\Trusted Publishers

b ] NTDS\Untrusted Certificates

p 1 NTDS\Third-Party Root Certificatior
b (1 NTDS\Trusted People

B [ NTDS\Client Authentication Issuers

< m

NTDS\Personal store contains 2 certificates.

FMCEL &

¥ U v A]

EZLEAnyConnectBti& , FTDATUEM B ERETF A RS 28 , H ELTFHERIIPIlus, ApexziX
VPN N A ENR R

REGE

1. B E sysem > integration. F M1 E Reams , AFHE 7 AddReam , W TFEFIR :

Overview Analysis Policies D Objects = AMP Intelligence

Cloud Services LTI I Idantity Sources  High Availability  eStreamer  Host Input Client  Smart 5

m Realm Sequences  Sync Results

2. 1R3E MMicrosoft LDAPIRSZ SR WENEREEE TN FE, ELL2H , 55 AEWindows
Server EZZ| DAPRRSEE PRI R CAIEP Objects> PKI > Trusted CAs> Add Trusted CA , B 7E Directory
Server Configuration @iﬁio 5'_?.}55?.)% ) ifﬁ OK.



Edit Trusted Cenrtificate Authority

Namie:

LDAPS-ROOT-CERT

Subject:
Common Name: razor-WIN-E3SKFIODEIT-CA
Ovganization:
Owganization Unit:

Issuer:
Commaon Name: razor-WIN-E3SKFIQDEJT-CA
Ceganization:
Organization Unit:

Mot Valid Before:
Mar 22 14:33:15 2021 GMT

Mot Valid After:

[ Install Genificate ]




Add New Realm [ 7 4

MName* Description
LDAP-Server
Type

LDAP
Directory Username* Directory Password*
Administrator@razor.local sessnssesn
Base DN* Group DN*
DC=razor,DC=local DC=razor,DC=local

Directory Server Configuration
A WIN-E3SKFIQD6]/.razor.local: 636

Hostname/IP Address* Port*
WIN-E3SKFJQD6EJ7 razor.local 636
Encryption CA Certificate*
LDAPS LDAPS-ROOT-CERT +

Interface used to connect to Directory server o
(@ Resolve via route lookup

() Choose an interface

Test

3. Rifi Tes N THRFMCEEB R UIHAEZ I EHTRPIBEANBZAFBENER. ATXENHLZ
MFMCEzZH , MARBYFTDLEEMN TEKHZED ( HlRE, HAEFdmz ) 2—B3h,
R ( SAM ) KIEZETRERIEAnyConnect S R IRIERIMERZ R , E I AnyConnect
LDAP& i UFER BN —NFTD A HE O B3I,



Add Directory @ X

Hostname/IP Address* Port*
WIN-E3SKFJQD6J7.razor.loc 636

Encryption CA Certificate*

LDAPS l | LDAPS-ROOT-CERT ’—I—

Interface used to connect to Directory server o
@ Resolve via route lookup

O Choose an interface

Default: Management/Diagnostic Interface v

® Test connection succeeded

Cancel H OK J

4. |3 ARG,

Configuration users Domains. Integration Updates Licenses v Logging ¥ Health » Menitoring v Tools »

Cloud Services m Identity Sources High Avaiiabllity eStreamer Host Input Client ‘Smart Software Manager On-Prem

m Realm Sequences Syne Results

LDAP AD Glabal ciscol.com OUmlisers, 0U=CISCO,DCxeisco0l, DCmcom W Enabied + /20

[mAP-semr AD Glgbal raznelocal DC=razor,DC=local & Enabled * 78w

Bl iEAnyConnecti#t T3 EI1E

1. RN BEEZREXM , NOEINEEREXH ( MR FAnyConnectI#IIAIRE ) o LELEE
& 7“AnyConnect-AD” B BR &Y T Z< 3t & 13 38 11F A9 B B & 82 B B S04



Sl Devices Ealiltes

imm_mwwm-mmmmmmm

AnyConnect EEE -0
Enter Dascription
Pelicy Assignments (1}
Local Realm: g3a Chynamic Acoess Policy: HgaSicen

- ]
DelaurWEBVPHGroup Authntication: [y DfGepPolicy Fd |
Authortzation:
Accosenting:
AnyConnect Autsntication: Radien (RABILIS) [y DMGepbelicy 78
Authorization:  Radus [RADIUS)
Aocownking: )
|Myouu=-w Autsnsieation: LOCAL [y AnyCornaet-Grup 78 |
Muthortzation:
Aocowrking:

2. HEERBEXMHNAAIRET |, REEEEEXHHRFEZSRPEERFHLDAPRS 2=
o ;:EEEE ) il_-ﬁ Save’f:l_:EJ:ﬁo

Edit Connection Profile

Connection Profie:* [mcamm

e Pt | Aot o
e Group Pobcy
Cliant Address Assignmant Als Aliases

Authentication
Authentication Method: [ AAA Only -

] Faliback to LOCAL Authentication
] Use secondary authentication
Authorization

"'vtr-[l.bc..-. server v

] Allow connection only if user axists in suthorization database
Configuro LDAP Anriute Map

Accounting
* Advanced Settings
| Stip Realm from usemame

3. £ AAA > Advanced Settings FRTZELE o



Device Manbgement  Devite Upgrade HAT VPN » Remote Access QoS Platform Settings FlaxConfig Cedtificstes

AnyConnect | © cances |
Enter Descrigtion
Pelicy Assigrenenns (3}
Local Realm: gz Dyramic Access Policy: Hgstscan
Edi ot fi
IO Access Interfaces  Advanced Bk Connaction Profila
Conmection Profie:® | eyConnect-AD
Growp Policy:* ArryCormect-Grove - ] =
il % Client Address Assignment m Aliases «a
#
LDAP-Server (AD) B —
AnyConnect ] 78
» Faliback to LOCAL Authertication
i
Use secondary authentication
AnyConnect-AD i 78
» Authorization
i
Authorization Server: -
| =
¥ i ABOW CONRPECIION SNty If USEr ExiSTS I aUChorzation daabase 8
A Configure LOWP Attriste Map

Accounting
Accounting Server:
= | Advanced Settings
Strip Reaim from usemams
Strip Geoup frem usemang
Erabie Password Managament
P, Bt ggr |1 QS prior 10 passmond expiration
Notify user on Ehe day of pasword expirstion

ERE

1. ERFIBEER , Siioeploy HHAE LA,

Save Cancal

Analysis Policles LRI Objects AMP  Intelligence

2. AENAEICHNFTDEEZ LN EIRE , AR SE Deploy , MTEPR :

Overview Analysis Policles Devices Objects AMP  Intelligence

Y

Davica Maodified by

’E] 0197, 224, 190_FTD1 admin FTD

<#root>

> show runni ng-confi g aaa-server

aaa-server LDAP-Server protocol Tdap

Deployment  Daploymant History

1 device seiected

Lant Daplay Tima Praview Status.

May 30, 2022 7:34 AM ® Pending

S aaa-server group configured for LDAPs



max-failed-attempts 4
realm-id 8

aaa-server LDAP-Server host WIN-E3SKFJQD6]7.razor.local

Cmmmmmm-- LDAPs Server to which the queries are sent

server-port 636

Tdap-base-dn DC=razor,DC=Tocal
Tdap-group-base-dn DC=razor,DC=local
Tdap-scope subtree
Tdap-naming-attribute sAMAccountName
Tdap-Togin-password #%%%%*
Tdap-Togin-dn *****@razor.local
Tdap-over-ss1 enable

server-type microsoft

AnyConnectfi &

<tfroot>

> show runni ng-confi g webvpn

webvpn
enable Outside
anyconnect image diskO:/csm/anyconnect-win-4.10.01075-webdeploy-k9.pkg 1 regex "Windows"
anyconnect profiles FTD-Client-Prof disk0:/csm/ftd.xml
anyconnect enable
tunnel-group-1list enable
cache
no disable

error-recovery disable

> show runni ng-confi g tunnel - group



tunnel-group AnyConnect-AD type remote-access
tunnel-group AnyConnect-AD general-attributes

address-pool Pool-1

aut henti cati on-server-group LDAP-Server S LDAPs Ser ve

default-group-policy AnyConnect-Group

passwor d- managenent passwor d-expire-in-days 1 S Passwor d- managenent

tunnel-group AnyConnect-AD webvpn-attributes

group-alias Dev enable

> show runni ng-confi g group-policy AnyConnect -G oup

group-policy
AnyConnect - G oup
internal

L Group-Policy configuration that is mapped once the user is authenticated

group-policy AnyConnect-Group attributes
vpn-simultaneous-Togins 3
vpn-idle-timeout 35791394
vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1

vpn-filter none

vpn-tunnel - protocol ikev2 ssl-client S Pr ot ocol

split-tunnel-policy tunnelspecified

split-tunnel-network-1ist value Remote-Access-Allow



default-dom
split-dns n
split-tunne
client-bypa
vlan none
address-poo
webvpn
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect

anyconnect

ain none
one
1-all-dns disable

ss-protocol disable

1s none

ss1 dtls enable

mtu 1406

firewall-rule client-interface public none
firewall-rule client-interface private none
ss1 keepalive 20

ss1 rekey time none

ss1 rekey method none

dpd-interval client 30

dpd-interval gateway 30

ss1 compression none

dtls compression none

modules value none

profiles value FTD-Client-Prof type user
ask none default anyconnect

ss1 df-bit-ignore disable

> show runni ng-confi g ssl

ss1 trust-point ID-New-Cert Outside

FTD I D-cert trustpoint nane mapped to the outside interface on whi ch AnyConnect Connections



5N
£ A AnyConnectiE#Z H I IF A FE BN F B EENE

1.XBRMREEZEREXHNERE, —BEVREZRNAEXNEXRZRE  BARENZRBESH
, #Microsoft Server{E4t | KA RAFERZETE,

D v
f_ — Contateg FTD-Hopramg.

Au

Password change requined, you must enter & new
password with & minimue length of 7 i contrue,

MewPasaward: ||

Verity Pasgword:

2. AFmARRHERRE , EERNEIL,

’s Cisco AnyCeonnect Secure Moebility Client — X

Connected to FTD-Hostname.

FTD-Hosthame

00:02:43

¢ O Ll

3. WIEFTD CLILWY AT .




<tfroot>

FTD_2# sh vpn-sessi ondb anyconnect

Session Type: AnyConnect

User nane admi n
Index 1 7
- Usernane, | P address assigned information of
Assigned I P 10. 1. x. X
Public IP : 10.106.xx.xX
Protocol

AnyConnect - Parent SSL- Tunnel DTLS- Tunne

License
Encryption
Hashing

Bytes Tx

Group Policy :

Login Time
Duration
Inactivity

VLAN Mapping

Audt Sess ID :

Security Grp :

U HEER

: 16316 Bytes Rx

: N/A VLAN

: AnyConnect Premium
: AnyConnect-Parent: (1)none SSL-Tunnel:

: AnyConnect-Parent: (1)none SSL-Tunnel:

AnyConnect - G oup Tunnel Goup :

: 13:22:24 UTC Mon Apr 25 2022
: Oh:00m:51s

: Oh:00m:00s

0ac5e0fa000070006266a090

none Tunnel Zone

the client

: 2109

AnyConnect - AD

. hone

(1)SHA384 DTLS-Tunnel:

(D AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256

(1)SHA384



UERE
R AT EHCLIRIEZETT , AEHREEBEEE A EA : debug Idap 255,

TREBEERF

<tfroot>

[24] Session Start
[24] New request Session, context 0x0000148f3c271830, reqType = Authentication
[24] Fiber started

[24] Creating LDAP context with uri=ldaps://10.106.71.234:636

[24] Connect to LDAP server: |daps://10.106.71.234:636, status = Successful

Il
w

[24] supportedLDAPVersion: value

Il
N

[24] supportedLDAPVersion: value
[24] Binding as *****@razor.local
[24] Performing Simple authentication for *****@razor.local to 10.106.71.234

[24] LDAP Search:

Base DN = [DC=razor,DC=local]
Filter = [sAMAccountName=admin]
Scope = [SUBTREE]

[24] User DN = [CN=admin,CN=Users,DC=razor,DC=local]

[24] Talking to Active Directory server 10.106.71.234

[ 24] Readi ng password policy for admin, dn: CN=adm n, CN=User s, DC=r azor, DC=| oca

[24] Read bad password count 3

[24] Binding as adnin

[24] Performing Sinple authentication for admin to 10.106. 71. 234



[ 24]

[24]

[ 24]

[ 24]

[24]

[24]

[25]
[25]
[25]

[25]

[ 25]

[25]
[25]
[25]
[25]

[25]

[25]

[25]

[ 25]

[ 25]

Sinpl e authentication for adm n returned code (49) Invalid credentials

Message (admin): 80090308: LdapErr: DSID-0C0903C5, comment: AcceptSecurityContext error, data 773,

Checki ng password policy

New password is required for admin

Fiber exit Tx=622 bytes Rx=2771 bytes, status=-1

Session End

Session Start
New request Session, context 0x0000148f3c271830, reqType = Modify Password
Fiber started

Creating LDAP context with uri=ldaps://10.106.71.234:636

Connect to LDAP server: |daps://10.106.71.234:636, status = Successful

I
w

supportedLDAPVersion: value

supportedLDAPVersion: value = 2

Binding as *****@razor.local
Performing Simple authentication for *****@razor.local to 10.106.71.234
LDAP Search:

Base DN = [DC=razor,DC=local]
Filter = [sAMAccountName=admin]
Scope = [SUBTREE]

User DN = [CN=admin,CN=Users,DC=razor,DC=Tocal]

Talking to Active Directory server 10.106.71.234

Readi ng password policy for admn, dn:CN=adm n, CN=User s, DC=r azor, DC=| oca

Read bad password count 3



[ 25] Change Password for adm n successfully converted old password to uni code

[ 25] Change Password for adm n successfully converted new password to uni code

[25] Password for admin successfully changed

[25] Retrieved User Attributes:
[25] objectClass: value = top
[25] objectClass: value = person

[25] objectClass: value = organizationalPerson

[25] objectClass: value user

[25] cn: value = admin

[25] givenName: value = admin

[25] distinguishedName: value = CN=admin,CN=Users,DC=razor,DC=local

[25] instanceType: value = 4

20201029053516.0Z

[25] whenCreated: value

[25] whenChanged: value 20220426032127.0Z

[25] displayName: value = admin

[25] uSNCreated: value = 16710

[25] uSNChanged: value = 98431

[25] name: value = admin

[25] objectGUID: value = ..0.].LH..... 9.4

[25] userAccountControl: value = 512

[25] badPwdCount: value = 3

[25] codePage: value = 0

[25] countryCode: value = 0

[25] badPasswordTime: value = 132610388348662803
[25] lastLogoff: value = 0

[25] TastLogon: value = 132484577284881837

[25] pwdLastSet: value = 0



[25] primaryGroupID: value = 513
[25] objectSid: value = ................ 7Z|....RQ...
[25] accountExpires: value = 9223372036854775807

[25] TogonCount: value = 0
[25] sAMAccountName: value = admin

[25] sAMAccountType: value 805306368

[25] userPrincipalName: value = ******@razor.local

[25] objectCategory: value = CN=Person,CN=Schema,(CN=Configuration,DC=razor,DC=Tocal

[25] dSCorePropagationData: value 20220425125800.0Z

20201029053516.0Z

[25] dSCorePropagationData: value

[25] dSCorePropagationData: value 16010101000000.0Z

[25] TlastLogonTimestamp: value = 132953506361126701
[25] msDS-SupportedEncryptionTypes: value = 0

[25] uid: value = ******@razor.local

[25] Fiber exit Tx=714 bytes Rx=2683 bytes, status=1

[25] Session End

ZHEEIEREINERER

BE , MRE AP IRAFHEDEHE R EMicrosoft Serveri& B HIB RS , AL  HETRE
iR“Password does the Password Policy Requirements”s Bt , E#{R#H Z18F& Microsoft
ServerJLDAP% B Y R EBE .

Cannot compiete password change because the password does not meet the
pasgword pobty requnements. Chedk the mirimum passward length, passwvord
compleity, and password history requirements.

! VPR
=) Cannot compiete password change because the password
dos not meet the passwond polcy requirements. Check

Cisco AnyConnect

Canmot complete patsword change because the pastword
does not meet the password policy requarements. Check the

minemum password length, parsword complexiy, and
passward history requirements.
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