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¥4 : Armando Garcia , ERITACTEIT,

Cisco BB THELLT XM :

. THEMZEITAMPERIAE =
. THEMIZ{TThreat GridiZ &



AXEPHEEETUT R FE AR

- AMPFAE =3.2.0
. Threat Gridi%%2.12.0.1

FERE  AXHIHRZHE UM A P B Threat GridikR & FMAMPRAE =8B B Mo

ERER
KRN

il TN
: tisco cisco
: AMP Private Cloud Threat Grid
|@ E Network
: Console Clean
! Interface Interface
é
\ AMP Protected Endpoints
BXREENWEXFE

. Threat Gridi® & 2 T AMPFAE iR Z 1B XK Rl

- R LAFHH B R R B Threat Gridik & o

- RINVBERT , AMPRAEZREH KRB A BT 2.

. Threat Gridi& & BAMPRAE ZiIE R IR MR EFHELR ST B D

. Threat Gridi ZF2BA (& ) AMPAERRZFEMSBATRETI50 I,
RSB LARTHET5 , MAMPHIEE D AFIRIE B EMR,

- AMPFAE =R AEBHMRN |, NB 2 KT HE TS A 1TRE,

g

SRIZENB EThreat GridiZ % ( BARER ) . REEFHHZREK (WRFE),
SE2RENGEARLARPWAMPRAE R ( MARER ) o



HIR3.EThreat GridEE R UIF |, iE#FEConfigurationiE T F H £ 2 SSL,

R4, 5 Cleani O (PANDEM) 4 B 5 L2 #TRYSSLIUE H.,

ERERSSLIEH

MRFAZONENBEESRZFPIHNAN T AEOTENERHNEREZ A BR(SAN)FEE |, 1
AUERFHNEERIER, RENEOERFILED , TALRIEBHNSANFRAEELFEOEN
Bo

BaL, WEBREDIRIEE(..), RENEHFEPERE L EIER",

%4225, fEThreat Grid UIF | EFIRE , ET—MNREPERBE , RREREHEE.

AR MAERNIEREREAZERMN,

E&ESSLiEH

WMRE NThreat GridiR & T /##EOGE TIEH |, MILIER AT LA FRZ,

Ba41L, NWBREDIPERE(..), RSN R ERE EEFTIES",
SRA2FEPBFMPEMBANMERALAEHIERE LE RN XEESR |, HikEAId Certificate.
584.3%, &EThreat Grid Ul , it , ET—MRBPEERE  RREZENERE,
SREEAMPRERREZEEAUIF |, RS HiEZF Threat Grid”,

$6.4E Threat Grid Configuration Details ( Threat GridEl B HAE R ) & , EBREdit(4RE).
HBR7 FEThreat GridEHE H |, i AThreat Gridi® & K /% 0 HWFQDN,

H 8. Threat Grid SSLIEFH , FilThreat GridiR &K T2 ZBONIER. (BESHAUTER)

Threat GridiR & R LEOPHIIHRAZTHN

%8.125, #EThreat GridEE AUIF , %&#F Configurationi%£#SSL,
HPR8.2 MR IR HR(...), RT3 H S B ik iR TR

HIRE.3. B T A TR M E Threat Grid SR B TN EAMPRE L E AR &,

Threat Gridi% & /% 5L H B9 iE P B b U B i & P (CA)E S
LB EXARXHHE B Threat Gridif ZFMEZ OB R TEBWCAILEPEE,

A RN FRIER SR PEME R,



MBTEMNITPEER : ROOT_CAIEF> Threat_Grid_Clean_Interfaceiff ; REEE QI IR
, MBI~

MBTEMIEPEER : ROOT_CAIEF> Sub_CAIUEF> Threat_Grid_Clean_Interfaceil $ ; REE
ERBXARH , BT

9.Threat Grid APl KeyThreat GridAPI



API

lﬂ\p| K;, EdkEkrEtkhEkrEhkkrhk kR ke O FE
Disable APl Key @ True False Unset

Can Download Sample True Unset

Content Via API @

AEX : &EThreat Grid APtk iR EH , #ikDisable APl KeyZHKiZE F True.

SEI10.ERAAEERG , BB RE
SERIMSTAMPELM = RENHAEFREE,
SBI2. NAMPRAEZIRZBEERAUIF |, kB ER Hi%E Threat Grid”,

SRIBNFABRPEFRLEEHBRSURL, “LEEHBRS APMLEEHRS BHENE, It
EERATIRI7,

FIR14.%EThreat GridEXE R UIF , i£#¥ConfigurationF1£#FCA Certificates.
H¥R15.1%£FAdd Certificate ¥ APEME X & FIXBAMPIAE AL EEH RS L BHICAILES,

AE  NRLBAMPAERLEEFIERNCALEFERFCA , BEESHERE , ESEFHNAE
CA# L& BICAUEH,

FP16.FE Threat Grid[ ] A , iE#FAdministration , fA/Fi%FEManage AMP Private Cloud
Integration,

%17 .1 Disposition Update Syndication ServiceWEF , M AE LT RISFRENE R,
- RS URLAMPFAE iR Z B B E #T AR SSHIFQDN,
- AP REAMPRAEREEZENLEEHRSHAF,
. 18 . AMPRABE R EZENALBEE RS HE,

teet , MRAPAESRENAER , WERSARINEIT.

il
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AR SR, 2, SHAESEEFHERNAURIEER. SREOENERRMY  UTHE
RERNEAREE , TRUEEFHNEFNA,

1.AMPUI >> Threat GridThreat Grid

Threat Grid Configuration Details Edit
Hostname 1 Jcisco.com
API Key G serssssrssssssssnsssssnnss @&
u Threat Grid SSL Certificate [ ]

Issuer subca_tga_clean

Subject | Jcisco.com

Validity 2020-11-24 00:00:00 UTC - 2021-11-23 23:59:59 UTC

tus - Integrations - Support -

& Threat Grid Connection test
successful!

2.AMP*”
] \ / ) Anninte armando garcia v
cseo. AMP for Endpoints A2 G0

Dashboard  Analysis~  Qutbreak Control~  Management~  Accounts

File Analysis

Search by SHA-256, File name, IP. Keywords... ‘ Q, H 2. Submit File H = ‘ = ]

HBR3.FIAThreat Gridig & B A 2| MAMPFAE =24 & Analysis > File AnalysisF zh#2 32 # 34
, #BThreat Gridig ZiRE EB 2 ¥R E.



alial A l ] 2 fo I - Napo I nis A 7 armando garcia ~
cisco MV OF SHApOIits - [

Dashboard  Analysis - Cutbreak Control ~  Management~  Accounts ~

File has been uploaded for analysis

File Analysis

2 | & submit File | = ‘ = |
il AMP fr )| N( It )( "' Nis A L armando garcia ~
cisco V7 - o
Dashboard  Analysis Qutbreak Control - Management - Accounts
File Analysis
C\ X submit File : = +
» glogg.exe ( e309efdd...0c2¢3d25 ) 2021-01-31 06:16:55 UTC Report | _24

HRAFNE LB PR Threat GridiRE F LR T EBAMPIA AR RZFHNLEEFN RS IEHHY
CA.

SRS HINERENF AR D B A Threat GridiRZFIRALE , Threat GridiRE R 1CH 2 B>=9589 {E{A 4
AR EERTEEMERNAMPRARZRIEEF.

EXE . EAMPRAE =& & 89S 2 47 (File Analysis)iE B+ # 5% ShiZ I AR S TR T
=5 RN BHAT —EERE MR EAMPHIBEER AL TER, NEZXEBAMPIAE =R
ZRAEFFRFIEBHCARZEEIEBMENEN Threat Gridig & , AMPRAE=I&%Z
2B EM D B , BFR A MThreat Gridi& & ZUWIE{Apoke,

B : EThreat Gridi® & Fr1E T 2 E>=950 45 , TR T —RNiR |, A ZAMPEIEE
HREAMRER, XA B REE Threat GridiR IR IR 5 B>=9501 2 B X AMPH,A
ERBARRENER. R THEALEFERIRE , £HCiscorZFMakemalware.exe M A £
BT ELCREFAHNR . RHE : malware3-
419d23483.exeSHA256:8d3bbc795bb47447984bf2842d3a0119bac0d79a15a59686951e1f7
cSaacc995,

TE . TRWEEFHREPSIBEMELUR SRR N 4.

HWINMPRAE ZRIEF R RLBIRER

AMPThreat GridThreat GridAMP100>=95AMPThreat Grid>=95AMP



l|||l|l|| FO - rlr A L] armando garcia
cisco vVl IUUIT LS . H

Dashboard  Analysis - Outbreak Control - Management ~ Accounts ~

File Analysis

Q|| &
[ 2 xca.exe ( 630719d7c...a2dcbcdd ) 2021-01-31 08:16:38 UTC -
P WinRAR.exe ( 9066f0bc...f79d741e ) 2021-01-31 06:17:05 UTC 80
» glogg.exe (e309efdd...0c2c3d25 ) 2021-01-31 06:16:55 UTC o2
¥ malware3-8d3bbc795.exe ( 8d3bbe79...5aacc995 ) 2021-01-31 06:16:50 UTC
Fingerprint (SHA-256) 8d3bbc79...5aacc995
File name malware3-8d3bbc795.exe
Threat Score 100
MName Score

R

- ERERINTEK o
- FHEIXMHE , EXE TP ELBRIRGIRE M2
RE

. X FThreat Gridi® & L 53 B>=954r 2 BRI , AMPRAERREFH
/data/poked/poked.log X &R IM— N H,
. &EThreat Gridig B RRMHEE —N>=05MEEXED T , EAMPREZRZFEIE
/data/poked/poked.log.
- AMPFAE =H Wydb_protect B FERFH AN HAIMER . ESATA T EThreat Gridig Z 12 1H
DEEEIAEEANERRE NI,
MREAMPRAE=ERHEN XY TP B ROIREN>=952 , EBNANTISER .

SER1BYSSHERKAMPIAE RIZE
H 2 ¥ik/data/poked/poked.logH B RHIZE .

Hl MK MThreat GridiZ & W Z|>=95#F 2 5 BV AMPFAE =% & HF i /data/poked/ B K Jg , R&EH
Kol poked.logX .

WEFR , MRAMPRAE ZREMRKEIR BThreat GridiRZFHE , W B FHKFE
/data/poked/poked.log X #

root@fireamp ~]# ls fdata/poked/
- F I

poked error.log
[ root@gfireamp ~|#

EWREIZE —1N>=95M KB 5 55 H/data/poked/B F , ERXHEBIE,
W E) 5 B>=95 5 —NERG



8.8.1

}, DIBBCTOSE - 100, SBX, TG", "ok” 11, "time": 1612031118, "hash” ; "8d3bbc 7950baA 7447000 F 224 24 3001 19bachd Mal5a59686051e1F TeSaacc 995", “engine™ : " sha 256"

Threat Gridig & Rt E K =615 2 7] LAEpoked.log XX 4 # B &,
SR3FEARPISHA256ZTI S , AMAMPRAE R ZNHBEER R YL BB

nysql -e "select hex(fingerprint), disposition_id from protect. binaries where fingerprint=0x

=Bl

R L& EThreat GridiR & 2 BIREE AER N BBEEE RN T RBEAER | WEMAR.

ere fingerprint=0x8dibbcTo95bba74479840 T 2842d3a011%bacd79a15a59686951e1fTchaaccd95; "

 MThreat Gridi® & K2R & M2 BUERIEF AR ERNBFEEERE ~MERA3ARA N ESHH

where fingerprint=0x8d3bbc795bb47447984bF2842d320119bacd7%9a15a50686951e1f 7

R HE R

REREREF , JURIATRENRE, EAXEHNX— , B 7T —EKER BE,

AMPRAEZREFFAXENER, EHRWE, APIRARNHNOTE
AEAR

#5HE : Threat GridEM T , FTiEMiA Threat Grid SSLIEH |, T3 M iRk Threat Grid APIZ#4A
: 7Eﬁﬂlﬂlntegrations > Threat Grid® i Test ConnectioniZ4l /5 , IMEAMPIAE =& & P R BN ZH
£,

Connect Threat Grid Appliance to AMP for Endpoints Appliance

Threat Grid Connection test failed.

» Threat Grid host is invalid.

id SSL Certificate could not be tested.

HEEKF , MERFERZ
HESR

- BIANAMPRAE IR ZEFH A O AR K Threat Gridig & F4#E 0,
. BIAAMPFAE =18 & 0] LU AT Threat Gridi® & T %3 O AIFQDN,



. FIAAMPHAE =18 % MThreat Gridig B M E B E P EE T EIRE

AMPThreat Grid API
ER

BLEHE ;- Threat GridiEENiR &M |, Threat Grid APIT3 , EixF“EE K > “Threat Grid”# #9“Jiz
EE”&%HJ‘ HEAMP%A’EZ:&%EFH& FZAP,

Connect Threat Grid Appliance to AMP for Endpoints Appliance

Threat Grid Connection test failed.

AMPThreat GridAPI
WELDR

- FEThreat Gridi® & i ik &R B #IA , Disable APl KeyZ R E N True.
— BHAPIZASENIIEE RN  FalsezkUnset.

APl
Pl Kgy (HFEtRtERRfdRdtiRfdaatdaRaas {}-fﬁ
Disable APl Key @ True False Unset
Can Download Sample True s
Content Via AP ‘I

- BIATEAMPFAE =B 2 5 7] FIntegrations > Threat Grid Bt iE i Threat Grid API1%4A S Threat
GridiR &R AFREFHAPIZEAME.
- BIARBFEBWThreat Grid APIZ{A R FEAMPRAE I ZEHIEEH,
MAMPFIAE R IR ZWHIT , JUABIAAMPIRZ BB E R H Bl Threat Grid APIZ 4, BESSHER
AMPRAERZEZHEZTU TS UK EH B Threat Grid A FAPIZ4A -

nysql -e "select tg_api_key, tg_login, api_client_id from db_snbe. busi nesses;"

XERAMPIAE ZIREBIEE S A FThreat GridiR ZAPIZ4AM EHSE .

[F'H'hdhr"ﬂamp ]# mysql -e "select tg_api_key, tg_login, api_client_id from db_smbe.businesses;”
#----=-=- - e i e e
| teg api key r login | api client id

---------------------------- T L T

I mirtlif: _I'IF'I'I-JF' | argarci2_samples-user | dedc23c64d3else3dbb7 ||

#-- m
|rJLtH+1rLdmp ~]#

BEEERNEASRY , AMPRAERIREZEPREEEEThreat GridAF~ & , MREBNA T



Threat Grid APIZ4] , N AMPEUIEEMtg_logins ¥t & & RThreat Grid A &,

X BAMPEIEEH B T Threat Grid APIZ AR HIREE .

[roo twrlrbﬂmp -« i m,uql
+ Pp—— —— S —— - - p— -
| tg api key

[ root@fireamp ~]#

tg_loginNULLAMPThreat GridThreat Grid

AMPRAR RiRF RN 5 B>=95 A , EEXMERFRRAEMEL
AEAR

RRMHEART , MThreat GridiR & B EBIREM>=95MER D E , BAMPRERRBFRRIFESR
MR EEMEN,

HESR

. MR RHISHA2561L F/data/poked/poked.logfi A A H , BEAMPRAE=IZEZHRHIA.
R £ /data/poked/poked.log P K EISHA256 , NIiE 1Tt an & AT IAAMPEIE BE A B 24 BT AR A MR

o

nysql -e "select hex(fingerprint), disposition_id from protect. binaries where fingerprint=0x

- BINEFEBNAMPIAE ZEREZRBRANE Threat GridixZERE TN EE
”(Administration)>“EEAMPFAH = # X" (Manage AMP Private Cloud Integration)H ,
AMPRAEZ=EE(TF,

Step 2: Threat Grid Portal Setup
1. Go to the Threat Grid Appliance Portal.
2. Navigate to the Manage AMP for Endpoints Integration page on the Threat Grid appliance.
3. Add the Service URL, User, and Password from the section below.
Details

Service URL https://dupdateamp3.argarci2-lab.com/

User disposition_update_user

Password & ew2ss______JYIPK 2

Threat Gridig & &I &[T,



Ilclllsltllél Threat Grid Submit Sample Dashboard Samples Advanced Search Reports Indicators Administration

Disposition Update Syndication Service

Service URL User Password Action(s)

s e |~ |
e — e
hitps://dupdateamp3.argarci2-lat | | disposition_update_user ewz3s[_____JxIviPK m
I ] disposition_update_use mm
- BNEEBAMPRAE R RZLEEFRFIEHHCAE REECAILEH N Threat GridiR & EIE|]
P,
HEUTROIH , AMPFAE RiR & 4L B B #T ARSI+ AVl + 4% R Root_CA > Sub_CA >
Disposition_Update_ServicellE$; X it , RootCAFISub_CAMXMZ FFE Threat Gridig & KICAIEF

o

AMPRBEZEE T RAVIERHFA A

'Ic|||5' élc;' AMP for F.I‘ldeil'ltS Private Cloud Administration Portal . Support M Announcements ?Help & Logout

L Configuration = Operations = Status - Integrations = Support - ¢

O Sanity Check Failing

Certificate Authorities are used by your Private Cloud device to verify SSL certificates and connections.

Add Certificate Authority
u Certificate (click to collapse)
Issuer rootca_vpc
& Download
Subject rootca_vpc

Validity 2020-11-15 00:00:00 UTC - 2025-11-14 23:59:59 UTC

n Certificate (click to collapse)
Issuer rootca_vpe
& Download
Subject subca-dus

Validity 2020-12-05 12:01:00 UTC 2023-12-05 12:01:00 UTC

Threat Grid



afra]n, - - i i
Mk Threat Grid Appliance Heme  Cenfiguration  Status  Operations  Support

Configuration e CA Certificates

Validity

2020-11-1
Valid for alr

Authentication Details
CA Cenrtificates Subject: CN=roctca_vpc
Issuer: CM=rootca_vpc
Change Password Fingerprint: 66:BF:EB:63:36:9F :AC:E9:39: AD: 76: A4 :0E : GA:57:B1:45:B9:FD: Ad: FD:63: 7E: SA: 11:FF : 47 : AA: CC:1E: FF:F2
Clustering su
N Issi
Date and Time Fin
Email
Suy
Integrations Issi
Fin
License
Sul
MNetwork Issy]
Fin
MNetwork Exit
Sul
br= Issy
" i Fin
Notifications

-03-0
for ab

-03-2
for ab

-07-2
for ov

-03-0
for ab

Subject: CN=subca-dus
Issuer: CN=rootca_vpc

Add Certificate Lookup Certificate

disposition_update_user = = sssssssssssssssoossss

Fingerprint: 51:D5:74:90A:6C:44: 4B:1A:F9:45:93:CB:B6: 7C: 3A:EB: 7B:BB:BD:04:51:4D:79: BE: D4:23:35:92:C0:17:9D:5C

Ihrtps:ﬁdupdateamp&argarci2—|ak: | Hisposition_update_user ‘ ew236]

dienncitinn nindata near 0 ssssssssssssssssesas

AMPRAEZREHFHXFT M Threat Grid SSLIEH K W&
TR

2020-12-0
Valid for alr

EEEE : “Threat Grid SSLIEB TR , FEERFB“ER > “Threat Grid” RV MR IEE R E |, HE

AMPFAE =& & UL E,

Threat Grid Connection test failed.

« [hreat Grid S50 Certificate is invalid.
« [hreat GGrid AF| key could not be tested.

HEDR

- BikThreat GridiR B Z LR HEHPRZENIEBRBEHLTCAZE,

MERHCAZE |, AT EBMIUEBEERINEISHH |, HiEIThreat Grid SSLIE+H HAHAMPRAE

=i % E (71 F Integrations > Threat Grid.



Threat Grid Configuration Details Edit

Hostname 1 fcisco.com
APl Key @Ry | sssssssssssnnnsasssasannes @
il \
n Threat Grid SSL Certificate :
= Test Connection
Issuer subca_tga_clean
Subject 1 kisco.com
Validity 2020-11-24 00:00:00 UTC - 2021-11-23 23:59:59 UTC
& y

EAMPRERIREH |, L LM Threat GridiREIEHALF : /opt/ire/etc/sslithreat_grid.crt.
Threat Gridi® & F SiE H XN TE

BEHE — MRAAIREN AT TR

FEIR

ELHHE  MARIREN AR EE |, £ @EBORMIERE , 27 Threat Gridik & FHEH.

’lC|IISI(I:|O|. Threat Grid App]iance Home Configuration Status Operations Support

Configuration e Upload SSL certificate for PANDEM

Authentication Cfm fic at‘e (PEM)

bl Ty =Y -

hveNAQELBQADggEBAKXz80lDWacWYSVOXSHWrQIMULAMNAEBSOZIXNkuByG6vvhj

CA Certificates p

Change Password JkgjjU9xKrke5LCr+trWnr+gjZlc4ecVCmEBFXBWUtr8BjHcimbHUbZIVLYpEWDxO

Clustering

Date and Time HMS37fv44R9CIr4pjuz0be61HS4wo5PATUYPtO1Dy0dHIa42zE3pH4X3D9r2QY Yd
Cl6KJpevCJzFyoQW3ahTZoxrdF1115wO3XcH41Q= -

Email ek END CERTIFICATE----- 4

Eiicgrstiona Private Key (PEM)

License wZfaBsZJp30zivJRtvBioPnwmPpNZzhqlW3cC90ASaRSXeU+4c+HmUknahEHJNNS =

Network 1JbkA4UJIQgWoeD4QKOj8cQKBgQCIZmRmML7H7d 1avaPzbEIAOKYnlglXsBKDCHjYo
g+HONxIdI8zUSHYFab9L0361thYO+0Bwd3EGhbQ2u7CeinFp8Y7mQugQNFTbHIZO

Network Exit

= +| Z| a %) ab9q2l/y alPFaMOIXGe

Notifications nY2D9IwNsni5uk 1IHL2SojLtVx8BYqw98wluuBOmgZZVNprSparsyw== -
————— END RSA PRIVATE KEY----- i

SSH
public key derived from private key does not match

SSL

Syslog Add Certificate @

MBS HN NMASIERPE B4 TR,
WESR
- BN RE IR A TE,



MRVASUEBPHLALTE |, NEZN QR EBERLTEE. XTHoH  RAFBHUALAFEYR
ESIERPNAAERSHEEBEIT,

HIR1FEAOpenSSLT ELLRFAH P RBMIE PR PE BRI 2.

openssl x509 -noout -nodulus -in

$ openssl x589 -noout -in certificate.cert | openssl md5
(stdin)= d41d8cd98f00b204e9800998ecfB427e
$

$
$ openssl rsa -noout -in private-key.key | openssl md5
(stdin)= d41d8cd98f00b204e9800998ecf8427e

WEHE — AAERFPEMARE
AEAR
BSHE AT RHEPEMAR , EEHEBEOFMEFRE , 2 Threat GridiREHERIZA R,

at]ren]n : : i :
cisco Threat G [’|d Appl lance Home Configuration Status Operations Support

Configuration e Upload SSL certificate for PANDEM

Authentication Certificate (PEM)

CA Certificates MIIDTjCCAjagAwIBAglIcR1youlOY/MwDQYJKoZIhveNAQELBQAWG|EYMBYGA1UE
AWWPC3ViY 2FfdGdhX2NsZWFuMB4XDTIWMTEYNDAWMDAWMFoXDTIXMTEyMzIzNT
K1

Clustering OVowSTEbMBKGA1UEChMSQ2IzY28gU3IzdGVicywgSW5MSowKAYDVQQDEYFre2Vj

Change Password

Date and Time

Email NIgQTO3qafX7 Zh5wKY4BrTWxOpNBodUclOKxzODPWYZqUUjpeKcjyUkj2L6fY 0OV

Integrations
g Private Key (PEM)

License wZfa8sZ Jp30zivJRtvBioPnwmPpNZzhqlW3cC90ASaRSXeU+4c+HmUknahEHJNNB =
—— IJbkA4UIQgWaeD4QKOj8cOQKBgQCIZmRmL7H7d 1 avaPzbEIAOKYnIgIXsBKDCHjYo
g+HONxIdIBzUSHYFab3LO361thYO+OBwd3EGhbQ2u7CeinFp8Y7mQuqQNFTbHIZO

Network Exit

NFS [8E/D+jdT8zhA3aWNXADfS8bIXIRE324TFAfJf73a59q27y7d96tCa 1 PFaMQiXGe
nY2D9IwNsniSuk1IHL2SojLtVx8BYqw98wOuuBOmaZZVNprSparsyw==
————— END RSA PRIVATE KEY----

Notifications

private key contains non-PEM content

Add Certificate Cancel

FAEA M P W PEMEBEE B 1R1R,
WELR :



S EAOpenSSLT ERIEFIAR TTEM,

openssl rsa -check -noout -in
PEMPEM
$ openssl rsa -check -noout -in wrong-private-key.key

unable to load Private Key
148333463315776:error:89091064:PEM routines:PEM_read_bio ex:bad base64 decode:../crypto/pem/pem_lib.c:929:

¢ openssl rsa -check -noout -in correct-private-key.key
RSA key ok

IR OpenSSLan G Hi i T~ 2RSA Key ok , N EREEZEHANHWPEMBEF LI T FI-,
MR OpenSSLasHRILFEIRA , W :

- BN REROPEMBIE.
MHXFPHPEMBIELLAN ZRPWTRE R, REEEXFANPEMBEAE RBEREEX, R
DBENTEXHPRNEMIT IR

$ cat wrong-private-key.key

BEGIN PRIVATE KEY
MITEvATBADANBgkqhkiGOwOBAQEFAASCBKYweeSiAgEAA0TBAQCYF Iy twkfoUICS
D1uK9PTbKvDrShegn8/Cen9wXEUDIBNahlFiZvwZb/5FL+I1ry/POWKIMiXRhL]52
YBoogsuDTw79MoabxXYLKq1P5QRIV6tQQDNiHUoHFNS Lkoo®HBubkDtGo/PWATE
/INGBMIU/d1DDuzxfgGzedviztT90rpCbZyQP2r+56xa0KMAc3AEEK /pYA7aCv/G
P6rGkHC /ViMINTulVIWdIcLgTUXODeHL jTIcI2q/vH/ iOWeIgAvl@aGuBCOeg ¢
NwOgPyY3XI8g/I 1HAG /VsM1ONHKTAEhvSks
WXZW1XhNAgMBA tUShuSCL7tABF7VpSeKXM
Uh4/VrdglTYXFI 5 7k@sCwmhKUaMACTYANnrg
fINIJto/x0azh 17ttvlvX3zwe LCEXSDXKG
mdhzCQSTBfYbM AMM7HiocsbkLjijScTFYQ
JgSwASBEgqgeH3: 1gddkl6ddAasSjQSs7sIxaf
WtVHzbVDgJ+rb' 3gQDePpxacxGRZLXfja3s
SU+TvjNWQGcUs: 18yB8ZQde1gPZrVeZoMym2
155+/LS43HBS5hcCfnZplLAMBzHY vX+HPuGHm2x0Cy51K5KsfDPa/SrbhDkxZtyBSG
1CeVLEycQ5t1xtI6giBLKNmtrQKBgQDKI+BTMrHFYDS50gP cBZyGXVhmSyHcZ0P9k
OosXngeKtpdql8Ck/H2QftFpOAFoHQxD/t1JA6E1eK9HTVnsq9+xbCU1fRLPxeCS
Cbcf1DYBwaMn8Ywp9PfZKPgu /eI 3XIUWT6TOLcBGtdspYDEbApVYARO1PoSBvCBNn
g7LG+bcIIQKBgHFNn/ZziDtrkSz1SN6fVGPhIHCUtI+yZRuBkkz/8ohv1Rf+En+VY
90GAGBq/MEBZy 3TV+SUYFPX1509eQDDYNQToKs FpUhOQvuQ@leIGSm+E6jFApNeg
QauT9x@TkVDP1bP5LFKTMG27Brzr90G95F45hrZ0gWOD+w7YdTY1GD7Z AoGASHKU
b4XoeNS1771hUg5w27gR9q+LC+8EmiHNRrNxDsnCZd7 zGFQw7MKbQDdFQdfQUwvyn
FBDKFsrLRT1rIVDGle27NakE,/QmE20AVNS 7PG3UBYx/RxhYV/60smGGsXz 10Mn+AB
SxuwKiWoARshnMsDvsTYWofml1SMwT IMmCKpbTii1ECgYB187 jesdFv2NtY1mb1pAYS
DHiErbldtVumF42Tax+fucqUrdB3LZo6F jagvPy+LBjA3VjtRYkDjOQmstvxD5jfd
V3Pg4IWaocGUSRQUIYSLormw+yls6Z+iNkIcPeZtWidSgP+NZalxvhtj8Xel 5600
a+10neY41zL1225cgyFzEQ==

END PRIVATE KEY




- WIAFAA PRV BE — 1T IS MMEFRFFF L , £ABEGIN PRIVATE KEY , LIS MNEFRL R,
il

— FFHaF4EA —

- BIARMAP R — TS MNEF /I L , 2HEND PRIVATE KEY , USNEZRLERE.
o

— AR —
Rlo IEFKPEMAR X M MRV ERE

% cat correct-private-key.key
BEGIN PRIVATE KEY
MIIEVAIBADANBgkghkiGOw@BAQEFAASCBKYwegeSiAgEAACIBAQCVFIytwkfoUIcS
D1uK9PTbKvDrShgn8/Cen9wXEUDIBNah1FiZvwZb/5FL+I1ry,/POWKIMiXRhL(Q52
YB@oogQsuDTw79MoabxXYLKg1P5QRIVetQQDNiHUoHFNS Lkoo®HBubkDtGo/PWATE
/INGbMIU/d1DDuzxfgGze@viztT90rpChbZyQP2r+sGxaOKMAc3AEEK /pYA7aCv/G
P6rGkHc /VAMINTUWVIWAIcLgTUX0ODeHL jTIcI2q/vH/10WeIgAvlBaGuBCOegVDU
NwOgPyY3XI8g7k AHAG /VsM1BNHKTAEhvSks
WXZW1XhNAgMBAA tU9huSCL7t4BF7VpSekKXM
Uh4/Vrdgl1TYXTB 57k@sCwmhKUaMACTYAnrg
+INIJto/x0azhe A7ttvLvX3zwe LCEXsDXK6
mdhzCQSTBYbM4 RAM7HiocsbkLjijScTFYQ
JgSwASBEgqgeH3a heddkJoddAasjQs7sIxaf
WtVHzbVDqJl+rbg BeQDePpxacxGRZLXfja3s
SU+TvjNWQGcUsX 1 58y870Qde1gPZrVeZelMym2
1JH+}L541HEJhcEfanLdMﬂLHYvK+HPuGHmzwﬂEvthJhbePaIHrthkthvﬂHG
1CeVLEycQ5t1xtIogiBLKNmtrQKBgQDKI+BTMrHFYDS5@gP cBZyGXVhmSyHcZ0P9k
DosXngeKtpdql8Ck/H2QFtFpOAFoHQXD/t1JA6E1eKIHFVnsq9+xbCULFRLPxeCS
Cbcf1DYBwaMn8Ywp9PfZKPegu /eI 3XIUWT6TOLcBGtdspYDEbApVYABI1PoSOvVCEBN
g7LG+bcIIQKBgHFN/ZziDtrkSz1SN6tVGPhIHCUtI+yZRuBkkz /8ohv1RF+En+VY
90GAGBg,/MEBZy3TV+SUYTPX1SQ9eQDDYNQToKsfpUhOQvuQeleIGSm+E6jFApNeg
QauT9xBTkVDP1bP5LFkTMG27Brzr9oG95F45hrZ0gWOD+w7YdTY 1GD7ZA0GASHkuU
b4XoeNS1771hUg5w27gR9q+LC+8EmiHNRrNxDsnCZd7zGFQw7MKbQDdFQdfQUvyn
FBDKFsrLRT1rIVDGIle2ZNaE/QmE20AVNSs7PG3UBYx/RxhYV/60smGGsXz10Mn+AS
SxuwkWoARshnMsDvsTYWotmlSMwT IMmCKpbT11ECgYB187Z jgsdFv2NtY1mblpAYS
DHiErbldtVumF42Tax+fucqgUrdB3LZo6F jagvPy+LBjA3VjtRYkDjQmstvxD5jfd
V3Pgd4IWaocGUSRQUIYSLermw+yls6Z+iNkIcPeZtWidSgP+NZalxvhfj8Xel 5600
a+1I0QneY41z1 1225cgyFzEQ==
END PRIVATE KEY

HHE — EEMNRAER LS

BEHE  TEMMPAERLA , E2EHEEORMERE , 2% Threat Gridir & PR LA,



atfnan]n, : ' ; ;
c15CO Th[’eat GHd Apphaﬂce Home Configuration Status Operations Support

Configuration e Upload SSL certificate for PANDEM

Aenticatom Certificate (PEM)
CA Certificat i -
e BgkghkiGO9wOBAQsFAAOCAQEAsSCQT1IOKPKLI6GATR94eueZ64zCYGUfBwg02259Kle

Change Password epjqQobaJadIZWTh7LMHuxHZPO2YZJIO/OjJUQ/8uLk1sG7rVESROe/EvIOvVLENF

Clustering

Date and Time wbThoJukREZOyiBoQDPcSWhQe8j3FEtJIf9yfu2bthOFQQ+Lf3BU4ZPiXPVEtuUL
7FIPOkjC/33s5ZWpCB80zCmdPvFgx//JbpWri1gllYVs1uYg== -

Email e END CERTIFICATE----- Y

Integrations

License IS BEGIN RSA PRIVATE KEY-----

PT— MIIEpAIBAAKCAQEAUcCh3AUTS5P91Ym/PyvHva/xKBCbLeY7+]QJGO7wm7erux3KTZY
EE9N6qgn1+2YecCmOAald1sTqTQaHVHJdCsczgz1mGalFI6XinI8BIJIS9i+n2NDIcNr
Network Exit XBVPvCUs5fnH2cZwKGTen/NDJhnyC5DIb1 7RLY7 Y+wxhMiyRCHH3aZ 310Mpl Tk4 X

NFS

CiSCIWEFy/CDXbX27KncS4qWe9 1 phskKXq0jo7wIDAQABACIBAFrHBEHRsYNTXY Sv =
yCSwXQtfalYpjXGGgdduaPzdIrlICrCGWbbgimKeYQByGTUIv7 vXAX2EARS 7Izvb2

Notifications

cannot generate public key from private key

T |

T EMNFLA ST R B L BTPEMBUIR £ R 2248
WELSR :

1.0penSSL

openssl rsa -check -noout -in
MR OpenSSLAn & #i T 2RSA Key ok , N EREEZHAANNPEMEEF LI T R,

HIR2.EHOpenSSLT ERUENARB AT LAMILIAS K,

openssl rsa -in

~lo NMASHRW , NS HEI.

% openssl rsa -in wrong-private-key.key -pubout
unable to load Private Key
140195161523526: error:09091064:PEM routines:PEM read bio_ex:bad basebd decode:../crypto/pem/pem lib.c:929:

% openssl rsa -in correct-private-k key -pubout

writing RSA key

-----BEGIN PUBLIC KEY-----
MIIBIjANBgkghkiGOwOBAQEFAAOCAQSAMIIBCEKCAQEAr3yMrcIH/VCHOQSbivTe

2yrwbBoY ] /Pwnp/cFxFAyATWoZRYmb /+RS 8vz9FiiTI1eYSPO0dmNKKIEL
Lg@80/TKGusV2CyqtT+UESFerUEAzYh1KBXxTUiSKKNBILMSA7RgPz 1 yTRmzC

) m2ckD9q/rBshjijNHNwBICvEWAD2g +qxpB3
P1YJNTU711SFnSHC4EL1Fzg3hy4@yHCNgv7x /43 1niIAL9dGhrgQinoFQ1DcDoD8m
N1yPIOx3C@1WeVForZmx+Dg6l+14uljytkVceBwOv1bDNdDRyk+BIb@pLF12VtV4




WEHRE — BTHER | TERTPEMBEE

AEAR
BEHE  parse error:PEMBIET A , B2 HEAEORMIERE , 2% Threat Gridig & W
'(I:|Ilslélc;' Threat Grid App“aﬂce Home Configuration Status Operations Support

Configuration e Upload SSL certificate for PANDEM

Authentication el —

_ AN =
LS S BgkqhkiGOWOBAQsFAAOCAQEASCQTIOKPKLj6ATRI4eueZ642CYGUfBWg0Zz2S9Kle
Change Password epjgQobaJadI3WTh7 LMHuxHZPO2Y ZJIO/QiUQ/BuLk1sG7rVESROe/EvIOVL5nF

Clustering

wbTboJukREZOyiBoQDPcSWhQeB|3FEtJI9yiv2ZbthOFQQ + LF3BU4 ZPIPVEWUUL
7FIPOKIC/33552WpC80zCmdPvFax//JbpWrigllYVs1uYg==
Email SRR ENMD CERTIFICATE----- A

Date and Time

4

Integrations parse error: PEM data could not be decoded

s Private Key (PEM)
Network wZfa8sZ Jp30zivJRtvBioPnwmPpNZzhqlW3cC90ASaRSXeU+4c+HmUknahEHJNNB
Network Exit IJbkA4UJQgWgeD4QKOj8cQKBgQCIZmRmLYH7 d1avaPzbEIAOkYnlglXsBKDCHjYoe
g+HONxIdI8zZUSHYFab9LO361thYO+OBwd3EGhbQ2u7CeinFp8Y 7mQugQNFThHIZO

NFS

Notifications JBE/D+jdT8zhA3aWNXADIBbIX|IRE324 TFATJT73a59q2 7y 7d96tCa 1 PFaMOIXGce

nY2D9IwNsniSuk1IHL2SojLtVx8BYqw98wOuuBOmgZZVNprSparsyw==

1

Pl | cancel

FTEMIES XA S RIPEMBIEHEDIES. IEHXHHHPEMEBIES AR,
- BIARE T UMNIES XHRNWPEMBIER RIEBESR.

HIR1.fE A OpenSSLT B & RPEM#E X4+ FHVIEBE .

openssl x509 -in

WMRPEMBIERIF , HOpenSSLTEZHMBIEBERA , 2RMEE R,
Rlo BT X4 FHPEMBERA , ZHMBIEBES KW,

64:PEM routines:PEM_read_bio_ex:bad base64 decode:../crypto/pem/pem_lib.c:929:

EEHEE — TREIR/EESIBRCALH

AEAR



BEHE ;- parse error: = H F CAIEF 7 il ZConfiguration > CA Certificates/g , fE Threat Gridi% &
R BIE P iR/ RS ECAILE S , MARIES.

dfaln ) 4 ) -
Sikcn Threat Grid Appliance Home  Configuration  Status  Operations  Support

Configuration e CA Certificates

Authentication Certificate (PEM)

-

Ir2MrtEmB8vul3CzLgSnC3iFRYFIbbwiQTW/AgMBAAG|DzANMASGATUdDWQEAWIC

(e jDANBgkghkiGIWOBAQsFAAOCAQEAY3b0+QmLEORi7q3iHUSK3cGeWhCrWIF5z30R

Change Password

Clustering wByBX 1YrIWKICWSOmT8K/2mscEbUvyjALFRvoGeeYLI3wboaB8ZLxysEL6Nw7r+5

Date and Time AtTgHWYUEdrgnnAUjQbiOIs+NUY826gpRwWuUH7PBYTI9K330K8XSz08xmsQQG+oHOo
L2wj6R2hS8e7dzJzHbsp+ TicL/w7MAUFRWKTADj7gEbKmYj+0Q== v

Email | ----- END CERTIFICATE----- 4

Integrations

not a client/server CA cert

License

Network Cancel
Network Exit

NFS

Notifications

CALEHFWERARY BERELACAIKE.

# FlOpenSSL I E#iABasic Constraints¥ BER R IZE N CA:FECAILEBH HTrue,

HIR1.fE£ A OpenSSLT B & RPEM#HE X4 FHVIEBIE B

openssl x509 -in
SR2ELEBEERFRRELRART BHYEIE.
AP, Threat GridiR B IEZHCANE R RE,

Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints:
CA:TRUE
X509v3 Key Usa
Digital Si

=
L=
=2
S

nature, Key Agreement, Certificate

HXRfER



. Threat Gridi% & — BLEEE
- BERIAMPE A =i & — Bl & R FFK 1% BF

- BEARZEFR XA - Cisco Systems



https://www.cisco.com/c/zh_cn/support/security/amp-threat-grid-appliances/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/fireamp-private-cloud-virtual-appliance/products-configuration-examples-list.html
https://www.cisco.com/c/zh_cn/support/index.html
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