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File Key Conversions Help
Key
MNo key.
Actions
(Generate a public/private key pair (zenerate
Load an existing private key file Load
Save the generated key Save public ke Save private ke
Farameters
Type of key to generate:
(@ RSA (I DSA (JECDSA () ED25519 (I 55H-1 (RSA)
Mumber of bits in a generated key: 2048

$BR3. A tGenerate ( £ ) LABEHLE 3 KARLATE R B EATT &£ Ko
SRAERREFLA'NREFAR, ENSFEAEN , MEFR.



B PuTTY Key Generator ? =
File Key Cenversions Help

Key
Public key for pasting into OpenS5H authorized _keys file:

Key fingerprint : sshisa 2047 32:c3:.07:60:8f 4. 75eb:2d b1 bd:1d:21:18:43:cb
Key comment: rsafey-20150410

Key passphrage:

Corfirm passphrase:

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
(@ RSA (JDSA (JECDSA () ED25519 (I 55H-1 (RSA)

Mumber of bits in a generated key: 2048

SRS FERILERTH LA, ANFEERESN , MEEAMPRAEZEE T/ RERZLH,

| AMP-VPC - Motepad

File Edit Format View Help

L——— BEGIN S55H2 PUBLIC KEY ----

Comment: "rsa-key-28198418"

AAAABINzaClyc2EAAAABTQAAADBan /DDbg8zkYihaMfgRilV1GcWLL7cfgvijB8ajl
pbK3+2mXorinrdYPE5+oDsxN/boQVE99k(7zisQevpXx(9sCiGuh+nvBWAUNF+16
912K71DuVyghfclH/ vwSWPHIKaC47Bqdis+AuDrcCUqoDWOrHREWy+5hZ8GI I8wx
xenlin5yY3IUjm8B9xmsPY /norzytm+lWhoh@HdQtfgyBAjoTxGbcdk5VcLFaxbMB
CREcEMx2yWe1Ub2DS Ul 78eDkfRAF1Viey@ 7HbQSzm /KPki jNXFCrk9BAMVvPHA
whFZSKEKYQlgnslpjgecmpPbRE791iblxz/nelG+ktjloTAG3p

---- END 55H2 PUBLIC KEY ----
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File Edit Format  View
ssh-rsa AMS
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ABHSHA-M-23Z5: .ssh abhsha$ ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key f”USPrcfﬂbhzhuf,:fh ‘id_rsa):
Enter passphrase (empty for no passphrase
Enter same passphrase again:
Your identification has been saved in /Users/abhsha/.ssh/1d_rsa.
Your public key has been saved in /Users/abhsha/.ssh/id_rsa.pub.
The key fingerprint 1s:
SHAZ256: QX1PHyTf29K3CDyzDab/w211/VxmLeb+sWFfDCIMNEQc abhsha@®ABHSHA-M-23ZS
The key's randomart image 1is:
+--=[RSA 2048]----+

I
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L Ot==++. |
[SHA256]---~--- -
ABHSHA-M-23Z5:.ssh abhsha% I

S MR N 4Aid_rsa.pubBI A , BRI LB ECEXRAMENEN,



\BHSHA-M-23275: .ssh abhsha$
\BHSHA-M-2325: .ssh abhsha% 1s
id_rsa.pub known_ho
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fireAMP™
IPE Private Gloud Administration Portal

L Co

. Support ?Help (& Logout

guration - Operations - Status - Integrations - Support - 3 L4 -

his page allows you to add and remaove S5H f{em n your Sourcefire FireAMP Frivate Cloud device. S5SH
KEYS ~.;|.J'."'9 admi nis;ﬁ!‘:ﬂr:rs; remaote root aL thentice At ion to the device. (_;'r“. Iy T’\JE-}‘\(‘;(ﬂ users E-}I".']LJ|[] k;[‘; QTU'".TI.’I(]

daCcCess.

Add S5H Key
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SSH Key
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Enabled
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=

SRARFERUERSR , FHRREE ENRERZ



¢ m
fIPEAMP Private Cloud Administration Portal

#  Configuration ~ Operations ~ Status ~ Integrations ~ Support ~
£+ Configuration Changed
Configuration changes do not take

effect until reconfiguration is
performed.

#* Reconfigure Now

Reconfiguration

ERERNBANEAPUTTY SSHEEDR&
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% PuTTY Configuration ?

Category:
=2- Sgassjnn Basic options for your PuTTY session
L Logging Specify the destination you want to connect to
[=- Terminal
P Host Name (or IP address) Port
- Keyboard
Bell 10.10.10.7| 22
. - Features Connection type:
= Window { JRaw () Telnet () Rlogin (®55H () Seral
. ﬁppea_rance Load, save or delete a stored session
- Behaviour
[+ Selection
- Colours :
; Default Settings
=~ Epnnectin::n —
- Data Save
Telnet Delete
- Rlogin
-- S5H
- Senal Close window on exit:
(D Aways () Never (@ Only on clean exit
About Help Open Cancel

S22 EABEIRH |, iEFEConnection > SSH , A /F K diAuth,
SBIEFRHPUTTYGenE K FA4H. X 2PPKILHF,




% PuTTY Configuration ? .t

Category:
— Window s Options controlling S5H authentication

i Appearance

Behaviour Display pre-authentication banner (S5H-2 only)

Translation [] Bypass authertication entirely (SSH-2 anly)

+ EE:EE?;” Authentication methods

~1. Connection Attempt authentication using Pageant

.. Data [ ] Attempt TI5 or CryptoCard auth (S5H-1)

Prouy Attempt "keyboardinteractive” auth (S5H-2)

-HFT;;T: Authentication parameters

~.55H [ ] Allow agent forwarding

L Kex [ ] Allow attempted changes of usemame in 55H-2
Host keys Private key file for authertication:
é----Cipher :\Users\abhishek].Downloads \AMP ppk | = Browse...
+-- Auth
TTY
%11
----- Tunnels
..... Bugs

P More bugs

L Serial ]

About Help Open Cancel

B4 S THOpen , HERRWMAAF BN, B A“root” , BRI IZEFAMPRAE =HICLI,

£ F E R BB AX EALinux SSHIEERR &

SBA.MRFLATT M LNMAX EHEIZ B E~/ sshBB RS |, MERZEEBET K Hsshin S A RE A
AL , NTIFTFAMPFAE =8 &M 1TSSH.

ssh root@<AMP-IP-ADDRESS>
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By Legin — x

|;1’f" Mew Site Session
File protocol:
SCP ~

Host name: Port number:
|10.106.36.230 || 22 12|

User name: Password:

root | |

Sawve - Advanced... |"F

Tools - Manage - | Login A Cloze Help

$ 183 1% FAdvanced > Advanced > SSH > Authentication

LS4 ERHAPUTTYgen% X R FASA I PPK



Advanced Site Settings

Environment

- Directories

- Recyde bin

- Encryption

- SCPShell
Connection

- Proxy

- Tunnel

S5H

- Key exchange
- Buthentication
- Bugs

Mote

Color -

[ ]|Bypass authentication entirely
Authentication options

Attempt authentication using Pageant
Attempt 'keyboard-interactive' authentication
Respond with password to the first prompt
Attempt TIS or CryptoCard authentication (S5H-1)

Authentication parameters
[ ] Allow agent forwarding
Private key file:

I \Users\abhishek \Downloads\AMP. ppk

Display Public Key Tools -

GSSAPI
Attempt GSSAPI authentication

[ ] Allow GSSAPI credential delegation

Ik Cancel

Help

S5 EHOK , RiEdilogine HERRERE , BRIZEB K E .
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