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å»ºè®®

Macè¿žæŽ¥å™¨ç‰ˆæœ¬1.14å¼•å…¥äº†ä¸€äº›éœ€è¦�æ³¨æ„�çš„æ›´æ”¹ï¼š

å…¨ç£�ç›˜è®¿é—®æ‰¹å‡†•
ç³»ç»Ÿå»¶æœŸå®¡æ‰¹•

https://developer.apple.com/documentation/systemextensions


éœ€è¦�Mac connector 1.14æˆ–æ›´é«˜ç‰ˆæœ¬æ‰�èƒ½ç¡®ä¿�macOS 
11å�Šæ›´é«˜ç‰ˆæœ¬ä¸Šçš„ç»ˆç«¯ä¿�æŠ¤ã€‚è¾ƒæ—§çš„Macè¿žæŽ¥å™¨åœ¨è¿™äº›ç‰ˆæœ¬çš„macOSä¸Šä¸�èµ·ä½œç”¨ã€‚

Macè¿žæŽ¥å™¨ç‰ˆæœ¬1.16å¼•å…¥äº†å¯¹Intelç¡¬ä»¶ä¸ŠCisco 
Orbitalçš„æ”¯æŒ�ã€‚Orbitalå�¯ä»¥åœ¨ç–ç•¥ä¸é€šè¿‡ä¼˜åŠ¿æˆ–é«˜çº§å±‚å�¯ç”¨ï¼Œå¹¶åœ¨å�¯ç”¨å�Žè‡ªåŠ¨å®‰è£…ï¼Œå¹¶å®‰è£…åœ¨æ”¯æŒ�çš„æ“�ä½œç³»ç»Ÿç‰ˆæœ¬å’Œæ”¯æŒ�çš„ç¡¬ä»¶ä¸Šã€‚Macè¿žæŽ¥å™¨ç‰ˆæœ¬1.20å¼•å…¥äº†å¯¹Appleç¡…ç¡¬ä»¶ä¸Šçš„Cisco
Orbitalçš„æ”¯æŒ�ï¼Œè®¡åˆ’ä¸ŽOrbital Node 
1.21ä¸€èµ·å�‘å¸ƒã€‚ è¯·å�‚é˜…æœ¬æ–‡æ¡£çš„Cisco 
Orbitaléƒ¨åˆ†ï¼Œäº†è§£æœ‰å…³å¦‚ä½•æŽˆäºˆOrbitalæ‰€éœ€çš„é¢�å¤–å…¨ç£�ç›˜è®¿é—®æ�ƒé™�çš„è¯¦ç»†ä¿¡æ�¯ã€‚

æœ€ä½Žæ“�ä½œç³»ç»Ÿè¦�æ±‚

æ€�ç§‘å®‰å…¨ç»ˆç«¯Macè¿žæŽ¥å™¨1.14.0æ”¯æŒ�macOSç‰ˆæœ¬ï¼š

macOS 11ï¼Œå¸¦macOSç³»ç»Ÿæ‰©å±•ã€‚•
macOS 10.15.5å�Šæ›´é«˜ç‰ˆæœ¬ï¼Œå¸¦macOSç³»ç»Ÿæ‰©å±•ã€‚•
macOS 10.15.0è‡³macOS 10.15.4ï¼Œå¸¦macOSå†…æ ¸æ‰©å±•ã€‚•
macOS 10.14ï¼Œå¸¦macOSå†…æ ¸æ‰©å±•ã€‚•

æ€�ç§‘å®‰å…¨ç»ˆç«¯Macè¿žæŽ¥å™¨1.14.1æ”¯æŒ�macOSç‰ˆæœ¬ï¼š

macOS 11ï¼Œå¸¦macOSç³»ç»Ÿæ‰©å±•ã€‚•
å¸¦macOSå†…æ ¸æ‰©å±•çš„macOS 10.15ã€‚•
macOS 10.14ï¼Œå¸¦macOSå†…æ ¸æ‰©å±•ã€‚•

å®‰å…¨ç»ˆç«¯Macè¿žæŽ¥å™¨ç‰ˆæœ¬1.16.0ä¸å¼•å…¥äº†å¯¹Intelç¡¬ä»¶ä¸Šçš„Cisco 
Orbitalçš„æ”¯æŒ�ã€‚ åœ¨Secure Endpoint 
Macè¿žæŽ¥å™¨ç‰ˆæœ¬1.20.0ä¸å¼•å…¥äº†å¯¹Appleç¡…ç¡¬ä»¶ä¸Šçš„Cisco 
Orbitalçš„æ”¯æŒ�ã€‚

æœ‰å…³å½“å‰�Macè¿žæŽ¥å™¨å…¼å®¹æ€§ï¼Œè¯·å�‚é˜…æ“�ä½œç³»ç»Ÿå…¼å®¹æ€§è¡¨ã€‚

é‡�è¦�æ›´æ”¹

Macè¿žæŽ¥å™¨1.14åœ¨ä»¥ä¸‹ä¸‰ä¸ªæ–¹é�¢å¼•å…¥äº†é‡�è¦�æ›´æ”¹ï¼š

æ‰¹å‡†è¿žæŽ¥å™¨ä½¿ç”¨çš„macOSæ‰©å±•1. 
å…¨ç£�ç›˜è®¿é—®2. 
æ–°å»ºç›®å½•ç»“æž„3. 

MacOS 
12å¼•å…¥äº†MDMé€‰é¡¹ï¼Œä»¥å…�è®¸åˆ é™¤è¿žæŽ¥å™¨çš„macOSæ‰©å±•ï¼Œè€Œæ— éœ€æ��ç¤ºè¾“å…¥ç”¨æˆ·å¯†ç �ã€‚

Macè¿žæŽ¥å™¨macOSæ‰©å±•çš„æ‰¹å‡†

Macè¿žæŽ¥å™¨ä½¿ç”¨System Extensionsæˆ–legacy Kernel 
Extensionsæ�¥ç›‘æŽ§macOSç‰ˆæœ¬æ‰€éœ€çš„ç³»ç»Ÿæ´»åŠ¨ã€‚åœ¨macOS 
11ä¸Šï¼ŒSystem Extensionså°†æ›¿æ�¢macOS 
11å�Šæ›´é«˜ç‰ˆæœ¬ä¸ä¸�å�—æ”¯æŒ�çš„æ—§ç‰ˆå†…æ ¸æ‰©å±•ã€‚æ‰€æœ‰macOSç‰ˆæœ¬éƒ½éœ€è¦�ç”¨æˆ·æ‰¹å‡†ï¼Œæ‰�èƒ½å…�è®¸ä»»ä¸€ç±»åž‹çš„æ‰©å±•è¿�è¡Œã€‚æœªç»�æ‰¹å‡†ï¼ŒæŸ�äº›è¿žæŽ¥å™¨åŠŸèƒ½ï¼ˆä¾‹å¦‚è®¿é—®æ—¶æ–‡ä»¶æ‰«æ��å’Œç½‘ç»œè®¿é—®ç›‘æŽ§å™¨ï¼‰ä¸�å�¯ç”¨ã€‚

https://orbital.amp.cisco.com/help/what-is-orbital/
https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/214849-amp-for-endpoints-mac-connector-os-compa.html
https://www.cisco.com/c/zh_cn/support/docs/security/amp-endpoints/214849-amp-for-endpoints-mac-connector-os-compa.html
https://developer.apple.com/documentation/systemextensions
https://support.apple.com/en-us/HT210999
https://support.apple.com/en-us/HT210999
https://support.apple.com/en-us/HT210999


Macè¿žæŽ¥å™¨1.14å¼•å…¥äº†ä¸¤ä¸ªæ–°çš„macOSç³»ç»Ÿæ‰©å±•ï¼š

å��ä¸ºSecure Endpoint File Monitorï¼ˆä»¥å‰�ç§°ä¸ºAMP Security 
Extensionï¼‰çš„Endpoint Securityæ‰©å±•å��ï¼Œç”¨äºŽç›‘æŽ§ç³»ç»Ÿäº‹ä»¶

1. 

å��ä¸ºCisco Secure Endpoint Filterï¼ˆä»¥å‰�ç§°ä¸ºAMP Network 
Extensionï¼‰çš„ç½‘ç»œå†…å®¹è¿‡æ»¤å™¨æ‰©å±•ï¼Œç”¨äºŽç›‘æŽ§ç½‘ç»œè®¿é—®

2. 

ä¸¤ä¸ªä¼ ç»Ÿå†…æ ¸æ‰©å±•ampfileop.kextå’Œampnetworkflow.kextåŒ…å�«åœ¨ä¸�æ”¯æŒ�æ–°macOSç³»ç»Ÿæ‰©å±•çš„æ—§macOSç‰ˆæœ¬ä¸Šï¼Œä»¥å®žçŽ°å�‘å�Žå…¼å®¹æ€§ã€‚

MacOS 11Gå�Šæ›´é«˜ç‰ˆæœ¬**éœ€å®¡æ‰¹ï¼š

æ‰¹å‡†åŠ è½½å®‰å…¨ç»ˆç«¯æ–‡ä»¶ç›‘è§†å™¨•
æ‰¹å‡†åŠ è½½æ€�ç§‘å®‰å…¨ç»ˆç«¯è¿‡æ»¤å™¨•
å…�è®¸æ€�ç§‘å®‰å…¨ç»ˆç«¯è¿‡æ»¤å™¨è¿‡æ»¤ç½‘ç»œå†…å®¹•

** Macè¿žæŽ¥å™¨ç‰ˆæœ¬1.14.0ä¹Ÿè¦�æ±‚åœ¨macOS 
10.15ä¸ŠèŽ·å¾—è¿™äº›æ‰¹å‡†ã€‚ å¯¹äºŽMacè¿žæŽ¥å™¨1.14.1æˆ–æ›´é«˜ç‰ˆæœ¬ï¼ŒMacOS
10.15ä¸�å†�éœ€è¦�è¿™äº›æ‰¹å‡†ã€‚

MacOS 10.14å’ŒMacOS 10.15æ‰€éœ€çš„æ‰¹å‡†ï¼š

æ‰¹å‡†åŠ è½½è¿žæŽ¥å™¨å†…æ ¸æ‰©å±••

è¿™äº›æ‰¹å‡†å�¯åœ¨ç»ˆç«¯çš„macOSå®‰å…¨å’Œéš�ç§�é¦–é€‰é¡¹ä¸æŽˆäºˆï¼Œæˆ–é€šè¿‡ç§»åŠ¨è®¾å¤‡ç®¡ç�†(MDM)é…�ç½®æ–‡ä»¶æŽˆäºˆã€‚

åœ¨ç»ˆç«¯ä¸Šæ‰¹å‡†Mac Connector macOSæ‰©å±•

å�¯ä»¥ä»ŽmacOSå®‰å…¨å’Œéš�ç§�é¦–é€‰é¡¹çª—æ ¼æ‰‹åŠ¨æ‰¹å‡†ç³»ç»Ÿå’Œå†…æ ¸æ‰©å±•ã€‚

https://developer.apple.com/documentation/endpointsecurity
https://developer.apple.com/documentation/networkextension/content_filter_providers
https://support.apple.com/en-ca/guide/mdm/welcome/web
https://support.apple.com/en-ca/guide/mdm/welcome/web


ä½¿ç”¨MDMæ‰¹å‡†Macè¿žæŽ¥å™¨macOSæ‰©å±•

æ³¨æ„�ï¼šmacOSæ‰©å±•ä¸�èƒ½é€šè¿‡MDMè¿›è¡Œè¿½æº¯å®¡æ‰¹ã€‚å¦‚æžœåœ¨å®‰è£…è¿žæŽ¥å™¨ä¹‹å‰�æœªéƒ¨ç½²MDMé…�ç½®æ–‡ä»¶ï¼Œåˆ™ä¸�ä¼šèŽ·å¾—æ‰¹å‡†ï¼Œå¹¶ä¸”éœ€è¦�ä»¥ä¸‹ä¸¤ç§�å½¢å¼�ä¹‹ä¸€è¿›è¡Œé¢�å¤–å¹²é¢„:

1. 
åœ¨å·²è¿½æº¯éƒ¨ç½²ç®¡ç�†é…�ç½®æ–‡ä»¶çš„ç»ˆç«¯ä¸Šæ‰‹åŠ¨æ‰¹å‡†macOSæ‰©å±•ã€‚ 
2.å°†Macè¿žæŽ¥å™¨å�‡çº§åˆ°æ¯”å½“å‰�éƒ¨ç½²çš„è¿žæŽ¥å™¨æ›´æ–°çš„ç‰ˆæœ¬ã€‚å·²å›žæº¯éƒ¨ç½²ç®¡ç�†é…�ç½®æ–‡ä»¶çš„ç»ˆç«¯åœ¨å�‡çº§å�Žè¯†åˆ«ç®¡ç�†é…�ç½®æ–‡ä»¶ï¼Œå¹¶åœ¨å�‡çº§å®Œæˆ�å�ŽèŽ·å¾—æ‰¹å‡†ã€‚



å®‰å…¨ç»ˆç«¯æ‰©å±•å�¯ä»¥é€šè¿‡å…·æœ‰ä»¥ä¸‹æœ‰æ•ˆè´Ÿè½½å’Œå±žæ€§çš„ç®¡ç�†é…�ç½®æ–‡ä»¶è¿›è¡Œå®¡æ‰¹ï¼š

æœ‰æ•ˆè½½è�· å±žæ€§ ä»·å€¼

AllowedSystemExtensions com.cisco.endpoint.svc.securityextensionï¼Œ com.cisco.endpoint.svc.networkextension

AllowedSystemExtensionType EndpointSecurityExtensionã€�NetworkExtensionSystemExtensions

AllowedTeamIdentifiers DE8Y96K9QP

AllowedKernelExtensions com.cisco.amp.fileopã€�com.cisco.amp.nke
SystemPolicyKernelExtensions

AllowedTeamIdentifiers TDNYQP7VRK

AutoFilterEnabled å�‡
FilterDataProviderBundleIdentifier com.cisco.endpoint.svc.networkextension

FilterDataProviderDesignatedRequirement
é”šappleé€šç”¨å’Œæ ‡è¯†ç¬¦â€œcom.cisco.endpoint.svc.networkextensionâ€�å’Œ(certificate 
leaf[field.1.2.840.113635.100.6.1.9] /*å˜åœ¨*/æˆ–certificate 1[field.1.2.840.113635.100.6.2.6] /*å˜åœ¨*/å’Œcertificate 
leaf[field.1.2.840.113635.100.6.1.13] /*å˜åœ¨*/å’Œcertificate leaf[subject.OU] = DE96Y9QP)

FilterGrade é˜²ç�«å¢™
è¿‡æ»¤å™¨æµ�è§ˆå™¨ å�‡
FilterPackets å�‡
FilterSockets true

æ�’ä»¶æ�†ç»‘åŒ…ID com.cisco.endpoint.svc

WebContentFilter

UserDefinedName æ€�ç§‘å®‰å…¨ç»ˆç«¯è¿‡æ»¤å™¨ï¼ˆå¦‚æžœè¿žæŽ¥å™¨ç‰ˆæœ¬æ—©äºŽ1.18.0ï¼Œåˆ™ä¸ºAMPç½‘ç»œæ‰©å±•ï¼‰

ä½¿ç”¨MDMåˆ é™¤Macè¿žæŽ¥å™¨macOSæ‰©å±•

MacOS 
12å�Šæ›´é«˜ç‰ˆæœ¬å…�è®¸ä½¿ç”¨RemovableSystemExtensionså±žæ€§å°†macOSæ‰©å±•æ ‡è®°ä¸ºå�¯ç§»é™¤ï¼Œå¦‚ä¸‹æ‰€è¿°ã€‚ 
æ³¨æ„�ï¼šå½“å…�è®¸macOS 
Extensionå�¯ç§»é™¤æ�ƒé™�æ—¶ï¼Œä»»ä½•å…·æœ‰rootæ�ƒé™�çš„ç”¨æˆ·æˆ–è¿›ç¨‹éƒ½èƒ½å¤Ÿåœ¨æ²¡æœ‰æ��ç¤ºè¾“å…¥ç”¨æˆ·å¯†ç �çš„æƒ…å†µä¸‹åˆ é™¤æ‰©å±•ã€‚å› æ¤ï¼Œä»…å½“ç®¡ç�†å‘˜è¦�è‡ªåŠ¨å�¸è½½è¿žæŽ¥å™¨æ—¶ï¼Œæ‰�å¿…é¡»ä½¿ç”¨RemovableSystemExtensionså±žæ€§ã€‚ 
æ³¨æ„�ï¼šæ— æ³•é€šè¿‡MDMå›žæº¯åˆ é™¤MacOSæ‰©å±•ã€‚å¦‚æžœåœ¨å�¸è½½è¿žæŽ¥å™¨ä¹‹å‰�æœªéƒ¨ç½²MDMé…�ç½®æ–‡ä»¶ï¼Œåˆ™ä¸�ä¼šæŽˆäºˆmacOSæ‰©å±•åˆ é™¤æ‰¹å‡†ï¼Œç”¨æˆ·éœ€è¦�åœ¨è¿žæŽ¥å™¨å�¸è½½è¿‡ç¨‹ä¸æ‰‹åŠ¨åœ¨ç»ˆç«¯ä¸Šè¾“å…¥å¯†ç �ä»¥åˆ é™¤macOSæ‰©å±•ã€‚

åœ¨å®‰è£…å…·æœ‰æ·»åŠ åˆ°SystemExtensionsè´Ÿè½½çš„RemovableSystemExtensionså±žæ€§çš„ç®¡ç�†é…�ç½®æ–‡ä»¶æ—¶ï¼Œå�¯ä»¥åœ¨è¿žæŽ¥å™¨å�¸è½½è¿‡ç¨‹ä¸åˆ é™¤å®‰å…¨ç»ˆç«¯æ‰©å±•ã€‚RemovableSystemExtensionså±žæ€§å¿…é¡»åŒ…å�«ä¸¤ä¸ªå®‰å…¨ç»ˆç«¯æ‰©å±•çš„æ�†ç»‘æ ‡è¯†ç¬¦ï¼š

æœ‰æ•ˆè½½è�· å±žæ€§ ä»·å€¼

SystemExtensions RemovableSystemExtensions
com.cisco.endpoint.svc.securityextensionï¼Œ 
com.cisco.endpoint.svc.networkextension

å…¨ç£�ç›˜è®¿é—®
MacOS 
10.14å�Šæ›´é«˜ç‰ˆæœ¬éœ€è¦�ç»�è¿‡æ‰¹å‡†ï¼Œåº”ç”¨ç¨‹åº�æ‰�èƒ½è®¿é—®åŒ…å�«ä¸ªäººç”¨æˆ·æ•°æ�®çš„éƒ¨åˆ†æ–‡ä»¶ç³»ç»Ÿï¼ˆä¾‹å¦‚ï¼Œè�”ç³»äººã€�ç…§ç‰‡ã€�æ—¥åŽ†å’Œå…¶ä»–åº”ç”¨ç¨‹åº�ï¼‰ã€‚æŸ�äº›è¿žæŽ¥å™¨åŠŸèƒ½ï¼ˆä¾‹å¦‚è®¿é—®æ—¶æ–‡ä»¶æ‰«æ��ï¼‰æœªç»�æ‰¹å‡†æ— æ³•æ‰«æ��è¿™äº›æ–‡ä»¶çš„å¨�èƒ�ã€‚

ä»¥å‰�çš„Macè¿žæŽ¥å™¨ç‰ˆæœ¬è¦�æ±‚ç”¨æˆ·æŽˆäºˆå¯¹ampdaemonç¨‹åº�çš„å…¨ç£�ç›˜è®¿é—®æ�ƒé™�ã€‚Macè¿žæŽ¥å™¨1.14éœ€è¦�å®Œå…¨ç£�ç›˜è®¿é—®ï¼š

â€œé�¢å�‘ç»ˆç«¯çš„AMPæœ�åŠ¡â€�•
"AMPå®‰å…¨æ‰©å±•" •

https://developer.apple.com/documentation/devicemanagement/systemextensions
https://developer.apple.com/documentation/devicemanagement/systempolicykernelextensions
https://developer.apple.com/documentation/devicemanagement/webcontentfilter
https://developer.apple.com/documentation/devicemanagement/systemextensions/removablesystemextensions


Macè¿žæŽ¥å™¨1.16.0å�Šæ›´é«˜ç‰ˆæœ¬éœ€è¦�é¢�å¤–çš„å…¨ç£�ç›˜è®¿é—®ï¼š

â€œCisco Orbitalâ€�ï¼ˆåœ¨ç–ç•¥ä¸å�¯ç”¨ï¼‰ï¼Œæ��ä¾›ä¼˜åŠ¿å’ŒPremierè®¿é—®•

Macè¿žæŽ¥å™¨1.18å�Šæ›´é«˜ç‰ˆæœ¬è¦�æ±‚å®Œå…¨ç£�ç›˜è®¿é—®ï¼š

"å®‰å…¨ç»ˆç«¯æœ�åŠ¡"•
"å®‰å…¨ç»ˆç«¯ç³»ç»Ÿç›‘æŽ§"•
åœ¨ç–ç•¥ä¸å�¯ç”¨Orbitalæ—¶â€œCisco 
Orbitalâ€�(å�¯ä¸ŽAdvantageå’ŒPremierå±‚ä¸€èµ·æ��ä¾›)

•

ampdaemonç¨‹åº�ä¸�å†�éœ€è¦�ä½¿ç”¨Macè¿žæŽ¥å™¨1.14ç‰ˆå�Šæ›´é«˜ç‰ˆæœ¬è¿›è¡Œå…¨ç£�ç›˜è®¿é—®ã€‚

å�¯ä»¥åœ¨ç»ˆç«¯çš„macOSå®‰å…¨å’Œéš�ç§�é¦–é€‰é¡¹ä¸æˆ–é€šè¿‡ç§»åŠ¨è®¾å¤‡ç®¡ç�†(MDM)é…�ç½®æ–‡ä»¶æŽˆäºˆå…¨ç£�ç›˜è®¿é—®æ‰¹å‡†ã€‚

åœ¨ç»ˆç«¯ä¸Šæ‰¹å‡†å¯¹æ—©äºŽ1.18.0çš„è¿žæŽ¥å™¨ç‰ˆæœ¬è¿›è¡Œå…¨ç£�ç›˜è®¿é—®

å�¯ä»¥ä»ŽmacOSå®‰å…¨å’Œéš�ç§�é¦–é€‰é¡¹çª—æ ¼æ‰‹åŠ¨æ‰¹å‡†å…¨ç£�ç›˜è®¿é—®ã€‚

https://support.apple.com/en-ca/guide/mdm/welcome/web
https://support.apple.com/en-ca/guide/mdm/welcome/web


æ‰¹å‡†ç»ˆç«¯çš„Cisco Orbitalå…¨ç£�ç›˜è®¿é—®

å�¯ä»¥ä»ŽmacOSå®‰å…¨å’Œéš�ç§�é¦–é€‰é¡¹çª—æ ¼æ‰‹åŠ¨æ‰¹å‡†å…¨ç£�ç›˜è®¿é—®ã€‚



åœ¨ç»ˆç«¯ä¸Šæ‰¹å‡†æ€�ç§‘å®‰å…¨ç»ˆç«¯è¿žæŽ¥å™¨1.18.0å�Šæ›´é«˜ç‰ˆæœ¬çš„å…¨ç£�ç›˜è®¿é—®

å�¯ä»¥ä»ŽmacOSå®‰å…¨å’Œéš�ç§�é¦–é€‰é¡¹çª—æ ¼æ‰‹åŠ¨æ‰¹å‡†å…¨ç£�ç›˜è®¿é—®ã€‚



æ‰¹å‡†ä½¿ç”¨MDMå¯¹è¿žæŽ¥å™¨è¿›è¡Œå…¨ç£�ç›˜è®¿é—®

æ³¨æ„�ï¼šmacOSæ‰©å±•ä¸�èƒ½é€šè¿‡MDMè¿›è¡Œè¿½æº¯å®¡æ‰¹ã€‚å¦‚æžœåœ¨å®‰è£…è¿žæŽ¥å™¨ä¹‹å‰�æœªéƒ¨ç½²MDMé…�ç½®æ–‡ä»¶ï¼Œåˆ™ä¸�ä¼šèŽ·å¾—æ‰¹å‡†ï¼Œå¹¶ä¸”éœ€è¦�ä»¥ä¸‹ä¸¤ç§�å½¢å¼�ä¹‹ä¸€è¿›è¡Œé¢�å¤–å¹²é¢„:

1. 
åœ¨å·²è¿½æº¯éƒ¨ç½²ç®¡ç�†é…�ç½®æ–‡ä»¶çš„ç»ˆç«¯ä¸Šæ‰‹åŠ¨æ‰¹å‡†macOSæ‰©å±•ã€‚ 
2.å°†Macè¿žæŽ¥å™¨å�‡çº§åˆ°æ¯”å½“å‰�éƒ¨ç½²çš„è¿žæŽ¥å™¨æ›´æ–°çš„ç‰ˆæœ¬ã€‚å·²è¿½æº¯éƒ¨ç½²ç®¡ç�†é…�ç½®æ–‡ä»¶çš„ç»ˆç«¯åœ¨å�‡çº§å�Žè¯†åˆ«ç®¡ç�†é…�ç½®æ–‡ä»¶ï¼Œå¹¶åœ¨å�‡çº§å®Œæˆ�å�ŽèŽ·å¾—æ‰¹å‡†ã€‚

å…¨ç£�ç›˜è®¿é—®å�¯ç”±ç®¡ç�†é…�ç½®æ–‡ä»¶éš�ç§�é¦–é€‰é¡¹ç–ç•¥æŽ§åˆ¶è´Ÿè½½æ‰¹å‡†ï¼Œè¯¥è´Ÿè½½å…·æœ‰SystemPolicyAllFileså±žæ€§ï¼Œè¯¥å±žæ€§åŒ…å�«ä¸¤ä¸ªæ�¡ç›®ï¼Œä¸€ä¸ªç”¨äºŽå®‰å…¨ç»ˆç«¯æœ�åŠ¡ï¼ˆé�¢å�‘ç»ˆç«¯çš„AMPæœ�åŠ¡ç”¨äºŽæ—©äºŽ1.18.0çš„è¿žæŽ¥å™¨ç‰ˆæœ¬ï¼‰ï¼Œå�¦ä¸€ä¸ªç”¨äºŽå®‰å…¨ç»ˆç«¯ç³»ç»Ÿç›‘æŽ§ï¼ˆé�¢å�‘æ—©äºŽ1.18.0çš„è¿žæŽ¥å™¨ç‰ˆæœ¬çš„AMPå®‰å…¨æ‰©å±•ï¼‰:

æ��è¿° å±žæ€§ ä»·å€¼

å…�è®¸ true

CodeRequirement

é”šappleé€šç”¨å’Œæ ‡è¯†ç¬¦â€œcom.cisco.endpoint.svcâ€�å’Œ(certificate 
leaf[field.1.2.840.113635.100.6.1.9] /*å˜åœ¨*/æˆ–certificate 
1[field.1.2.840.113635.100.6.2.6] /*å˜åœ¨*/å’Œcertificate 
leaf[field.1.2.840.113635.100.6.13] /*å˜åœ¨*/å’Œcertificate leaf[subject.OU] = 
DE8Y96K9QP)

æ ‡è¯†ç¬¦ com.cisco.endpoint.svc

å®‰å…¨ç»ˆç«¯æœ�åŠ¡ï¼ˆé�¢å�‘ç»ˆç«¯çš„AMPæœ�åŠ¡ï¼‰

https://developer.apple.com/documentation/devicemanagement/privacypreferencespolicycontrol/services
https://developer.apple.com/documentation/devicemanagement/privacypreferencespolicycontrol/services
https://developer.apple.com/documentation/devicemanagement/privacypreferencespolicycontrol/services/identity


æ��è¿° å±žæ€§ ä»·å€¼

IdentifierType æ�†ç»‘åŒ…ID
å…�è®¸ true

CodeRequirement

é”šappleé€šç”¨å’Œæ ‡è¯†ç¬¦â€œcom.cisco.endpoint.svc.securityextensionâ€�å’Œ(certificate 
leaf[field.1.2.840.113635.100.6.1.9] /*å˜åœ¨*/æˆ–certificate 
1[field.1.2.840.113635.100.6.2.6] /*å˜åœ¨*/å’Œcertificate 
leaf[field.1.2.840.113635.100.6.1.13] /*å˜åœ¨*/å’Œcertificate leaf[subject.OU] = 
DE96Y9QP)

æ ‡è¯†ç¬¦ com.cisco.endpoint.svc.securityextension

å®‰å…¨ç»ˆç«¯ç³»ç»Ÿç›‘æŽ§ï¼ˆAMPå®‰å…¨æ‰©å±•ï¼‰

IdentifierType æ�†ç»‘åŒ…ID

å¦‚æžœæ‚¨çš„éƒ¨ç½²åŒ…æ‹¬å·²å®‰è£…è¿žæŽ¥å™¨ç‰ˆæœ¬1.12.7æˆ–æ›´æ—©ç‰ˆæœ¬çš„è®¡ç®—æœºï¼Œåˆ™ä»�éœ€è¦�ä»¥ä¸‹é™„åŠ æ�¡ç›®æ�¥æŽˆäºˆè¿™äº›è®¡ç®—æœºå¯¹ampdaemonçš„å®Œå…¨ç£�ç›˜è®¿é—®æ�ƒé™�ï¼š

æ��è¿° å±žæ€§ ä»·å€¼

å…�è®¸ true

CodeRequirement

æ ‡è¯†ç¬¦ampdaemonå’Œanchor apple genericå’Œcertificate 
1[field.1.2.840.113635.100.6.2.6] /*å˜åœ¨*/å’Œcertificate 
leaf[field.1.2.840.113635.100.6.1.13] /*å˜åœ¨*/å’Œcertificate 
leaf[subject.OU] = TDNYQP7VRK

æ ‡è¯†ç¬¦ /opt/cisco/amp/ampdaemon

ampdaemon

IdentifierType è·¯å¾„

æ‰¹å‡†ä½¿ç”¨MDMçš„Cisco Orbitalçš„å®Œå…¨ç£�ç›˜è®¿é—®

å¦‚æžœæ‚¨çš„éƒ¨ç½²åŒ…æ‹¬ä½¿ç”¨Ciscoå®‰å…¨ç»ˆç«¯Macè¿žæŽ¥å™¨ç‰ˆæœ¬1.16.0æˆ–æ›´é«˜ç‰ˆæœ¬çš„è®¡ç®—æœºï¼Œåœ¨macOS
10.15æˆ–æ›´é«˜ç‰ˆæœ¬çš„è®¡ç®—æœºä¸Šï¼Œå¹¶ä¸”ç–ç•¥ä¸å�¯ç”¨äº†Orbitalï¼Œåˆ™ä»�éœ€è¦�ä»¥ä¸‹é™„åŠ æ�¡ç›®æ�¥æŽˆäºˆè¿™äº›è®¡ç®—æœºå¯¹Orbitalçš„å®Œå…¨ç£�ç›˜è®¿é—®æ�ƒé™�ï¼š

æ��è¿° å±žæ€§ ä»·å€¼

å…�è®¸ true

CodeRequirement

é”šappleé€šç”¨å’Œæ ‡è¯†ç¬¦â€œcom.cisco.endpoint.orbital.appâ€�å’Œ(certificate 
leaf[field.1.2.840.113635.100.6.1.9] /*å˜åœ¨*/æˆ–certificate 
1[field.1.2.840.113635.100.6.2.6] /*å˜åœ¨*/å’Œcertificate 
leaf[field.1.2.840.113635.100.6.1.13] /*å˜åœ¨*/å’Œcertificate 
leaf[subject.OU] = DE8Y96K9QP)

æ ‡è¯†ç¬¦ com.cisco.endpoint.orbal.app

Cisco 
Orbital

IdentifierType æ�†ç»‘åŒ…ID

MDMé…�ç½®é…�ç½®æ–‡ä»¶ç¤ºä¾‹

æ¤ç¤ºä¾‹MDMé…�ç½®é…�ç½®æ–‡ä»¶å�¯ç”¨ä½œå�‚è€ƒã€‚

æ‰¹å‡†å®‰å…¨ç»ˆç«¯Macè¿žæŽ¥å™¨çš„ç³»ç»Ÿæ‰©å±•ã€‚•



æŽˆäºˆå®‰å…¨ç»ˆç«¯Macè¿žæŽ¥å™¨å’Œè½¨é�“è®¾å¤‡çš„å…¨ç£�ç›˜è®¿é—®æ�ƒé™�ã€‚•
åœ¨å�¸è½½è¿žæŽ¥å™¨æ—¶å…�è®¸æ— æ��ç¤ºå�¸è½½ç³»ç»Ÿæ‰©å±•ã€‚ 
æ³¨æ„�ï¼šå½“å…�è®¸RemovableSystemExtensionsæ�ƒé™�æ—¶ï¼Œä»»ä½•å…·æœ‰rootæ�ƒé™�çš„ç”¨æˆ·æˆ–è¿›ç¨‹éƒ½èƒ½å¤Ÿåœ¨æ²¡æœ‰æ��ç¤ºè¾“å…¥ç”¨æˆ·å¯†ç �çš„æƒ…å†µä¸‹åˆ é™¤ç³»ç»Ÿæ‰©å±•ã€‚å› æ¤ï¼Œä»…å½“ç®¡ç�†å‘˜è¦�è‡ªåŠ¨å�¸è½½è¿žæŽ¥å™¨æ—¶ï¼Œæ‰�å¿…é¡»ä½¿ç”¨RemovableSystemExtensionså±žæ€§ã€‚

•

 

  http://www.apple.com/DTDs/PropertyList-1.0.dtd"> 

  

  

  

          PayloadContent 

  

  

  

  

            AllowUserOverrides 

  

  

  

            AllowedSystemExtensions 

  

  

  

             DE8Y96K9QP 

  

  

  

              com.cisco.endpoint.svc.securityextension 

  

  

              com.cisco.endpoint.svc.networkextension 

  

  

  

  

            PayloadDescription 

  

  

  

            PayloadDisplayName 

  

  

            System Extensions 

  

  

            PayloadEnabled 

  

  

  

            PayloadIdentifier 

  

  

            92624553-06C3-4BE0-9000-91D8A260CC65 

  



  

            PayloadOrganization 

  

  

            Cisco Systems, Inc. 

  

  

            PayloadType 

  

  

            com.apple.system-extension-policy 

  

  

            PayloadUUID 

  

  

            92624553-06C3-4BE0-9000-91D8A260CC65 

  

  

            PayloadVersion 

  

  

            1 

  

  

            RemovableSystemExtensions 

  

  

  

             DE8Y96K9QP 

  

  

  

              com.cisco.endpoint.svc.securityextension 

  

  

              com.cisco.endpoint.svc.networkextension 

  

  

  

  

  

  

            PayloadDescription 

  

  

  

            PayloadDisplayName 

  

  

            Privacy Preferences Policy Control 

  

  

            PayloadEnabled 



  

  

  

            PayloadIdentifier 

  

  

            290AAF9E-D9F1-4470-B802-2468AC836142 

  

  

            PayloadOrganization 

  

  

            Cisco Systems, Inc. 

  

  

            PayloadType 

  

  

            com.apple.TCC.configuration-profile-policy 

  

  

            PayloadUUID 

  

  

            290AAF9E-D9F1-4470-B802-2468AC836142 

  

  

            PayloadVersion 

  

  

            1 

  

  

            Services 

  

  

  

             SystemPolicyAllFiles 

  

  

  

  

               Allowed 

  

  

               1 

  

  

               CodeRequirement 

  

  

               anchor apple generic and identifier "com.cisco.endpoint.svc" and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or 

certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate 

leaf[subject.OU] = DE8Y96K9QP) 



  

  

               Identifier 

  

  

               com.cisco.endpoint.svc 

  

  

               IdentifierType 

  

  

               bundleID 

  

  

               StaticCode 

  

  

               0 

  

  

  

  

               Allowed 

  

  

               1 

  

  

               CodeRequirement 

  

  

               identifier ampdaemon and anchor apple generic and certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate 

leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] = TDNYQP7VRK 

  

  

               Identifier 

  

  

               /opt/cisco/amp/ampdaemon 

  

  

               IdentifierType 

  

  

               path 

  

  

               StaticCode 

  

  

               0 

  

  

  



  

               Allowed 

  

  

               1 

  

  

               CodeRequirement 

  

  

               anchor apple generic and identifier "com.cisco.endpoint.orbital.app" and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or 

certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate 

leaf[subject.OU] = DE8Y96K9QP) 

  

  

               Identifier 

  

  

               com.cisco.endpoint.orbital.app 

  

  

               IdentifierType 

  

  

               bundleID 

  

  

               StaticCode 

  

  

               0 

  

  

  

  

  

  

  

            FilterDataProviderBundleIdentifier 

  

  

            com.cisco.endpoint.svc.networkextension 

  

  

            FilterDataProviderDesignatedRequirement 

  

  

            anchor apple generic and identifier "com.cisco.endpoint.svc.networkextension" and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* 

exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and 

certificate leaf[subject.OU] = DE8Y96K9QP) 

  

  

            FilterGrade 

  



  

            firewall 

  

  

            FilterPackets 

  

  

  

            FilterSockets 

  

  

  

            FilterType 

  

  

            Plugin 

  

  

            PayloadDisplayName 

  

  

            Web Content Filter Payload 

  

  

            PayloadIdentifier 

  

  

            F630E2F3-F917-47F5-93E9-343C4C787C28 

  

  

            PayloadOrganization 

  

  

            Cisco Systems, Inc. 

  

  

            PayloadType 

  

  

            com.apple.webcontent-filter 

  

  

            PayloadUUID 

  

  

            F630E2F3-F917-47F5-93E9-343C4C787C28 

  

  

            PayloadVersion 

  

  

            1 

  

  



            PluginBundleID 

  

  

            com.cisco.endpoint.svc 

  

  

            UserDefinedName 

  

  

            AMP Network Extension 

  

  

            VendorConfig 

  

  

  

  

  

  

         PayloadDescription 

  

  

  

         PayloadDisplayName 

  

  

         Cisco Secure Endpoint Settings [DEMO] 

  

  

         PayloadEnabled 

  

  

  

         PayloadIdentifier 

  

  

         36DAAE4E-5BA2-497B-8381-D58FCB62FA1B 

  

  

         PayloadOrganization 

  

  

         Cisco Systems, Inc. 

  

  

         PayloadRemovalDisallowed 

  

  

  

         PayloadScope 

  

  

         System 

  



  

         PayloadType 

  

  

         Configuration 

  

  

         PayloadUUID 

  

  

         36DAAE4E-5BA2-497B-8381-D58FCB62FA1B 

  

  

         PayloadVersion 

  

  

         1 

  

 

MacOS 10.15æˆ–æ›´æ—©ç‰ˆæœ¬çš„MDMé…�ç½®ç¤ºä¾‹

æ‰¹å‡†å†…æ ¸æ‰©å±•å¹¶æŽˆäºˆè¿žæŽ¥å™¨å…¨ç£�ç›˜è®¿é—®æ�ƒé™�ã€‚ 
æ³¨æ„�ï¼šM1å’Œè¾ƒæ–°çš„Appleäº§å“�ä¸�èƒ½ä½¿ç”¨åŒ…å�«æ¤é…�ç½®çš„é…�ç½®æ–‡ä»¶○

•

 

  

  

         AllowNonAdminUserApprovals 

  

  

  

         AllowUserOverrides 

  

  

  

         AllowedKernelExtensions 

  

  

  

          TDNYQP7VRK 

  

  

  

           com.cisco.amp.nke 

  

  

           com.cisco.amp.fileop 

  

  

  

  

         PayloadDescription 



  

  

  

         PayloadDisplayName 

  

  

         Approved Kernel Extensions 

  

  

         PayloadEnabled 

  

  

  

         PayloadIdentifier 

  

  

         A872B6D5-D67C-41FE-BE64-3DD674C43C4F 

  

  

         PayloadOrganization 

  

  

         Cisco Systems, Inc. 

  

  

         PayloadType 

  

  

         com.apple.syspolicy.kernel-extension-policy 

  

  

         PayloadUUID 

  

  

         A872B6D5-D67C-41FE-BE64-3DD674C43C4F 

  

  

         PayloadVersion 

  

  

         1 

  

æ–°å»ºç›®å½•ç»“æž„

ç‰ˆæœ¬1.14.0åˆ°1.16.2

Macè¿žæŽ¥å™¨1.14å¯¹ç›®å½•ç»“æž„è¿›è¡Œäº†ä¸¤é¡¹æ›´æ”¹ï¼š

åº”ç”¨ç›®å½•å·²ä»ŽCisco AMPé‡�å‘½å��ä¸ºCisco AMP for Endpointsã€‚1. 
å‘½ä»¤è¡Œå®žç”¨ç¨‹åº�ampcliå·²ä»Ž/opt/cisco/ampç§»è‡³/Applications/Cisco AMP for 
Endpoints/AMP for Endpoints 

2. 



Connector.app/Contents/MacOSã€‚ç›®å½•/opt/cisco/ampåŒ…å�«æŒ‡å�‘æ–°ä½�ç½®çš„ampcliç¨‹åº�çš„ç¬¦å�·é“¾æŽ¥ã€‚

Macè¿žæŽ¥å™¨ç‰ˆæœ¬1.14.0åˆ°1.16.2çš„å®Œæ•´ç›®å½•ç»“æž„å¦‚ä¸‹ï¼š

 

â”œâ”€â”€ Applications 
â”‚   â””â”€â”€ Cisco AMP for Endpoints 
â”‚       â””â”€â”€ AMP for Endpoints Connector.app 
â”‚       â”‚   â””â”€â”€ Contents 
â”‚       â”‚       â””â”€â”€MacOS 
â”‚       â”‚ 
â”‚       â””â”€â”€ AMP for Endpoints Service.app 
â”‚       â”‚   â””â”€â”€ Contents 
â”‚       â”‚       â””â”€â”€MacOS 
â”‚       â”‚           â””â”€â”€ ampcli 
â”‚       â”‚           â””â”€â”€ ampdaemon 
â”‚       â”‚           â””â”€â”€ amscansvc 
â”‚       â”‚           â””â”€â”€ ampcreport  
â”‚       â”‚           â””â”€â”€ ampupdater  
â”‚       â”‚           â””â”€â”€ SupportTool 
â”‚       â”‚ 
â”‚       â””â”€â”€ Support Tool.app 
â”œâ”€â”€ Library 
â”‚   â”œâ”€â”€ Application Support 
â”‚   â”‚   â””â”€â”€ Cisco 
â”‚   â”‚       â””â”€â”€ AMP for Endpoints Connector 
â”‚   â”‚           â””â”€â”€ SupportTool 
â”‚   â””â”€â”€ Logs 
â”‚       â””â”€â”€ Cisco 
â”œâ”€â”€ Users 
â”‚   â””â”€â”€ * 
â”‚       â””â”€â”€ Library 
â”‚           â””â”€â”€ Logs 
â”‚               â””â”€â”€ Cisco 
â””â”€â”€ opt 
    â””â”€â”€ cisco 
        â””â”€â”€ amp 
            â””â”€â”€ ampcli 

 

ç‰ˆæœ¬1.18.0å�Šæ›´é«˜ç‰ˆæœ¬

Macè¿žæŽ¥å™¨1.18å¼•å…¥äº†åº”ç”¨ç¨‹åº�ç›®å½•ç»“æž„çš„æ›´æ”¹ï¼š

åº”ç”¨ç›®å½•å·²ä»Žé�¢å�‘ç»ˆç«¯çš„æ€�ç§‘AMPé‡�å‘½å��ä¸ºæ€�ç§‘å®‰å…¨ç»ˆç«¯ã€‚1. 

Macè¿žæŽ¥å™¨ç‰ˆæœ¬1.18.0å�Šæ›´é«˜ç‰ˆæœ¬çš„å®Œæ•´ç›®å½•ç»“æž„å¦‚ä¸‹ï¼š

 

â”œâ”€â”€ Applications 
|   â””â”€â”€ Cisco Secure Endpoint 
|       â””â”€â”€Secure Endpoint Connector.app 
|       |    â””â”€â”€ Contents 
|       |        â””â”€â”€ MacOS 
|       | 
|       â””â”€â”€ Secure Endpoint Service.app 
|       |   â””â”€â”€ Contents 



|       |       â””â”€â”€ MacOS 
|       |           â””â”€â”€ ampcli 
|       |           â””â”€â”€ ampdaemon 
|       |           â””â”€â”€ ampscansvc 
|       |           â””â”€â”€ ampcreport 
|       |           â””â”€â”€ ampupdater 
|       |           â””â”€â”€ SupportTool 
|       | 
|       â””â”€â”€ Support Tool.app

 

MacOS 11.0å’ŒMac Connector 1.14.1çš„å·²çŸ¥é—®é¢˜ã€‚

å¦‚æžœè®¡ç®—æœºä¸Šå®‰è£…äº†å››ä¸ªæˆ–æ›´å¤šç½‘ç»œå†…å®¹è¿‡æ»¤å™¨ï¼Œåˆ™æ•…éšœ10â€œåŠ è½½å†…æ ¸æ¨¡å�—æˆ–ç³»ç»Ÿæ‰©å±•éœ€è¦�é‡�æ–°å�¯åŠ¨â€�çš„æŒ‡å¯¼å�¯èƒ½ä¸�æ£ç¡®ã€‚ æœ‰å…³è¯¦ç»†ä¿¡æ�¯ï¼Œè¯·å�‚é˜…Ciscoå®‰å…¨ç»ˆç«¯Macè¿žæŽ¥å™¨æ•…éšœæ–‡ç« ã€‚•
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