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» $TFMac/Linux £ Terminal ( 4% ) B0,
- EAUTEZEITCLE
- FELinux_E: Jopt/cisco/amp/bin/ampcli
° {Ehﬂac.t;/opt/cisco/amp/ampc]i
- HCLIEzN , HERUTHEER :

ampcli - Cisco Secure Endpoint Connector Command Line Interface
Interactive mode

Enter 'q' or Ctrl+c to Exit

[Togger] Set minimum reported log level to notice
Trying to connect...

Connected.

ampcli>
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AEE  TETAMCLIGSRAIEENGSSITIZEIT , Bl /opt/cisco/amp/bin/ampcli
helpor/opt/cisco/amp/ampci helpWOkaﬁEf)JCLl*ﬂrunhdp#gr% o

« WTFCLIMTHTEIR , AP W LUEThelp:

ampcli> help

about
bp

clamav

definitions
defupdate
exclusions
history

notify
policy

quarantine

quit (or q)
scan

status

sync
verbose

About Cisco Secure Endpoint connector

Show and sync behavioral protection signatures

* See 'bp help' for more.
Show and sync ClamAV definitions
* See 'clamav help' for more.
Show virus definitions
Update virus definitions
List custom exclusions
Show event history
* See 'history help' for more.
Toggle notifications
Show policy
List/restore quarantined file(s)
* See 'quarantine help' for more.
Quit ampcli interactive mode
Initiate/pause/stop a scan
* See 'scan help' for more.
Get ampdaemon status
* See 'status help' for more.
Sync policy
Toggle verbose mode

o B3P =%, # ¢iex, Ea clamavilbptake additional parameters , 1R A FBERIZETZ

SN ERTHER 5o

ampcli> scan help
Supported scan parameters:

custom Perform a custom scan on a file or directory (recursive)
...> scan custom file_or_directory_to_scan’

flash Perform a flash scan

full Perform a full scan
e.g. '

pause Pause a running scan

resume Resume a paused scan

cancel Cancel a running scan

Tist List scheduled scans

ampcli> history help
Supported history parameters:
Tist List history

* Listing starts at page 1. Each time 'list' is run we move to
the next page. Specify a page number to jump directly to

that page.
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pagesize Set history page size (max: 12)
* e.g. 'ampcli> history pagesize 10'

ampcli> quarantine help
Supported quarantine parameters:
Tist List currently quarantined files
* Listing starts at page 1. Each time 'Tist' is run we move to
the next page. Specify a page number to jump directly to
that page.
restore Restore file by quarantine id
e.g. '...> quarantine restore

run 'quarantine Tist' first to find

in Tisting

ampcli> clamav help

Supported clamav parameters:
status Display engine and definition information
sync Synchronizes ClamAV definitions

ampcli> bp help

Supported bp parameters:
status Display engine and definition information
sync Synchronizes BP signatures
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ampcli> about

Cisco Secure Endpoint Connector v1.16.0.123

Copyright (c) 2013-2021 Cisco Systems, Inc. All rights reserved.
This product incorporates open source software; refer to
/opt/cisco/amp/doc/acknowledgement.txt for details.

[ 22b608b3-b20e-4bd3-8b53-def824acce8a 1]

o bp(LLET{UGE A FLINUXEBESRIRA1.22.0R ESRA ( FEMack ))
- status — ZRTRARPEIBHNENLER
- MRRBATHRE , UFRMHHMSIZHEEER

ampcli> bp status
Behavioral Protection is not enabled

- MRBRATIARE  WLERSIE, #XNLLEE

ampcli> bp status

APDE Engine Version: 3.1.0.0

BP Mode: Protect

BP Signature Serial Number: 8071

BP Signature Last Loaded: 2023-05-02 05:44:09 PM

- sync — RAFITARFER

. ip74
- k3 — B Rclamavs|BHMENER

ampcli> clamav status

Definition Version: ClamAV(bytecode.cvd: 334, daily.cvd: 26893, main.cvd:

Definitions Published: bytecode.cvd: 22 Feb 2023 16-33 -0500
daily.cvd: 01 May 2023 03-22 -0400
main.cvd: 16 Sep 2021 08-32 -0400
Definitions Last Updated: 2023-05-01 04:01:55 PM

- sync — [@ % clamav¥#
* defupdate — B = KIEEHHEEEXHIER,
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ampcli> exclusions
Exclusions:
Path /home
Path /mnt/hgfs
Regular Expression /var/log/.*\.log

* % i E
history 1ist — 5 HERBRESNALIERK (HHE,. REXSF)
history pagesize <numeric_value> — IRE L iEFKME Wpagesize ( {®FZ 124 )

ampcli> history pagesize 12
Page size set to 12

o 3 (WWETSGERA FMaciEZEMA1.21.0RES iR ( FiEA FLinux ))
isolate stop <token> — ﬁﬁﬁﬁﬁ?Eﬁ]ﬁgélﬁﬂlﬂﬁﬂﬂﬁig%ﬁ%ﬁgélﬁ

* notify — TECLIFFTFF /R AE#EERTE .,
- g B AT ERERR RS Ao
- fEMack , XF WA R EFHE,

ampcli> notify
Notifications set to on

ampcli> notify
Notifications set to off

* policy — S RIEESRM A KRR

ampcli> policy
Quarantine Behavior:
Quarantine malicious files.
Protection:
Monitor program install.
Monitor program start.
Passive on-execute mode.
Proxy: NONE
Notifications: Do not display cloud notifications.
Policy: Audit PoTlicy for Cisco Secure Endpoint (#5755)
Last Updated: 2020-01-08 04:49 PM
Definition Version: ClamAV(bytecode.cvd: 331, daily.cvd: 25721, main.cvd: 59)
Definitions Last Updated: 2020-01-08 05:09 PM



$FFMacE R RAN1.16.0 R ESMA , 3 FLINUXERESSRA1.17.0RESRA , KESHE
Orbital B9 SR BIR A -

Orbital: EnabTled

HERKRERHME

1. ERA : BYERKEANE.
2. 2R BYRBERNE.

XN FMacE#ERRA1.21.0RESMA ( F#Linuxt ) , REESFELIHREENRERS

Isolation: Enabled

EERKRERMME :

1.EEH  BYRKERALRRE.
2. BERA  BIRMERALRREE,

o xi — BAJSONK X E RIEESBFRES
- posture prettyprint - pretty print JSON#& R AT ERZS

ampcli> posture
{"running": true, "connected": true, "connector_version": "1.19.1.1419", "agent_uuid": "e0O3ecde8-laee-4

o 15 a (MERTF EBroot R AP TH, )
° MFAE — JHRSG EHNRBREDA,
- quarantine restore <quarantine_id> — B PBEid(ATBE quarantine Tistsé 2 531k &t

3 X
e quit (#q) — BHZEALImMac/LinuxiE#EESCLI,
¢ =%

- scan flash — MITRERRIEFE,

- scan full —HITREMNTLAMH,

- scan custom <path_to_scan> — FIHIEEMN XA B o
Cerige — EEHAEITHMERME.

Cerke — REMBHAIEENEA.

- exw — BUBHBIETHAMERA.

c g — IHEERS ERITHMBEIT AR,



+ status — IR RS EIEERO LIRS,
niaB) — ER—ANR , HP I A EESRRS., HoEESFRE. 8MMSREW
WA R A ERSHERER,

ampcli> status

Status: Connected

Mode: Normal

Scan: Ready for scan

Last Scan: 2020-01-22 03:57 PM

Policy: Audit PoTlicy for Cisco Secure Endpoint (#5755)
Command-Tine: Enabled

Faults: None

NRFERIFERE , HEFRERENENRD (FE/EERE ) NRER. NEESRE
1.12.37F 48 , CLIE RanpFE , Er%&in EHANEMNENHRERD, CLIBELR EFER
BOHEAXNER,

Bl

Faults: 1 Critical, 1 Major

Fault IDs: 1, 3
ID 1 - Critical: The system extensions failed to Toad. Approve the system extensions in Securit
ID 3 - Major: Full Disk Access not granted. Grant access to the ampdaemon executable in Securit

ampcli> status help

Status Description Reason(s)

Initializing... | Program starting/loading. | --
I I

Provisioning... | Endpoint identity | --

| enrollment/subscription.
I |
Provisioning | Endpoint identity | Cannot reach AMP services.
failed, retrying | enrollment/subscription failed. | Missing SSL certificates.
| Connector will retry. |

Registering. .. | Registering endpoint identity. | --
I |
Registration | Endpoint identity registration | Cannot reach AMP services.
failed, retrying | failed. Connector will retry. | Missing SSL certificates.
I |
Connecting. .. | Registering with disposition | --
| service. |
I |
Connection failed, | Registration with disposition | Cannot reach AMP services.
retrying | service failed. Connector will | Missing SSL certificates.
| retry. |
I |
** Connected | Enrollment and registration -

| succeeded. Connected to AMP |



| services. Connector is operating

| | disabled.
| |

|

| | normally. |

| | |

| Disabled | Connector 1is not operational. | AMP subscription 1is invalid
| | | or has expired.

| | |

| Disconnected, | Lost connection to the disposition | Network connection to the
| retrying | service after an initial | disposition service has been
| | connection was established. | interrupted.

| | Connector will attempt to |

| | reconnect. |

| | |

| OffTine (the | The local network has been | Cable disconnected.

| network 1is down) | disconnected. | The network interface is

|

|

** jndicates the current status of the Connector

ST FMacE S RAN1.16.0 R EEMRA , S FLINUERESSRA1.17.0RESRA , RASIFITEN
EHEN Y EPRE -

Orbital: Enabled (Running)

PERSB=ME :

1. Enabled(Running) : &/~ 5%k #& 2 /8 A Orbital , 7 HOrbital iRss 4 &1 EEITEH EE1T,
2. Enabled(Not Running) : &/~ Zi 55K & 2 /3 A Orbital , {BOrbital RS Y eI AREITEN LEZETT,
3. BEA  RTEYHIRMAREANE,

R‘H:Mac EERA1.21.0REERA ( FELinux Lt ) |, statusBIFITEN L LIRREN L INRES

Isolation: Isolated

ERSE=ME :

1. B8 RRYNFEROCBEHAKLREE , #ARITENSNERE,
Not Isolated : &R~ 51K M 2 5 AEndpoint Isolation , Bit EHKREE,
3. Disabled in Policy : &7~ 2 §I %K B & /g FIEndpoint Isolation,

. — FEERRSTEL UBREH K.
* iwm — ﬂﬁ/?’ilﬂCLlE’Jﬁéfﬂ E Dho
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ampcli> verbose
Verbose mode set to on

ampcli> verbose
Verbose mode set to off
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https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
https://docs.amp.cisco.com/en/SecureEndpoint/Secure%20Endpoint%20User%20Guide.pdf
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