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Secure Endpoint:
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PS C:\Program Files\Cisco\AMP\8.1.7.21417> .\AmpCLI.exe posture
{"agent_uuid":"5c6e64fa-7738-4b39-b201-15451e33bfe6", "connected": true, "connector_version":"8.1.7","engi
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AV Definition Summary

= ul
M 6abit WM 32bit
Version 90606 Version 120765
2023-05-18 20:13:58 UTC 2023-05-18 20:13:57 UTC 2023-0!
TETRA 64bit TETRA 32bit ClamaAV Mac ClamaAVY Linux-Or
]

Version Available
90606 2023-05-18 20:13:58 UTC
Q0605 2023-05-18 16:15:48 UTC
90604 2023-05-18 12:13:36 UTC

MBRAMAES BEBRBRSCERE , WTUEFRENRREL R STETRARS BHEE,
ERiE FREITETRAE L EH
SAAPAUELHNRETETRATEHE, AFLEMATEYN  EEEFBPEBIEM, =

Advanced Settings > Client User Interface policy settings RE T , EE R A F it % #E XL B Allow

user to update TETRA definitionsi& &,

#CiscoR2EFIRT , RAAF AU AEFEF RARERESLXFRNRE. A/ TUKE MEEHR

"(Update Now) A i & 10 R AT R TETRATE X E#T



E’ Lt Secure Chert = =
NI = :
cisco ecure Client
Securé Endpoint
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C:\Program Files\Cisco\AMP\8.1.7.21417\sfc.exe -forceupdate
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PS C:\Program Files\Cisco\AMP> Resolve-DnsName -Name tetra-defs.amp.cisco.com
Name Type TTL Section IPAddress
tetra-defs.amp.cisco.com A 5 Answer 192.XXX.X.XX
tetra-defs.amp.cisco.com A 5 Answer 192.XXX.X.X
tetra-defs.amp.cisco.com A 5 Answer 192.XXX.X.X
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<#root>

PS C:\Program Files\Cisco\AMP> curl.exe -v https://tetra-defs.amp.cisco.com
* Trying 192.XXX.X.X:443.

* Connected to tetra- defs.amp.cisco.com (192 .XXX.X.X) port 443 (#0)
schannel: disabled automatic use of client certificate

* ALPN: offers http/1.1

* ALPN: server did not agree on a protocol. Uses default.

* using HTTP/1.x

> GET / HTTP/1.1

> Host: tetra-defs.amp.cisco.com

> User-Agent: curl/8.0.1

> Accept: */*

>

* schannel: server closed the connection


https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html

< HITP/ 1.1 200 K

Date: Fri, 19 May 2023 19:13:35 GMT

Server:

Last-Modified: Mon, 17 Apr 2023 15:48:54 GMT
ETag: "0-5f98a20ced9%e3"

Accept-Ranges: bytes

Content-Length: 0

Connection: close

Content-Type: text/html; charset=UTF-8
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Closing connection 0
* schannel: shutting down SSL/TLS connection with tetra-defs.amp.cisco.com port 443
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PS C:\Program Files\Cisco\AMP> curl.exe -v https://tetra-defs.amp.cisco.com

* Trying 192.XXX.X.XX:443...

* Connected to tetra-defs.amp.cisco.com (192.XXX.X.XX) port 443 (#0)

schannel: disabled automatic use of client certificate

* ALPN: offers http/1.1

schannel: next InitializeSecurityContext failed: Unknown error (0x80092013) - The revocation function
Closing connection 0

schannel: shutting down SSL/TLS connection with tetra-defs.amp.cisco.com port 443

curl: (35) schannel: next InitializeSecurityContext failed: Unknown error (0x80092013) - The revocation
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PS C:\Program Files\Cisco\AMP> (Select-Xml -Path Tocal.xml -XPath '//tetra/lasterror').Node.InnerText
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