HERRASASFTDE /N BT INE N E
B =%

[EASA
ASAF A FERENRHE

E{TASABUS I FFEASAT &
E{TFTDBEIIASATE &

TEFirepower¥ & R BN EI
EP9300/FP4100 FXOS
fEi=1TFTDAYFP9300/FP4100.£
TEIETASARIFP9300/FP4100
F£FP2100 FXOS/ASA/FTD £
F£FP1000 FXOS/ASA/FTD.E

2R
ERBNEMER (4% FFirepower 4100#9300F 4 )

M)

AR A AIXY Firepower B B ) (FTD) S BB R £ 1R % (ASA) IR & LA E R R EH N7
%i&ﬁﬁl‘aﬁl‘?o

TORFAMF
=R

Cisco BB THUTEDR

« T f#FirepowerMASAREHF A 1 Eat &R
« T f#Firepower¥ & LHZHIRE

E VAL



AXEPHERETUTREFEHIRA

o TEASAEHRRA9.XHIASA 5500-X

« ASA 5500-X , ¥ EFTDE R A86.2.3 % FE & AR A

« HASARERRA9.xHIFirepower 1000, 1100, 2100, 4100F19300% %
BEBFTDHEMRA6.2.3% F & iR A K Firepower 1000, 1100, 2100, 4100F19300% %l

ANHEPHNEEHRETREXRERNEFHNRFEEN, AXEFEANARRZRAERAR
(BN ) BE. MREHMBLTEHNRS , FERRETRAERSHIBERRE,

BRER

AT | REZRIEE#H NS NCiscoR £ XIEMWASAT Firepower T — 5 K IE(NGFW) |
TMERNIZHEIRZIZITASASFTDM &,

BRLZ2pAIEDESHEFAMEMFIRA . ASARSIBIES500-XR TP X , MFirepowerR 3
FEFPR 1000, 2100, 4100F19300R 518 %, AMXHITICMIFHRIF = , UERERE RRMGER
BLRTELBERORS , URBFRRSESX, TRIEMBEERENTH, EALKRIXLET 4
, LR AERA A IRERBRNIBARRRE,

EREFaNZBERERENEILSM
BINRE (BEINE ) CEFRHREHR

FFASA , FEREEX TEAGSURERZNIEFEIZITHIE : #show version|in Up

EFirepowerfE# = | AU TH TR ERZ EEZTHBEMYFEEE ZTHE ( FXOSES ) :

FP4100-3# connect fxos
FP4100-3(fxos)# show system uptime

System start time: Thu Oct 31 22:50:09 2019

System uptime: 391 days, 19 hours, 30 minutes, 45 seconds
Kernel uptime: 391 days, 19 hours, 34 minutes, 34 seconds
Active supervisor uptime: 391 days, 19 hours, 30 minutes, 45 seconds

N BRI ENTAEENEY XNBARECEFED.

REABANRESFEEATESHRERAET BN EFAXRE,

MREEZTHREMEHE ( NREDRFRBEITER ) WNRBELTX , NEKRERET2E
REEFMBEMARLE , FRLMSATERBRTEN G @S,



FEASA SoftwareLina(on FTD) g8 R BV 15)R T # & Crashinfo

REFREERERNIFFTNRENBRHBCEFESIBCHITR. HABHAXEHERN , E20IE
—MNEBRI AR, BN casninfo M. WA REEB THEFRBRBARR 2 THIZHER
MBEE. WTFTASA, crashinfo MHREFHEFHAENR racn: HESFRBTFRANBTNHEMERN

KIIR — RERAE., RENBES.

5 show crashinfo i B o WA EF AN ARESRPEZEEASARH ERG EEFME,

show flash | in crash

ERFERPEDREAIESPNTAC)KE AL |, AT AERAETEX HTHD, Lt
HEHETAXERVNLENTREE , IBBARARAEEFERAREERZFANEMSIHXEK,

% A BE , HIBUEE show tech-support SR BASASLinafy i ( EFTDL ) |, show crashinfo B AR #th 7%
ETHmdEd, ER , 5EZETHELE , AIEZATRARTTZE showcrashinfo T H. EIL , B
Fﬁé%ﬁk show crashinfo ﬁi'%o

BRTERENEILATIH , EFEREEZSHARTARRKEFRRNTEARINEEMANEER, &£
ASAF¥ AL, Rkt —RFMERR, B2 , FirepowerF AW AL HIIZEIRR ( FTDEASAK
) RERIAILFER(FXOS)mE o

EEEZTHEBIAMXRZBERRE , coecump XHER , ERITACEEHR —PFX, L coredump 1BEE
RENHANEERER , XHETUEFRENERE, b coedump XX LBRBERNVAGHREIHUENT
EBEEIL S

ASATE LERENAR

ASAFERBE—NMAH , TELRASARFTD,

ZITASABRRGRI PR BEASAT &

Lt corefiles SRR XA EERFHEAIBANFR SN 2Hdisk0 o A TRE corefiles , A dir

disk0:/coredumpfsys BS:

<#root>
ciscoasa#

dir di sk0O:/coredunpfsys

Directory of disk0:/coredumpfsys/

1071057 drwx 4096 23:14:58 Aug 30 2021 sysdebug
12 -rw- 87580218 04:49:23 Jun 04 2021



core_lina.1227726922. 258. 11. gz

11 drwx 16384 23:13:37 Aug 30 2021 lost+found

1 file(s) total size: 87580218 bytes
16106127360 bytes total (15749222400 bytes free/97% free)

Eﬁl show coredump filesystem ﬁi'% ) LXEEMZI_'\ coredump j{'ﬁ-%\éﬁ , quﬂil_j?mﬁ?l\ﬂjo Ei}‘(lﬁ
coredump Eﬁﬁﬁqﬁﬁjdqz , lﬂﬂﬂ)ﬁ%ﬁj{ﬁ:ﬂﬁg% coredump ﬂﬂﬂﬂ“@ZﬁﬁE’g coredump(s) LXlﬁ@i-"'lﬁﬁH’ﬂ?(

o

<tfroot>

ciscoasa# show coredump filesystem
Coredump Filesystem Size is 100 MB
Filesystem type is FAT for diskO

Filesystem 1k-blocks Used Available Use% Mounted on
/dev/1oop0 102182 75240 26942 74% /mnt/disk0/coredumpfsys

Directory of diskO:/coredumpfsys/

246 -rwx 20205386 19:16:44 Nov 26 2021

core_lina.1227726922. 258. 11. gz

247 -rwx 36707919 19:21:56 Nov 26 2021

core_lina.1227727222. 258. 6. gz

248 -rwx 20130838 19:26:36 Nov 26 2021

core_lina.1227727518. 258. 11. gz

RIZZE T D coredump X 4Fdisk0 , MR ATBES coredump KRB , XERB L EHINLEHTHFR
o NTRBHA coredump X FRIRHBIMER , BMAUTGS :

ciscoasa(config)#coredump enable

WARNING: Enabling coredump on an ASA5505 platform will delay the reload of the system in the
event of software forced reload. The exact time depends on the size of the coredump generated.

Proceed with coredump filesystem allocation of 60 MB
on 'diskO:' (Note this may take a while) ? [confirm]

Coredump file system image created & mounted successfully



/dev/1oop0 on /mnt/disk0/coredumpfsys type vfat
(rw, fmask=0022,dmask=0022, codepage=cp437,iocharset=1s08859-1)

X FHE1TFTDRRERAASAT &

ASAF A5506-X, ASA 5508-X. ASA 5512-X, ASA 5515-X, ASA 5516-X, ASA 5525-X, ASA
5545-XF1ASA 5555-X X #51ZTFTDRR & , HEER N T —KB5 A,

EZ{TFTDM G A X LS ZIFMNASATEA £ | cordiles L T wvar/datalcores Y, ingfwivar/datalcores IS &
FIERX. SNHEBRIE dixo/coredumptsys Lina A1 B o

<#root>
root@firepower:/var/data/cores#

Is -1

total 59660
-rw-r--r-- 1 root root 4815651 Mar 14 17:07

cor e. SFDat aCorr el at 0. 2035. 1552608478. gz

-rw-r--r-- 1 root root 56198339 Mar 14 16:47

core.lina.2113. 1552607243. gz

root@firepower:/var/data/cores#

firepower# dir disk0:/coredumpfsys
Directory of diskO:/coredumpfsys/

2498562 -rw- 56198339 23:47:26 Mar 14 2019

core.lina.2113. 1552607243. gz
2498563 -rw- 4815651 00:07:58 Mar 15 2019

cor e. SFDat aCorr el at 0. 2035. 1552608478. gz

2 file(s) total size: 61013990 bytes
42949672960 bytes total (39523602432 bytes free/92% free)

#EFirepower¥ & L EREIN

FirepowerF BH BN RGAY. F—NRFXOS , AIERERSE , F-IPRNAKS , BHR
BHBiIRE , WARASAHFTD, Rt , #ABERERENIM  UEBETRAMLE corefiles



a0 R Firepower 1000/2000/4100F19300 £ #Y B7 A SK B Aoft | M RS B corefiles IR RRINE K, 1B
B, EEERBRT , TUARAROEE.

ERE4100/9300 LREBRATROEME , BMANLTSHS :

connect module 1 console
Firepower-modulel>show platform coredumps

B AR E AFirepowerfE R U

#EFirepowerfiR L5 /O #fE , UEERS AR FBHRME  SERIFEERRIEECisco
TAC,

Firepower# connect module 1 console
show coredump detail

WTREERYIROERERSES  BRRER AR OREES,

<#root>
Firepower-modulel>
show cor edunp detai l

Configured status: ENABLED.

ASA Coredump: ENABLED.

Bootup status: ENABLED.
Compress during crash: DISABLED.

15 fE A config coredump 8T , LAMERB AREZRAROEMS , UREHRRTREARZERAKROE#EES.

* ¥ A config coredump encble T8 , LA{E 1E AR B (A B B % OB 6

o HAI A config coredump disable TR, SA{E 7E AR5 HA 8] 22 Pl #% 0 5 4 B 22
- WA config coredump compress enableﬁ%l«lﬁ AR ES

* %l A config coredump compress disablefs = A Z /O E 4R o

It 7 51135 B A0 R] S5 PR A e

<#root>
Firepower-modulel>
config coredunp enabl e

Coredump enabled successfully.



ASA coredump enabled, do 'config coredump disableAsa' to disable
Firepower-modulel>config coredump compress enable
WARNING: Enabling compression delays system reboot for several minutes after a system failure. Are you

y

Firepower-modulel>

N g mOBREHEASAREER , MRZREFRARBAES , WEIER R T & OFK#E
T ERTFROFEAM X

WA R MO T RER— TR DN, ARG TRT BB KR,
FP9300/FP4100 FXOS

TEFP9300/FP4100 L , FXOS corefiles L F 1oca-mgmt cores B 3o

firepower-4110# connect local-mgmt
firepower-4110(local-mgmt)# dir cores

1 9337521 Apr 30 11:28:15 2016 1462040896_0x101_snm_log.5289.tar.gz

1 1067736 Oct 09 10:38:49 2017 1507570679_f1irepower-4110_BC01_MEZZ0101_mcp_log.122.tar.gz
1 798663 Oct 10 18:05:54 2017 1507683913_f1irepower-4110_BC01_MEZZ0101_mcp_log.122.tar.gz
1 348160 Feb 11 23:53:25 2019 core.21845

Usage for workspace://
3999125504 bytes total
64200704 bytes used
3730071552 bytes free
firepower-4110(local-mgmt)#

RO X MFXOSE S BI A iHEH , BRAUTRT

firepower-4110(local-mgmt)# copy workspace:/cores:/<file>.tar.gz scp://username@x.x.X.X

EIZ{TFTDRIFP9300/FP4100 £

E121TFTDHIFP9300/FP4100L |, corefiles {2 F ivar/datalcores BX, /ngfwivar/datalcores B T RER,, B4t
R RIE disk0:/coredumpfsys Lina A 12 B o

root@firepower:/var/data/cores# Is -1

total 59660

-rw-r--r-- 1 root root 4815651 Mar 14 17:07 core.SFDataCorrelato.2035.1552608478.9gz
-rw-r--r-- 1 root root 56198339 Mar 14 16:47 core.lina.2113.1552607243.gz
root@firepower:/var/data/cores#



firepower# dir disk0:/coredumpfsys
Directory of disk0:/coredumpfsys/

2498562 -rw- 56198339 23:47:26 Mar 14 2019 core.lina.2113.1552607243.9z
2498563 -rw- 4815651 00:07:58 Mar 15 2019 core.SFDataCorrelato.2035.1552608478.9z

2 file(s) total size: 61013990 bytes
42949672960 bytes total (39523602432 bytes free/92% free)

EIZ{TASARIFP9300/FP4100 L

TEIZ1TASARIFPO9300/FP4100L |, corefiles L F disko:/coredumpfsys B o

<#root>
asa#

dir di skO:/coredunpfsys

Directory of disk0:/coredumpfsys/

11 drwx 16384 17:34:50 Sep 10 2018 lost+found
12 -rw- 317600388 16:43:40 Mar 14 2019

core.lina.6320.1552607012. gz

1 file(s) total size: 317600388 bytes
21476089856 bytes total (21255872512 bytes free/98% free)

EFP2100 FXOS/ASA/FTD L

TEFP2100 FXOS/ASA/FTD L |, corefiles L F 1oca-mgmt cores B SKAEFHASAEZFTD, EFTDAH |, ©1]
B TE Ingtwivar/datalcores (BR, /var/datalcores) Fll /ngfwivaricommon/ B T SRR, {BiFFE , FP2100E &&E
diskO:/coredumpfsys B o

N 5% - $3xCisco Bug ID CSCvh019128% T #FP21005FP9300/4100F & R4 — B, 1EHE
RELEB 2B, EEATERAMEER corfiles.

HFTD{L FFirepower 2100, 1000, ASAZ % HMISA 3000i& %8t , Firepowerl /O HHI L E
NFRAEXLEES | BEALYERER S AFirepowerit F2 8 < #0344

1&5': Ingfw/var/common/.

1. BT SSHE 2 H| &5 E#EFIRZFMCLI,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh01912

2 M AMBRKENTRER

> expert
admin@firepower:~$

3.RARAF.

<#root>

admin@firepower:~$

sudo su

Password:
root@firepower:/home/admin#

4.2 ZE ingfwivaricommon/ XK | BOXHFFIENNE.,

root@firepower:/home/admin# cd /ngfw/var/common/

5K & R PHI XA

root@firepower:/ngfw/var/common# 1s -1 | grep -i core
total 21616
-rw-r--r-- 1 root root 22130788 Nov 6 2020 process.core.tar.gz

FP2100 EBIFTD : 2 /ngfwivar/datalcores:

> expert

admin@firepower:~$ sudo su

[cut]

root@firepower:/home/admin# 1s -1 /ngfw/var/data/cores

total 133740

-rw-r--r-- 1 root root 4761622 Jun 4 05:13 core.SFDataCorrelato.28634.1622783636.9z
-rw-r--r-- 1 root root 132014190 Jun 4 05:17 core.lina.11.1378.1622783800.9gz
drwx------ 2 root root 16384 Nov 5 2019 Tost+found

drwxr-xr-x 3 root root 4096 Nov 5 2019 sysdebug

> connect fxos

[cut]

firepower# connect local-mgmt
firepower(local-mgmt)# dir cores



1 4761622 Jun 04 05:13:56 2021 core.SFDataCorrelato.28634.1622783636.9z
1 132014190 Jun 04 05:17:25 2021 core.lina.11.1378.1622783800.9z

2 16384 Nov 05 22:35:15 2019 lost+found/

3 4096 Nov 05 22:36:05 2019 sysdebug/

Usage for workspace://
85963259904 bytes total
15324155904 bytes used
70639104000 bytes free
firepower(local-mgmt)#

FP2100 L ASA:

firepower-2110(local-mgmt)# dir cores

1 167408075 Jul 04 00:43:25 2018 core.lina.6.2025.1530657764.9z
2 16384 Mar 28 16:17:56 2018 lost+found/
3 4096 Mar 28 16:18:43 2018 sysdebug/

~ SEE . FXOS corefiles 174 FEconnectBY 48 Ecores B & T loca-mgmt.

EFP1000 FXOS/ASA/FTD L

EFP1000 FXOS/ASA/FTD L |, b FES5FP21003E L, LESh | disko/coredumptsys B AL F Linafll,

FP1000/YFTD:

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

FP1010> ena

Password:

FP1010# dir disk0:/coredumpfsys
Directory of diskO:/coredumpfsys/

13 -rw- 86493184 19:59:39 Jun 03 2021 core.1ina.18707.1622750370.9z

1071057 drwx 4096 23:14:58 Aug 30 2019 sysdebug

14 -rw- 4770749 20:19:24 Jun 03 2021 core.SFDataCorrelato.7098.1622751564.9z
12 -rw- 197689 23:01:08 May 19 2021 core.top.6163.1621465268.9z

16 -rw- 4752067 20:28:03 Jun 03 2021 core.SFDataCorrelato.28195.1622752083.9z
11 drwx 16384 23:13:37 Aug 30 2019 lost+found

15 -rw- 5048839 20:20:32 Jun 03 2021 core.SFDataCorrelato.18952.1622751632.9z

5 file(s) total size: 101262528 bytes
123418959872 bytes total (110302621696 bytes free/89% free)

> connect fxos
[cut]



FP1010# connect local-mgmt
FP1010(Tocal-mgmt)# dir cores

WN R R R RR

Usage for workspace://
159926181888 bytes total
17475063808 bytes used

142451118080 bytes free

> expert

admin@FP1010:~$ sudo su

Password:

5048839 Jun 03 20:20:32 2021 core.SFDataCorrelato.18952.1622751632.9z
4752067 Jun 03 20:28:03 2021 core.SFDataCorrelato.28195.1622752083.9z
4770749 Jun 03 20:19:24 2021 core.SFDataCorrelato.7098.1622751564.9z
86493184 Jun 03 19:59:39 2021 core.1ina.18707.1622750370.9z

197689 May 19 23:01:08 2021 core.top.6163.1621465268.9z

16384 Aug 30 23:13:37 2019 Tost+found/

4096 Aug 30 23:14:58 2019 sysdebug/

root@FP1010: /home/admin# 1s -1 /var/data/cores

total 99048

-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
drwx------ 2 root
drwxr-xr-x 3 root
FP1000_EAYASA:

<#froot>

root
root
root
root
root
root
root

5048839 Jun 3 20:20 core.SFDataCorrelato.18952.1622751632.9z
4752067 Jun 3 20:28 core.SFDataCorrelato.28195.1622752083.9z
4770749 Jun 3 20:19 core.SFDataCorrelato.7098.1622751564.9z
86493184 Jun 3 19:59 core.1ina.18707.1622750370.9z

197689 May 19 23:01 core.top.6163.1621465268.9z

16384 Aug 30 2019 lost+found

4096 Aug 30 2019 sysdebug

ciscoasa# dir diskO:/coredumpfsys
Directory of diskO:/coredumpfsys/

1071057 drwx 4096 23:14:58 Aug 30 2019 sysdebug
12 -rw- 87580218 04:49:23 Jun 04 2021

core.lina.27515. 1622782155. gz

11 drwx 16384 23:13:37 Aug 30 2019 lost+found

1 file(s) total size: 87580218 bytes
16106127360 bytes total (15749222400 bytes free/97% free)

ciscoasa#

connect fxos

[cut]
FP1010#

connect | ocal - mgnt



FP1010(Tocal-mgmt)#

dir cores

1 87580218 Jun 04 04:49:23 2021

core.lina.27515. 1622782155. gz

2 16384 Aug 30 23:13:37 2019 Tost+found/
3 4096 Aug 30 23:14:58 2019 sysdebug/

Usage for workspace://
159926181888 bytes total
5209071616 bytes used
154717110272 bytes free

% F:FXOS corefiles FEIEZERT 7 TER —NcoresH R T loca-mgnt.

TEHZOXH
B—Ncopy B8 H T connect local-mgmt FALina/ASA CLl, NI FFTDERER |, BFMFEH <p B H.
ERENHMEIN ( 4$E FFirepower 4100F19300F A )

K& showpmonstate BB H | loca-mgmt FEFXOS £, WRHIE REEEHEFARINAOBER L, AET
NHEIRIRZ R , EHIREOEIR/DMERR R,

<#root>
fpl120-v-1(local-mgmt)#

show pnon state

SERVICE NAME STATE RETRY (MAX) EXITCODE SIGNAL CORE
svc_sam_dme running 04 0 0 no
svc_sam_dcosAG running 04 0 0 no
svc_sam_portAG running 04 0 0 no
svc_sam_statsAG running 04 0 0 no
httpd.sh running 04 0 0 no
svc_sam_sessionmgrAG running 04 0 0 no
sam_core_mon running 04 0 0 no
svc_sam_svcmonAG running 04 0 0 no
svc_sam_serviceOrchAG running 04 0 0 no
svc_sam_appAG running 0(4) 0 0 no

svc_sam_envAG running 04 0 0 no



WREMKHFTD/ASAE FZH R EMEAI B O |, MBI A 7] LAFE TF4100/9300 L&Y
bootCLIH,

BERERRANZO X HF

AT T LUEERIRRIZR S

<tfroot>

/ssa # connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:

Close Network Connection to Exit

Firepower-modulel>

support filelist

Directory: /

Downloads_Directory

CSP_Downloaded_Files

Archive_Files

Crashinfo_and_Core_FiTles

Boot_Files

AppTicationLogs

Transient_Core_Files

Type a sub-dir name to 1list its contents, or [x]

to Exit: Transient _Core Files

[No files]
([b] to go back)
Type a sub-dir name to 1list its contents: b

Directory: /

Downloads_Directory

CSP_Downloaded_Files

Archive_Files

Crashinfo_and_Core_FiTles

Boot_Files

AppTicationLogs

Transient_Core_Files

Type a sub-dir name to 1list its contents, or [x] to Exit:

Crashinfo_and Core Files

—————————— sub-dirs----------

Jost+found

——————————— files---—-——————-—-

2017-03-20 20:45:06 | 40639151 | core.lina.48857.1490042695.9z
2017-03-20 20:48:47 | 40638054 | core.l1ina.18113.1490042915.9z
2017-03-20 20:52:28 | 40638186 | core.lina.18112.1490043137.9gz
2017-03-20 20:56:10 | 40638466 | core.lina.18123.1490043359.9z



2017-03-20 20:59:53 | 40638345 | core.l1ina.18262.1490043582.9z

2017-03-20 21:03:35 | 40638120 | core.lina.18476.1490043803.9gz

2017-03-20 21:07:22 | 40638335 | core.l1ina.18529.1490044031.gz ([b] to go back)
Type a sub-dir name to list its contents: b
Directory: /

Downloads_Directory

CSP_Downloaded_Files

Archive_Files

Crashinfo_and_Core_FiTles

Boot_Files

AppTicationlLogs

Transient_Core_Files Type a sub-dir name to Tist its contents, or [x] to Exit: x
Firepower-modulel>

R bootCLIFE B LY , N A LK EFXOSKHIM B -

connect fxos

1(fxos)# show logging onboard obfl1-Togs

2-(fxos)# show logging onboard stack-trace

3-(fxos)# show logging onboard kernel-trace

4-(fxos)# show logging onboard exception-Tlog

5-(fxos)# show Togging onboard internal kernel

6-(fxos)# show logging onboard internal platform
7-(fxos)#show Togging onboard internal kernel | no-more

8- (fxos)#show logging onboard internal kernel-big | no-more
9-(fxos)#show logging onboard internal platform | no-more
10-(fxos)#show logging onboard internal reset-reason | no-more

If logging at fxos level is enabled, you can check the logs on fxos.
It contains the syslog buffer and OBFL Togs stored in NVRAM

Connect fxos

show Togging log --------——----—————- This is a non-persistent syslog buffer
show logging onboard oblf-logs ------ Non-volatile storage for history of boot up and reset occurrences.
show Togging nvram ------—-——————————- Non-volatile storage for critical Togs.Important for historical is

On FX0S CLI, at the top-Tevel scope use following command.

show fault detail or show fault

If you want to view faults for a specific object, scope to that object and then enter the show fault co
You can check for audit-logs which is a persistent store of user operations.

This moreover stores the sequence of user operations done.

firepower# scope security
firepower# /security # show audit-Togs

AR, REUBRAXBAR , TREREAERIZ UG, EXHIBERT , EALURERRE :

At FTD instance or device Tevel:
HHBRB R BB BB R HHHHHHH



# Navigate to the /ngfw/var/log or /var/log and open the messages log file. Check all the logs generate
You can search for following messages (in /ngfw/var/log or /var/log) to confirm if device rebooted wi

firepower shutdown[2313]: shutting down for system reboot
Stopping Cisco Firepower 2130 Threat Defense
pm:process [INFO] Begin Process Shutdown

# Check for syslogs messsages (specific to device up and down )generated when the device rebooted.
You can check for syslogs messages generated 15-30 min before and after the device reboot to know if

SRS AR EXH E AR
BXRERROHLES  BSANTRE -

« Cisco Bug ID CSCvu84127 - FTDE:BRARIBR , T4 B OBl AR R 34

+ Cisco Bug ID CSCwa35845 - ASA 5516 E N , £ &0 X4

+ Cisco Bug ID CSCvw99444 - FTD5 crashinfolcorefile

« Cisco Bug ID CSCvv86926 - FTDAFBRAE MK crashfile

- BREIEID CSCvp16482 - ASARRIR 4 B #% U\ XX 4F

« Cisco Bug ID CSCvm53545 - ASATILAE R EF INE , TEEMK crashinfo X



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu84127
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa35845
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw99444
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv86926
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp16482
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm53545

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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