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Zi @ BT T TP EMASAVET | JEMEM , HILEZEIBEHFE, show license

registration¥lcall-home test profile licensef < & RiX L4 H.

<#root>
ASAv#

show |i cense registration

Registration Status: Retry In Progress.

Registration Start Time: Mar 22 13:25:46 2016 UTC
Registration Status: Retry In Progress.

Registration Start Time: Mar 22 13:25:46 2016 UTC

Last Retry Start Time: Mar 22 13:26:32 2016 UTC.

Next Scheduled Retry Time: Mar 22 13:45:31 2016 UTC.

Number of Retries: 1.

Last License Server response time: Mar 22 13:26:32 2016 UTC.
Last License Server response message:

Conmuni cati on nmessage send response error

<#root>
ASAv#
call-home test profile License

INFO: Sending test message to DDCEService
ERROR: Failed:

CONNECT_FAI LED( 35)

B2 , ASAvA LAf##frtools.cisco.comH B TCP pingfETCPik 0443 LiE#E,
RE BHENE R

2R EMEASAV LB Syslogfii BT ERUATAR :

<ffroot>

%ASA-3-717009: Certificate validation failed. No suitable trustpoints found to validate
certificate serial number: 250CE8E030612E9F2B89F7058FD, subject name:
cnh=VeriSign Class 3 Public Primary Certification Authority - G5,ou=(c) 2006 VeriSign\, Inc.
- For authorized use only,ou=VeriSign Trust Network,o=VeriSign\, Inc.,c=US, issuer name:
ou=Class 3 Public Primary Certification Authority,o=VeriSign\, Inc.,c=US .

%ASA-3-717009: Certificate validation failed. No suitable trustpoints found to validate
certificate serial number: 513FB9743870B73440418699FF, subject name:

cn=Symantec U ass 3 Secure Server CA - 4

,ou=Symantec Trust Network,o=Symantec


https://www.cisco.com/c/zh_cn/support/web/tools-catalog.html
https://www.cisco.com/c/zh_cn/support/web/tools-catalog.html

Corporation,c=US, issuer name: cn=VeriSign Class 3 Public Primary Certification Authority
- G5,ou=(c) 2006 VeriSign\, Inc. - For authorized use only,ou=VeriSign Trust Network,
o=VeriSign\, Inc.,c=US .

BXEAEE , FESHEMEIMTETXEdebugii v XML EEFZEEIR,

debug license 255
debug license agent all
debug call-home all
debug ss1 255
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error:14090086:SSL routines:SSL3_GET_SERVER_CERTIFICATE:certificate verify
failed@s3_cInt.c:1492

EBIANASAVELE R , B —1 B _SmartCallHome_ServerCAREER , ZEE LS INEHIER HM
REFERES %d”\“cn=Ver|S|gn Class 3 Secure Server CA - G37

<tfroot>
ASAv#

show crypto ca certificate

CA Certificate

Status: Available

Certificate Serial Number: 6ecc7aa5a7032009b8cebc2d491

Certificate Usage: General Purpose

PubTlic Key Type: RSA (2048 bits)

Signature Algorithm: SHA1l with RSA Encryption

Issuer Name:
cn=VeriSign Class 3 Public Primary Certification Authority - G5
ou=(c) 2006 VeriSign\, Inc. - For authorized use only
ou=VeriSign Trust Network
o=VeriSign\, Inc.
c=US

Subject Name:

cn=Veri Sign Cass 3 Secure Server CA - G3

ou=Terms of use at https:// verisign /rpa (c)10
ou=VeriSign Trust Network
o=VeriSign\, Inc.
c=US
OCSP AIA:
URL: http://ocsp verisign
CRL Distribution Points:
[1] http://crl verisign/pca3-g5.cri
Validity Date:



start date: 00:00:00 UTC Feb 8 2010
end date: 23:59:59 UTC Feb 7 2020
Associated Trustpoints: _SmartCallHome_ServerCA

BR , ZEEMRGEBESR , ASAEETREMNE RS AT~ IRENAH H Bl Z4<“cn=Symantec Class
3 Secure Server CA - G4'EEMEH,

N FBAMMEL , BERNER ; Verisign5Symantecfi Tk , G3EGANTLE,

BRIR T B
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M. 2R EBIRAS | ASAVIHE LR BN 18 % A F10:00 PMEFHSA -

<ffroot>
ASAv#

sh run crypto ca trustpoo

crypto ca trustpool policy
auto-import
ASAv#

sh run all crypto ca trustpool

crypto ca trustpool policy

revocation-check none

crl cache-time 60

cr1l enforcenextupdate

auto-import

auto-import url http://www.cisco.com/security/pki/trs/ios_core.p7b
auto-import time 22:00:00

MRARVBRE , A BHERE(DONS)EXRMInternetiE B KRB , MBZFARKKL , FEF
BT Ko

ERBRA (W19.4.x) Lk, &% EREEtrustpool auto-import , EEF S Ao
EEARAL | k&S S Atrustpool FFH<IUEP :

<tfroot>

ASAv#

crypto ca trustpool inport url http://ww.cisco.conlsecurity/pki/trs/ios_core.p7b

Root file signature verified.



You are about to update the current trusted certificate pool
with the 17145 byte file at http://www.cisco.com/security/pki/trs/ios_core.p7b
Do you want to continue? (y/n)
Trustpool import:
attempted: 14
installed: 14
dupTlicates: 0O

expired: 0
failed: 0
A ~
Uk

BEFa i TR E B E10:002 58 AGEEE L TRRIEGELTRERETIES

<#root>
ASAV#

show crypto ca trustpool policy
14 trustpool certificates installed

Trustpool auto import statistics:
Last import result: FAILED
Next scheduled import at 22:00:00 UTC Wed Mar 23 2016
Trustpool Policy
Trustpool revocation checking is disabled
CRL cache time: 60 seconds
CRL next update field: required and enforced
Automatic import of trustpool certificates is enabled
Automatic import URL: http://www.cisco.com/security/pki/trs/ios_core.p7b
Download time: 22:00:00
Policy Overrides:
None configured

o FEL—%HEHP , BFONSELXRBHZEHNKREZI T, LREHIEHSIAKY , Ate
FERBIEALERETHNEM, B2 , 88177 Fohtrustpool EH , FERIEH T
trustpool ( At EREZE T 14MEHR ) »

Z Ftrustpoolfg , AJLAEIRIZ Ttoken registrationdn & LA B 8E 84 1] 71 FSE AFASAV,

<#froot>

ASAv#

license smart register idtoken id_token force

WMRASAVE MBI ERERAFA /7, BERNET XM , B UFHZHIXERAE,



<tfroot>
ASAv#

license smart renew auth

HRCAILEHE R — 20185F10A

tools.cisco.comfI R CAIEH 2 F2018F10A50 ( EHH ) X,

MR TR AT Shttp://www.cisco.com/security/pki/trs/ios core.p7biE{E , N2 5 EBAIASAVARA
9.6(2)RE B RA LK IZITASARIFirepower 2100 & Z R ERWE I, BRINVERTEREIREE
WFTEASAEREF AL A LEAIEBEZIS AIEE. “show crypto ca trustpool’ i HH B E
“QuoVadis Root CA 2"iE# :

CA Certificate
Fingerprint: 5e397bddf8baec82e9ac62ba0c54002b
Issuer Name:
cn=QuoVadis Root CA 2
o=QuoVadis Limited
c=BM
Subject Name:
cn=QuoVadis Root CA 2
o=QuoVadis Limited
c=BM

S FEHERE |, E A LLE H crypto ca trustpool import default’#i 5 H T 82 & QuoVadisiE B BRI R
FHEBESE., WRTEER , BUUFHLEILS :

asa(config)# crypto ca trustpoint QuoVadisRootCA2
asa(config-ca-trustpoint)# enrollment terminal
asa(config-ca-trustpoint)# crl1 configure
asav(config-ca-crl1)# crypto ca authenticate QuoVadisRootCA2
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

MIIFtzCCA5+gAwIBAgICBQkwDQYJKoZIhvcNAQEFBQAWRTELMAKGALUEBhMCQkOX
GTAXBgNVBAOTEFF1b1ZhZG1zIExpbW10ZWQxGzAZBgNVBAMTETF1b1ZhZG1zIF]v
b3QgQOEgMjAeFwOwNjExMjQx0DI3MDBaFw0zMTEXMjQx0DIzMzNaMEUxCzAJBgNV
BAYTAk INMRkwFwYDVQQKExXBRdAWIWYWRpcyBMaW1pdGVKkMRswGQYDVQQDExJRdAWIOW
YWRpcyBSb290IENBIDIwggIiMAOGCSqGSIb3DQEBAQUAA4ICDWAWggIKAOICAQCa
GMpLTAOALa8DKYrwD4HIrkwZhROIn6spRIXzL4GtMh6QRr+jhiYaHv5+HBg6XIxg
Fyo6dIMzMH1hVBHL7avg5tKifvVrbxi3Cgst/ek+7wrGsxDp3MIGF/hd/aTa/55]
WpzmM+YkTvc/ulsrHHolwtZn/qtmUIttKGAr79dgw8eTvIO2kfN/+NsRE8Scd3bB
rrcCaoF6qUWD4gXmuVbB1DePSHFjIuwXZQeVikvfj8ZaCuwWw419eaxGrDPmF60Tp
+ARz8un+XJiM9X0va7R+zdRcAitMOeGy1ZUtQofX1b0QQ7dsE/He3fbE+Ik/0XX1
ksOR1YqI0IDs3G3eicJ1cZalLDQPInL9bFqyS2+r+eXyt66/3FsvbzSUr5R/7mp/1
UcwbUwxI5g69ybR2B1LMEROFcmMMDBOAEN sgGQLodKcftsTWZvB1IdxnwQ5hYIiz
PtGo/KPaHbDRsSNU30R2be1B2MGyIrZTHN81Hdyhdyox5C315eXby0OD/5YDXC20g
/z0hD70sFRXq17PSorW+8oyWHhgPHWykYTe5hnMz15eWniN9gqRMgeKhObpnX5UH


https://www.cisco.com/security/pki/trs/ios_core.p7b
————— END CERTIFICATE-----

quit

INFO: Certificate has the following attributes:
Fingerprint: 5e397bdd f8baec82 e9ac62ba 0c54002b
Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

% Certificate successfully imported

1Z1TASARI4100/9300F &

It ) B 2N B 4705 17 Hk BiFirepower AT § B R AE R St (FXOS) 1R it B BE 1T A E B HASAKI KLY
4100/9300:

ZREHRE

<tfroot>

FP9300-1-A-A-A /license # show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: TAC Cisco Systems, Inc.
Virtual Account: CALO
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jul 01 18:37:38 2018 UTC
Last Renewal Attempt: FAILED on Oct 09 17:32:59 2018 UTC

Failure reason: Failed to authenticate server



R IR
EfRLER , BBECRHNEERIAEFXOSHIRAEFHLKIRE :

<tfroot>

FPR-2-A /Ticense # scope security

FPR-2-A /security # enter trustpoint QuoVadisRootCA2

FPR-2-A /security/trustpoint* # set certchain

Enter Tines one at a time. Enter ENDOFBUF to finish. Press AC to abort.
Trustpoint Certificate Chain: (THIS PART NEEDS TO BE COPY/PASTED)

MIIFtzCCA5+gAwIBAgICBQkwDQYJKoZIhvcNAQEFBQAWRTELMAKGALUEBhMCQkOX
GTAXBgNVBAOTEFF1b1ZhZG1zIExpbW10ZWQxGzAZBgNVBAMTETF1b1ZhZG1zIF]v
b3QgQOEgMjAeFwOwNjExMjQx0DI3MDBaFw0zMTEXxMjQx0DIzMzNaMEUxCzAJBgNV
BAYTAk INMRkwFwYDVQQKEXBRdAWIWYWRpcyBMaW1lpdGVKkMRswGQYDVQQDExJRAWIOW
YWRpcyBSb290IENBIDIwggIiMAOGCSqGSIb3DQEBAQUAA4ICDWAwWggIKA0oICAQCa
GMpLTAOALa8DKYrwD4HIrkwZhROIn6spRIXzL4GtMh6QRr+jhiYaHv5+HBg6XIxg
Fyo6dIMzMH1hVBHL7avg5tKifvVrbxi3Cgst/ek+7wrGsxDp3MIGF/hd/aTa/55]
WpzmM+YkTvc/ulsrHHolwtZn/qtmUIttKGAr79dgw8eTvIO2kfN/+NsRE8Scd3bB
rrcCaoF6qUWD4gXmuVbB1DePSHFjIuwXZQeVikvfj8ZaCuwWw419eaxGrDPmF60Tp
+ARZz8un+XJ1M9X0Ova7R+zdRcAitMOeGy1ZUtQofX1b0QQ7dsE/He3fbE+Ik/0XX1
ksOR1YqI0IDs3G3eicJ1cZalLDQPInL9bFqyS2+r+eXyt66/3FsvbzSUr5R/7mp/1
UcwbUwxI5g69ybR2B1LMEROFcmMDBOAEN sgGQLodKcftsTWZvB1IdxnwQ5hYIiz————— END CERTIFICATE-----

>ENDOFBUF

<---manually type this on a new line after the ----END OF CERTIFI CATE---- |ine and press ENTER

BTR, BIAER , REEITWAIL :

FPR-2-A /security/trustpoint* # comm
FPR-2-A /security/trustpoint # scope license
FPR-2-A /Ticense # scope 1licdebug



FPR-2-A /Ticense/licdebug # renew

SRR A IAVF AT E4RAT -

<ffroot>

FP9300-1-A-A-A /license/licdebug # show Ticense all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: TAC Cisco Systems, Inc.
Virtual Account: CALO
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jul 01 18:37:38 2018 UTC

Last Renewal Attenpt: SUCCEEDED on Cct 09 17:39:07 2018 UTC

Next Renewal Attempt: Apr 07 17:39:08 2019 UTC
Registration Expires: Oct 09 17:33:07 2019 UTC

License Authorization:
Status: AUTHORIZED on Oct 09 17:39:12 2018 UTC
Last Communication Attempt: SUCCESS on Oct 09 17:39:12 2018 UTC
Next Communication Attempt: Nov 08 17:39:12 2018 UTC
Communication Deadline: Jan 07 17:33:11 2019 UTC

FEFESBRIE RN EIRE(FIPS)WASAR KR =

FHFEEFIPSENMENETASAHEAS |, QuoVadisiECA QI PN S ATEEARTF AL ENBE
RmEM , HEAUTEETUER :

Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate is not FIPS compliant.
% Error in saving certificate: status = FAIL

ERERTFIPSHRAMASAR KRR L , FSF AHydrantlD SSL ICA G2/ [ElIE$, HydrantlD
SSL ICA G2IEBIM TR , H&FEsha256WithRSAEncryptionE B EXER | S HAX IR
X# , LERFEENF S MBS :


 JHOHPE
NYyrOR60HELOGZMox1nQcFwuYMX9sJdAUU/9SQVXyAbubYtxT1pZiC8qhXM1IEOOT
Q9+q5ppffSUDMC4V/5If5A6snKVP78M8qd/RMVswcjMUMEnov+wykwCbDLD+IReM
A57XX+HojN+8XFTL9Jwge3z3ZTMwL7E54W3cI7f6cx05DVwoKxkdk2jRIg370qgST
SU3z/bA9UXjHcT1/6BoLho2p9riWwm6oljANPeQuLHyGI3hc19N8NnDo2IATp70k1GP
kd1lghIgrdkki7gBpanMOK98hKMpdQgs+NY4DkaMIqfrHzWR/CYkdyUCivFaepaFS
K78+3jVuloCMOFOnucPXL2fQa3vQn+69+7mA324frjwZjINzrHjd0a5UP7waPpdow
2jZ034b+g+1+XU1SQ+9DW1 uZtvFDW++kOBMCAWEAAAOCAZEwggGNMBIGALUJEWEB raik8EDDUkpAnIOaj09/r4dpj/Zry76
6SH10YP07eTGzpDanPMeGMuSmwdjUkFUPALuWwkaDERTz9xdyFL3N8CRgIMQhdtT
3aWQUv/iyXULXT87EgL3b8zzf8fhTS7r654mIWM2W7pFqfimx9qATFe9XcV1ZrUu
9hph+/MfWMrUju+VPL5U7hZvUpg66mS3BaN15rsXv2+Vw6kQsQC/821JLHvtYVL/
LwbNi018CsinDeyREQJ9w1YDgzcg5rhDOrtX4JEmBzq8yBRVHIB/0230/vI050xh
83H1 c/2Xgwksf1DKS3/z5nTzhsUIpCpwkN6nHp6gmA8IBXoUTKQz4eYHICq/ZyC+
BuY2vHpNx6101]5dmy7ps737démZXzguP3DQN84hjtfwIPqdf+/9RgLriXeFTqwe
snxbk2FsPhwxhiNOH98GSZVvG02v10uHLVafIB+puYpoUiEqgmlWG5mWW1PxHstu
Ew93jBMcJ6wjQc8He9rSUmrhBrOHyhckdC99RgEvpcZpV2XL4nPPrTI2ki/c9xQb9
kmhVGonSXy5aP+hDC+Ht+bxmc4wN5x+vB02hak8Hh8jIUStRx0sRfJozUOR9ysyP
EZAHFZ3Zivg2BaD4t0IS08/T2FDjG7PNUvOtgPAOKw2t94B+1evrSUhqIDUOWT9c
9vkaKoPvX4w=
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