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Transparent Proxy Caching with WCC Pv2
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3. URLFEMT I Web iR S5 23 89 1P 1iE o

4. B ImEASYNIER K 2 B RS 23 H0E 2,
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'Eﬂiﬂﬁmﬂifﬁéﬂﬂﬁﬁiﬂﬁﬁﬁo REHRESE —IMWebEFZHNWCCP2_HERE_| AM,ﬁEEFFé
Z‘IJASA LEMARSH, WebBEFEARSESAGNNN. REFEMEOFERFREIR SR
%, *xz;b,uﬂl?zﬂ)‘ ASARER L EFRIERMNIEM/FLWCCP2_ HERE_| AMHE., ASAE4
EZHEBREANEER ERSHNWCCP2_HERE_I_AMEE,

BFORI254RIDRE , MWebEFRFZZIVERLVINRS . XEWRE , HIEEWebEFRSH
, WCCP VZTHIXE',TH'E}LEEEHTCPEﬁjﬁuﬁDSOmLEo 5(15':2‘5(7—05]254 BIMNFRKRIDR
%iﬂo WCCP CE ( #lfnBluecoat ) AFE X —HMXMiw O |, XL HE O FE NS MRSH
BMITEEM, R, BASAERE THENRSHES ( wccp 0..Hwcep 1...) B, ASASIRER

Bluecoati® & H#8 mXT EEE N Mk O HMITEE M,

LT RERWebZE 7 & BERN R

Frame 1 (170 bytes on wire, 170 bytes caprured)

Ethernet II, src: Cisco_22:c3:41 (00:14:a%9:22:c3:41), Dst: Cisco_dé:ap:ss (00:18:73:d6:ap163)
Internet Protocol, src: 10.104.201.19 (10.101.200.1%9), Dst: 199,2001.186.92 (199,201.186.92)
User Datagram Protocol, src Port: dls-monitor (2048)%, pst Port: dls-monitor (2048)
web Cache cCoordination Protocol
WOCP Message Type: 2.0 Here T am (10
WICP wersion: 2 Cox00o002000
Length: 120
7 security Info
7 service Info
= web-cache Identity Info
Type: web-Cache rdentity Info
Length: 44 B
# web-cache Identity E'Ieme-ntzw Web-cache server ldentity Info
3 web-Cache wview Info
# Capabilities Info

1T & = =

LR RBIERWebZ 7 R ARSTAOM —HB 5 -



H Frame 1 (170 bytes on wire, 170 bytes captured])
% Ethernet II, sSrc: Clisco 22:c%:41 (00:14:29:22:c3:41), Dst: Clsco dé:ae:d3 (00:18:73:d6:ae:63)
4 Internet Protocol, Src: 10,3101.201.1% ¢10.101.200.19), Dst: 195, 200.186.92 (169, 201.186.52)
4 User Datagram Protocol, Sr< Port: dls-monitor (2048), Dst Port: dls-monitor (20480
= web Cache Coordination Protocaol
WIZP Message Type: 2.0 Here I am (10)
WoOP version: 2 (0x000002007
Length: 120
# Security Info
= Service Info
Type: service Info

Serv1ce Type: wall-known service
service ID: HTTP

Service-group=0, will show up as "Service IDZHTTP™. On
ASA, web.cache is sevice-group 0

* wah-cache Idenr1ty Info
# web-Cache wiew Info
# CapabiTities Info

LT RHIERWebZEFRSGB[ENTFRFEHIN -85 , UREREKEE @B RS/

Frame 1L (16d bytes on wire, 166 bytes captursd)

® Ethernet II, src: IntelCor_3a:dé:el (00:15:17:3a:d6:ef), Dst: Cisco 80:T1:37 CO0:13:c4:80:T1:31)
E 802.10 wirtual Lan, PRI: O, CFI: O, ID: 290
® Internet Protocol, Src: 10.899.0.310 (10.96,0.10%, Dst: 10.99.0.1 (10.99.0.1)
® User Datagram Frotocol, src Port: dls-meonitor (20483, pst Port: dls-monitor (2048)
= webh Cache Coordination Protocol
WCCP MEssage Type: 2.0 Here I am (10D
WOCP varsion: 2 C0x000002000
Length: 112
Security Info
service 1nfo
Twpe: Servica Info
Langth: 24

sar : sarvice
service ID: Unknown (0x5E User.defined service.group. Hex 5h = 91 (Decimal)
Fr H

Protaocol: &
A Flags: 0xQ0000013

Fort 0O: B0
Port 1:; @080 Traffic of these pons will be redirected to this WCCP server.
Port 2: 443

m &

FOrT 2: 0O
Part 4: 0
Port 5: O
Part &6: 0
POrt 7: O

m web-cache rdentity 1nfao
# web-Cache view Info

ASAfEFAWCCP2_I_SEE_YOU’H 214 &WCCP2_HERE_I_AMIE &,

. INBWCCP2_HERE_| AMGEE R 2B EE , NEABIZLIELLEEWCCP2_|_SEE_YOUHEE
E G R,

- MNRWCCP2_HERE_| AMGEE RABEE , NIEAR[DLURSANITRIAE
WCCP2_|_SEE_YOU’H &1 1 e 57,

AT R HE3/ASAYl See You S HEM RAI | iZHEE REHESMARS A1 HHFi%A80, 80807
443E E[EIWebE1FRSEES -



| Frame 2 (186 byres on wire, 186 bytes captured)
Ethernet II, src: Cisco_80:F1l:3f (00:13:cd:80:F1:3F), Dst: Intelcor_3Za:dé:ef (00:15:17:3a:d6:ef)
802.1Q virtual Lam, PRI: O, CFI: @, ID: 990
Internet Protocol, src: 10,99, 0.1 (10.99.0.1), Dst: 10.99.0.10 (10.99.0.100
user Datagram Protocol, src pPort: dls-monitor (20483, Dst port: dis-monitor (2048)
web cache Coordination Protocal
(WoCP Message Type: 2.0 I see you (11)) Sample message of Router "I See You®
WICP Version: 2 (OxO0000020070
Length: 132
@ sacurity Info
B service Info
Type: serwice Info
Length: 24
sarvice Type: Dynamic service
[Seruice I0: unknown {DxSB:]] Router is joining service-group 91
Priority: O
Protocol: &
® Flags: Ox00000013

OTHEHEHEHA

Fart

Part

Port

Fort
# Router Identity Info
@ Router Wiew Info

0

1

P
Port 3: 0

as

i1

53

~
o

BT RGRE#FE 2RI RHAI

1 Ethernet II, Sre: Cisco_17:ea:al 000 19 55:17:easal), Dst: Tyancurlp_-ie c5:29 (el :8l:4p:c5:29)
| INTer net Prutc-ca'l version 4, Src: 192.168.1.254 (192.16E.1.254), OstT: 10.0.127.3% (10.0.1237.3)
5] Gener'ic Routing Encapsulation (WCCE)
E Intermner Protocal wversfon 4, Src: 10.150.5.105 (10.150.5.105), Dsr: 208.85.41.11 (208 85.41.11)
F Tramsmission Control Protocol, Src Port: wisi-Tm {15003, Dst Port: hrtp (B0}, Seq: 2105048349, ack: 3450412869, Lem: O

i E
XX fEredirect-listh | FEFIRMNBEM LM, FXFiROBESRE,

AR : Bxweepm THIFMER |, i5SHCisco ASA 5500R 5GBS ZE | 8.2,

RERNTBUMAEASA LEEWCCP:

1. AwWcepm T B EEEERANRE -

weep {web-cache | service_nunmber} [redirect-list access_list] [group-list access_list]
[ password password]

2. MAWCCPI T IEEENAEREEE@MIED

weep i nterface interface_name {web-cache | service_nunber} redirect in

AR WCCPEERMEEAMAD LR,


//www.cisco.com/en/US/docs/security/asa/asa82/command/reference/uz.html#wp1633246

LT RASABLER I :

access-list caching permit ip source_subnet mask any
weep 90 redirect-1list caching
weep interface 90 redirect in

Hel pful Commands:

show wecep

show wececp 90 service -> this should indicate the ports that are being serviced by this WCP
server. Wthout the 'service-flags ports-defined in the Cache server configuration, the ports
to be redirected are NOT passed to the ASA. Therefore, the traffic will never be redirected.
This will result in 'Unassigned increases with 'show wccp'.

ASA# show wcecp 90 service

WCCP service information definition:

Type: Dynam ¢

ld: 90

Priority: 0

Pr ot ocol : 6

Opti ons: 0x00000013

Hash: SrclP DstIP

Al't Hash: -none-

Ports: Destination:: 80 8080 0 00 00O

ASA# show wcecp 90 view

WCCP Routers | nformed of:
X.X. X. X [Higher I P address on the device will be seen here]

WCCP Cache Engi nes Visi bl e:
Y.Y.Y.Y [IP address of the web-cache server in the service-group 91]

AR ERBTERTE (REMAF ) IRBREXAID AERRTHEMAESR.

WriE

HAXEAUATHREENRIEZE,

PR HERR
MREEETETBIY , WEAXLER HEBRAE, PFEXLSHBEASAL,

- show tech-support
- show wcecp [service|view|hash|bucket|detail]
- show asp table classify

MEX=ABTHAHEEREN , WATREE :

- BEEHNNRE AR
- £ Mcapture®n 5 AT LA EASA# O MIWebEF RS RIPZHNER , UREFIRERZHAT R
HIWeb R 5585 2 B B 3R
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T AV AT,
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