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AXHEPNEEHRRETREXRENEFNRFZCIEN, AXEFEANARRZRAGRAR
wm (BN ) BE, MREREEXINE LBRE , FRARECECAETAGTIEL THABERLE,

BERER

£ Cisco I0S® HHARAS 11.2 /B, RN 7@ HTTP EER A INAS, Cisco IOSHLE H A< FH |
B ESZM " "Cisco I0S Web ¥ gt TS0 2EE XU IIEN TIEE,

“ip http authentication fa % &R HTTP lRFF|AFEERENRIES £, HTTP RFHFFEAR
BOSHERIENRRESN 15 WA, IE , LA ip http authentication i BIEERF . At
. TACACS S EMKiIE. BNMictk (AAA) HTTP lRFZEAFRIE, ~

EE
ANER 7 R A < WA EL B A AL PR Th BB RV 15 BLo
RXEER N TAIRHEE

- A HTTP BRSS 85 A P BC 8 A8 #hIAIE

- A HTTP fRS A ELiE TACACS+ AL

- A HTTP RS2 A P ELE RADIUS K iF
AEE EERAXVEMAGSHEMESRS  EEAGSERIE (BREMAF ).

A HTTP BRS588 A /B0 I 2 b A E

- BREHERALE
-BAPER

g bl

£ Cisco 10S BAFRRA 11.2 H1TA it & HRUE

l--- This is the part of the configuration related to

| ocal authentication. ! aaa new nodel aaa authentication
| ogin default |ocal aaa authorization exec |oca

usernane one privilege 15 password one usernane three
password three usernane four privilege 7 password four
ip http server ip http authentication aaa ! !--- Exanple
of command noved fromlevel 15 (enable) to level 7!
privilege exec level 7 clear line

{8 Cisco 10S BHRZA 11.3.3.T REBRAHTENE S

L
l--- This is the part of the configuration !--- related
to local authentication. ! aaa new nodel aaa

aut hentication login default |ocal aaa authorization
exec default |ocal usernane one privilege 15 password
one usernane three password three usernane four
privilege 7 password four ip http server ip http

aut hentication local ! !--- Exanple of conmmand noved
fromlevel 15 (enable) to level 7 ! privilege exec |evel
7 clear line
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RAP&R
XELEREATERAZAKMAREENARF,

. User OnefN &% A B URL A http://# #.#.#. 83 Telnet EZERHSR{ZE , AR EEXEH
BIECERITMETT. BF2E , AFELTERA#ER ( show privilege 7 15) . R d
SERLAMEEABESER , APNERBER S K.

. User Threel T8 BN RR I , A NTZEES web X, B Telnet EZZIRHEEZ
, AP ERZREMRIEZERITRETS. B%2iE , AFPELTIESAER (show
privilege 7 1) . MBHSERLUFNBIBEBER[F , APFEMEGSFRI

. User FourftN R# A9 URL A http://#.#.#.#/level/7T/exec , W A F i@ web B, TN E
AR 1 S ARLRF 7 clear line 55, B Telnet EEZIEAHRECE , AR UEEXREH
RiFzEHITMEGT. BF2ZE , AFELTIBRES 7 ( show privilege ¥ 7 ) . mRds
SEOFMMEEBESET , APSEMET SR,

A HTTP BRS58R AP ELIR TACACS+ IAE

- BREBSREE

- BP4R

- RERHEEEFRSSREE

- AT UNIX fRE2RELEH Cisco Secure ACS

- BT Windows BRZe3BLERY Cisco Secure ACS

B 2R AC R

{5/ Cisco 10S B#FhR= 11.2 HITHHRIE

aaa new node

aaa authentication |ogin default tacacs+

aaa aut horization exec tacacs+

ip http server

ip http authentication aaa

tacacs-server host 171.68.118.101

tacacs-server key cisco

I--- Exanple of command noved fromlevel 15 (enable) to
level 7 privilege exec level 7 clear line

{8/ Cisco 10S B &ARA 11.3.3.T E 12.0.5.T #{THHE
iF

aaa new node

aaa authentication |ogin default tacacs+

aaa aut horization exec default tacacs

ip http server

ip http authentication aaaltacacs

tacacs-server host 171.68.118. 101

tacacs-server key cisco

I--- Exanpl e of conmmand noved fromlevel 15 (enable) to
|l evel 7 privilege exec level 7 clear line

{8 Cisco 10S B#FRRZ 12.0.5.T REBREHITH K
iE

aaa new node

aaa authentication |ogin default group tacacs+
aaa aut horizati on exec default group tacacs+
ip http server




ip http authentication aaa

tacacs-server host 171.68.118.101

tacacs-server key cisco

I--- Exanpl e of command noved fromlevel 15 (enable) to
level 7 privilege exec level 7 clear line

AP&R
UTERERTEAUTRSREENRAS,

. User Onef1 R % A B URL H http://# ###. 38X Telnet EEZEHEE , AR UEEZEH
WIfZ FEHITE®RT. BF2E , AL TEAER ( show privilege ¥7 15) » tRds
SERURMERBSRIS , AFRSEMEGSFEI,

. User TWoll R A B9 URL H http://# ###. 38X Telnet EZZEHEE , AR U EEZEH
WiIfZ FEHITREBE®RT. BF2E , AL TEAER ( show privilege ¥H 15) . WIR%E
ZEBAFLAMGSEN , ARSaEMAEn S HINKE , RNRSHmRE T &,

. User Three T BENRR I , AP NTEES web X, BHE Telnet EZEZIHEEZE
, AR EERERRIEZERITHEGT. BR2ZE , AFBATEZAER ( show
privilege 9 1) . MEGRIUFMEEBESRIF , APNEMES SRR

- User Fourfl R# A K URL A http://#.#.#.#/level/7/exec , W B /&8 web 1%, LN E
TREB 1 B EUKRES 7 clear line s, B Telnet EZEZRAR/2E , AR EEXSH
BIECERTMETDT. BF2E , AFELTRESRS 7 ( show privilege 7 7 ) . R
SERRMEERBSRZD , AR SEMEW S PRI,

ERBHEBFRSHER

user = one {

default service = permt
login = cleartext "one"
service = exec {
priv-lvl =15

}

}

user = two {

login = cleartext "two"
service = exec {
priv-lvl =15

}

}

user = three {
default service = permt
login = cleartext "three"

}

user = four {

default service = permt
login = cleartext "four"
service = exec {
priv-lvl =7

}

}

BT UNIX fRs58R B B #Y Cisco Secure ACS




# ./ViewProfile -p 9900 -u one
User Profile Information

user = one{

profile_id = 27

profile_cycle = 1

password = cl ear "**x*Fxxkw
default service=permt

servi ce=shel | {

set priv-Ilvl=15

}

}
# ./ViewProfile -p 9900 -u two

User Profile Information
user = two{

profile_id = 28
profile_cycle =1

paSSV\Drd = clear "xFErExEA"
servi ce=shel | {

set priv-Ilvl=15

}

}
# ./ViewProfile -p 9900 -u three

User Profile Information
user = three{

profile_id = 29
profile_cycle = 1

password = cl ear "**x*Fxxkw
default service=permt

}

# ./ViewProfile -p 9900 -u four
User Profile Information
user = four{

profile_id = 30
profile_cycle = 1

password = cl ear "**x*Fxxkw
default service=permt
servi ce=shel |l {

set priv-|lvl=7

}

}

AT Windows RS E3ELE A Cisco Secure ACS

User One in Group One

. AR EiEH shell (exec). & privilege level=15, & Default (Undefined) Services, X
; MRMEETUEHI , BEEOREES , EEFETACACS+HIURSREE LT, 1%#F Display
enable default (undefined) service Bt &,

- AFRERBESHEENOS  AADSHERSXEFEIA

User Two in Group Two

- tRig B shell (exec). & privilege level=15, i571i%# Default (Undefined) Services.
- AFRERBEEREENOS  AOSHENSXEFEFHEIA,

User Three in Group Three

i%&# Default (Undefined) Services, &

- HigE L shell (exec). FF privilege level
c MRMETUEHI , BEEOREES , EFETACACS+HIURSREE LT, 1%#F Display
enable default (undefined) service Bt &,



- AP REXRBASHREENOT ; MAOQSHERIXIEHPEIA.

User Four in Group Four

- HigBiE A shell (exec). & privilege level=7. %7 Default (Undefined) Services, X
D WMRHETUEHI , BEEORED , EFETACACS+HURSREEIZT, 1E#F Display
enable default (undefined) service Bt &,

- AFRERBESHEENOS  MAQSHERSXEFEIA

R HTTP fREER A ELE RADIUS B¥if

- BREBSREE

- BAP4R

. X% Cisco AV XI#Y RS 25 L #Y RADIUS FEii&

- AT UNIX fR&585BLE /Y Cisco Secure ACS

- AT Windows AR 2RBLE R Cisco Secure ACS

B 2R G

{5/ Cisco 10S B#FRR= 11.2 BT HHBIE

aaa new node

aaa authentication |ogin default radius
aaa aut horization exec radius

ip http server

ip http authentication aaa
!

I--- Exanpl e of command noved fromlevel 15 (enable) to
level 7 ! privilege exec level 7 clear |ine radius-
server host 171.68.118. 101 radi us-server key cisco

£/ Cisco 10S B AR 11.3.3.T £ 12.05.T #THHR
ik

aaa new node

aaa authentication |ogin default radius

aaa aut horizati on exec default radius

ip http server

ip http authentication aaa

radi us-server host 171.68.118.101 auth-port 1645 acct-
port 1646

radi us-server key cisco

privilege exec level 7 clear line

{88 Cisco 10S 42 12.0.5.T REBRAHTEHH
iE

aaa new node

aaa authentication |ogin default group radius

aaa aut hori zati on exec default group radius

ip http server

ip http authentication aaa

radi us-server host 171.68.118.101 auth-port 1645 acct-
port 1646

radi us-server key cisco

privilege exec level 7 clear line

BAPR&R



LTERERTEAUATRSREENAF,

. User OnefN &% A B URL A http://# #.#.#.83 Telnet EZEZHSR{ZE , AR EEXEH
BRIz ERTMETT. BF2E , AFELTERAER ( show privilege 7 15) o

. User Three T BENRR I , AN ZEES web X, B Telnet EZEZIRHEEZE
, AP EERFREORIEIZERITHEGS. BR2E , APELATESAER ( show
privilege 9 1)

- User Fourfl R# A K URL A http://#.#.#.#/level/7/exec , W B /&8 web 1%, LN E
AR 1 SRR F 7 clear line 85, BX Telnet EEZEHECE , AR UEEZEH
BRI ERITMETT. BF2E , AFBLTHESRS 7 ( show privilege R 7) .

¥ #F Cisco AV MY ARSZFER LAY RADIUS i &

one Password= "one"
Servi ce- Type Shel | - User
ci sco-avpair "shel |l : priv-1vl=15"

three Password = "t hree"
Servi ce- Type = Logi n-User

"four"
Logi n- User
"shel | :priv-1vl=7"

four Password
Servi ce- Type
ci sco-avpair

AT UNIX R523AL B AY Cisco Secure ACS

# ./ViewProfile -p 9900 -u one
User Profile Information

user = one{

profile_id = 31

set server current-failed-logins =0
profile_cycle = 3

radi us=C sco {

check_itens= {

2="one"

}

reply_attributes= {

6=6

}

}

}
# ./ViewProfile -p 9900 -u three

User Profile Information
user = three{

profile_id = 32

set server current-failed-logins = 0
profile_cycle = 3

radi us=C sco {
check_items= {

2="t hree"

}

reply_attributes= {

6=1

}

}

}
# ./ViewProfile -p 9900 -u four

User Profile Information
user = four{



profile_id = 33
profile_cycle = 1
radi us=Ci sco {
check_itens= {
2="four"

}

reply_attributes= {
6=1

9, 1="shel | : priv-1vl =7"
}

}

}

AT Windows RS E3ELE A Cisco Secure ACS

- AAF =one , IR EH (EM 6 ) = administrative
- AP =three , BREEE (EM 6) =login
- AP =four , BREEA (B 6) = login , & Cisco AV XIHEH# A shell:priv-lvi=7

B

SR A IUATHREENRIITE,

B P B BR

AERS R AMNE R TR T NE B TR,
6737
UTHEHFER HTTP SHMIE+5ER. XEGSERAE L H,

AR : R H debug 2Bl , FZ AKX Debug i THEEEE.,

. terminal monitor - & R Y BT L IHFSTEH debug T HFRELEIREE.

. debug aaa authentication - £ /X AAA/TACACS+ S 17 IERE R,

- debug aaa authorization - ;"X FAAA/TACACS+HEF I E ..

- debug radius - £ ’~5 RADIUS #x<HFRiF4H1E 2

- debug tacacs - & 7~5 TACACS HXWEE.

- debug ip http authentication - fFEA Lt @St HTTP &4 KAE R B THEH R, S REHRFE
R B AR EN S 4RI ERIRSE R

HXER

. Cisco TACACS+ Access ¥ ZIEHR

- RADIUS W

. Cisco Secure ACS for Windows X #& W
. Cisco Secure ACS for UNIX Xi& TR

. #RFME (RFC)

- BREZFHHLHY - Cisco Systems
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