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n7k-vdc-1# show log last 200 | grep TACACS

2013 May 13 17:17:31 n7k-vdc-1 TACACS-3-TACACS_ERROR_MESSAGE All servers
failed to respond

2013 May 13 17:17:46 n7k-vdc-1 TACACS-3-TACACS_ERROR_MESSAGE All servers
failed to respond

2013 May 13 17:18:06 n7k-vdc-1 TACACS-3-TACACS_ERROR_MESSAGE All servers
failed to respond

2013 May 13 17:18:12 n7k-vdc-1 TACACS-3-TACACS_ERROR_MESSAGE All servers
failed to respond

2013 May 13 17:18:16 n7k-vdc-1 TACACS-3-TACACS_ERROR_MESSAGE All servers
failed to respond

2013 May 13 17:20:26 n7k-vdc-1 TACACS-3-TACACS_ERROR_MESSAGE All servers
failed to respond

2013 May 13 17:20:39 n7k-vdc-1 TACACS-3-TACACS_ERROR_MESSAGE All servers
failed to respond

2013 May 13 17:21:50 n7k-vdc-1 TACACS-3-TACACS_ERROR_MESSAGE All servers
failed to respond

2013 May 13 17:22:09 n7k-vdc-1 TACACS-3-TACACS_ERROR_MESSAGE All servers
failed to respond

n7k-vdc-1#

FH

E3E 1T Cisco NX-OSKRAR5.2(5) % 5.2(7) LA & 6.0.1%6.1(3) Z Al #INexus 7000 % 5 334l L i@ Bk el
B,

VDCAMEATACACS IR , M THIFTR :

n7k-vdc-1# show run tacacs+

ICommand: show running-config tacacs+
!Time: Mon May 13 17:20:57 2013

version 6.1(2)
feature tacacs+

ip tacacs source-interface mgmtO

tacacs-server timeout 30

tacacs-server host 192.0.2.9 key 7 "keypassword"
aaa group server tacacs+ default

server 192.0.2.9

use-vrf management



n7k-vdc-1# show run aaa

ICommand: show running-config aaa
ITime: Mon May 13 17:21:30 2013

version 6.1(2)

aaa authentication login default group default

aaa authorization config-commands default group default
aaa authorization commands default group default

aaa accounting default group default

no aaa user default-role

aaa authentication login error-enable

tacacs-server directed-request

TR HERR
1. BIATACACSIRS Bk 5

#iANexus 70003 5| 32k 4L BE4% JB 1 1E 78 AY BE #OL B& FR 1 %% & (VRF) B Zhping TACACSHRS: 7.
BIATACACSHERS SR MRE AR S IE H iR & ER A o
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EAUTHTREAAAHEEIRAE

n7k-vdc-1# show system internal aaa event-history errors

1) Event:E_DEBUG, length:54, at 786852 usecs after Mon May 13 17:22:09 2013
[102] All Configured methods failed for default:default

2) Event:E_DEBUG, length:53, at 786796 usecs after Mon May 13 17:22:09 2013
[102] protocol TACACS failed with server group default

3) Event:E_DEBUG, length:54, at 379206 usecs after Mon May 13 17:22:09 2013
[102] All Configured methods failed for default:default

4) Event:E_DEBUG, length:53, at 379172 usecs after Mon May 13 17:22:09 2013
[102] protocol TACACS failed with server group default

5) Event:E_DEBUG, length:54, at 89083 usecs after Mon May 13 17:21:51 2013
[102] All Configured methods failed for default:default

6) Event:E_DEBUG, length:53, at 89051 usecs after Mon May 13 17:21:51 2013
[102] protocol TACACS failed with server group default

3. RETACACS+#HEHIRAE

FERAUATHSTRETACACS+HHREHIRAE !

n7k-vdc-1# show system internal tacacs+ event-history errors

1) Event:E_DEBUG, length:88, at 786728 usecs after Mon May 13 17:22:09 2013
[100] switch_tac_server: Unreachable servers case .setting error code for
aaa session 0



2) Event:E_DEBUG, length:77, at 786726 usecs after Mon May 13 17:22:09 2013
[100] switch_tac_server: no more server in the server group for
aaa session 0

3) Event:E_DEBUG, length:103, at 786680 usecs after Mon May 13 17:22:09 2013
[100] connect_tac_server: non blocking connect failed, switching server for
aaa session id(0) rtvalue(3)

4) Event:E_DEBUG, length:97, at 786677 usecs after Mon May 13 17:22:09 2013
[100] non_blocking_connect (171): getaddrinfo(DNS cache fail) with retcode:-1
for server:192.0.2.9

5) Event:E_DEBUG, length:62, at 786337 usecs after Mon May 13 17:22:09 2013
[100] tplus_encrypt(655):key is configured for this aaa session.

6) Event:E_DEBUG, length:95, at 786287 usecs after Mon May 13 17:22:09 2013
[100] tplus_make_acct_request(1343) :Not calling the name-resolution routine
as rem_addr is empty

7) Event:E_DEBUG, length:63, at 786285 usecs after Mon May 13 17:22:09 2013
[100] tplus_make_acct_request(1308) :Accounting userdata&colon;consolel

8) Event:E_DEBUG, length:63, at 786266 usecs after Mon May 13 17:22:09 2013
[100] init_tplus_req state_machine:Global source-interface mgmt0

9) Event:E_DEBUG, length:48, at 785842 usecs after Mon May 13 17:22:09 2013
[100] is_intf_up_with valid_ip(1129) :Port is up.

10) Event:E_DEBUG, length:57, at 785812 usecs after Mon May 13 17:22:09 2013
[100] is_intf_up_with valid_ip(1126) :Proper IOD is found.

11) Event:E_DEBUG, length:52, at 785799 usecs after Mon May 13 17:22:09 2013
[100] Exiting function: get_if_index from_global_conf

12) Event:E_DEBUG, length:66, at 785797 usecs after Mon May 13 17:22:09 2013
[100] Function get_if_ index_from _global_conf: found interface mgmtO

13) Event:E_DEBUG, length:53, at 785783 usecs after Mon May 13 17:22:09 2013
[100] Entering function: get_if_index_ from_global_conf

14) Event:E_DEBUG, length:68, at 785781 usecs after Mon May 13 17:22:09 2013
[100] init_tplus_req state_machine:Falling to globally configured one

15) Event:E_DEBUG, length:79, at 785779 usecs after Mon May 13 17:22:09 2013
[100] init_tplus_req state_machine:No source-interface configured for this group

. WA TACACS+5 PR AE i# R

ATACACS+E M RIUFERE AR, AAARIRMEBELTHEE :

n7k-vdc-1# debug tacacs+ aaa-request

n7k-vdc-1# show logging logfile last 5

2013 May 13 18:20:26.077572 tacacs: tplus_encrypt(655):key is configured

for this aaa session.

2013 May 13 18:20:26.077918 tacacs: non_blocking connect(171): getaddrinfo
DNS cache fail) with retcode:-1 for server:192.0.2.9

2013 May 13 18:20:26.077938 tacacs: connect_tac_server: non blocking connect
failed, switching server for aaa session id(0) rtvalue(3)



2013 May 13 18:20:26.077978 tacacs: switch_tac_server: no more server in the
server group for aaa session 0

2013 May 13 18:20:26.077993 tacacs: switch_tac_server: Unreachable servers
case .setting error code for aaa session 0

. ETACACSHRS 88 LN T RUIE B

TACACSIRS 87 LN BIEBHIRE R , REHEEMVDCEIE,
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show proc cpu sort@i & & RTACACSD# 2= THI33 N KA ( 32N BEBLRM ) »

n7k-vdc-1# show proc cpu sort | include tacacs
1538 16 16 1014 0.0% tacacsd

1855 16 10 1625 0.0% tacacsd

2163 16 10 1678 0.0% tacacsd

2339 15 23 676 0.0% tacacsd

3820 15 10 1595 0.0% tacacsd

3934 16 13 1272 0.0% tacacsd

4416 25 8 3211 0.0% tacacsd

4470 16 23 734 0.0% tacacsd

5577 26 12 2191 0.0% tacacsd

6592 969767 14589069 66 0.0% tacacs
6934 16 13 1297 0.0% tacacsd

8878 16 13 1252 0.0% tacacsd

8979 16 12 1345 0.0% tacacsd

10153 26 11 2453 0.0% tacacsd

10202 15 8 1888 0.0% tacacsd

10331 26 11 2368 0.0% tacacsd

10482 16 14 1190 0.0% tacacsd

14148 15 11 1433 0.0% tacacsd

14385 14 10 1496 0.0% tacacsd

14402 15
20678 16
20836 16
21257 15
21617 15
22159 15
23776 15
24017 25
29496 15
29972 15
30111 25
30204 15
30409 16
32410 15

BRI =R

9
9

13 1246 0.0%
13 1212 0.0%

9

12 1328 0.0%
12 1320 0.0%

9
8

11 1368 0.0%

9
9

13 1254 0.0%

8

1775 0.0%
1785 0.0%

1749 0.0%

2788 0.0%

1990 0.0%

2847 0.0%
1721 0.0%

1876 0.0%

tacacsd
tacacsd
tacacsd
tacacsd
tacacsd
tacacsd
tacacsd
tacacsd
tacacsd
tacacsd
tacacsd
tacacsd
tacacsd
tacacsd
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