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FERFAF
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Cisco BB THUTER :

s FHURIMEZFRZEENE=FCA.

o B=ACAMRBENRHIBIE ({EFFET ) Entrust, Geotrust, GoDaddy, Thawte#
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ANHEPWEERETUTHREME4RAE
. IZ176.589FMCv
. IZ176.5B9FTDv
- B]ZEPKCS128¢ , HOpenSSL

AXHEPNEEHRETREXRENEFHNREZEEN, AXEFEANARERZRAERAR
(BN ) BB, MREHMBLTENRS , FRRETRAERTHBERE,

ds =
=)

AR B WA FE Firepower B B A /O\(FMC)E B K Firepower B s ) (FTD) L 2%, S4EMLEITH
FE=FIUERMAEAE(CA)BATBCAZE N BZRIEB IS,

BoE
P RER
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1. $MENRZ>IES , RFEERM , MEFRR.

Owerview Analysis Policies Objects | AMP  Intelligence ey 2 System  Help v admin *
Device Management MAT VPN * Qas Platform Settings FlexCanfig Certificates

a Add
Hame Dosmain Enrcllment Type Status
Add Certificates
2B EZ HFEB AR Device* THIFIR, REEHRBMRNEB+RE,
Add Mew Certificate 7 ¥

fdd a new certificate to the device using cert enrsllment abpeck which 18 wed to generate C6 and
dentify cartificate.

Device™: FTD-1 w

Cert Enrollment™: Select a certificabe entrollment object ¥

Sdd Cancel

SEEFERNEN , EFCABREGAMFT , EBEIEMERE . ALXRIEH", WEFR.



Add Cert Enrollment 7 o

Name® | FTD-1-Seli-Signed |
Cescriphian
m Certificate Parameters  Key  Revocation

Enrollment Type: | seif signed Certificate ~|

. Common Name (CN) is mandatory for self-signed certificate that is used in Remote Access VPN. To configure
— M, please pavigate to 'Certificate Parsmebers’ tab,

Allow Cverrides ]

Sayve ] Cancel

AFUEBSBOETFT , MALEPNLAE. XLMEERUEBRI RS HfqdnZ P iE UL | 21
FiRo



Add Cert Enrollment 7 X

Hame* FTD-1-S=lf-Signed
Crescnplson
CA Inforrnation @Syt (R ITCHLETET T L 0 Koy Revocalion
Include FOOM: Use Device Hostrname as FODM .

Include Device's [P Address:

Common Mame (CN): f7d1. example.com |
Organazation Unit (OU): Cison Sy=teams

Orgamization (0): TaC

Lecality (L)

State (ST):

Country Code {C): Comma separabed country codes

Email (E):

[ Ireclude Device's Sernal Humber

fllew Overndas ]

Save | Cancel |

5. (Wik ) ABALDFT , AEEATIERPHFANER, EHRFAD. RIABRT , BHAFE
P& # N <Default-RSA-Key>B K/NR2048MIRSAR4A ; BR , BUANESMEBEAHE—HNEF
, RMEENTERNEFRNERRAE/ A REZAX,



Add Cert Enrollment ?

Hame® FTD-1-S=lf-Signed

Cescrighion

CA Information  Certificate Parameters m Ravacation

Key Type: ® psa ) ECDSA
Key Name:® sDefaulb-RSA-Key =
Key Size: Z043 E

= | Advanced Settings

[] 1gnore tRsec Key Usage
Do not validate valves in the Koy Usage and ectended Koy Usape exvdonskons of [Psec remabs client cortificates.

Allow Cverrides ]

| Save | cancel

6.5cEfE , BHSave , RiGEHAAD , WEFTR.



Add New Certificate T M

#dd a new certificate to the device using cert enrollment object which = used to generate CA and
wdentify eartificate.

Demvice™: FTD-1 w

Cert Enrollment™: FTD-1-Self-Signed v | igd

Cert Enraliment Details:

MName: FTD-1-Self-

Signed
Enrallment Type: Self-Signed
SCEP URL: M,

7.%2R2E , BERIEPFERERGD,

Owerview  Analysis  Policies JulSUT<E Objects | AMP  Intelligence Deploy System Help v admin v

Device Management MAT VPN ¥ Qos Fatform Settings FlexConfig Certificates

& Add
Mame Domain Enrollment Type Status
4 B FTD-1
FTD-1-Self-Signed Global Self-Signed ey PO 6
F 3 iEM

1.9MENEEZ>IER , RELHHRMN , WEFTTR.

Owverview Analysis  Policies Objects | AMP  Intelligence Systemn Help v admin »
Device Management MAT VPN * Qas Platform Settings FlexCanfig Certificates

Name Domain Enrcllment Type Status

Add Certificates

2.fEDevice* FH B FERIIBRMBINIRE , RARETEZE+FS |, R R,



"
b4

Add Mew Certificate

Add a new certificate to the device using cert enrollment abject which is uted to generate CA and
dentify certificate.

Drmviice™: FTD-1 e

iCert Enralbment™; Select a certificabe entrollment objedt W -g

S Cancel

IEEGERNEMN , AFECAGRETIFT , EHFEEICERE . F3)"(Enroliment Type:
Manual)o AR TEESMEPHCANPEMERIEH. MRMIEPHIARAASEKRA , HHRME
AICAUEREN SENFF , EMRFMIUERE , EELSRUFMERRMACA , INEP R,

Add Cert Enrollment 7 X

Hame* I FTD-1-Manuwal I

Cregcnplon

RO Certificate Parameaters  Key  Revocation

Enrollment Type: [ Manual ~| ”

C& Certificate:* - BEGIN CERTIFICATE-----
MITESzCCAjOgAwWIBAGIITSWaBSeraQwDY IKeZThwe NAQBELEB QAW
MjEaMBgGALUE
ChMROERY 2 BguBlz oV toyBUGUM=FDASEanhyBAMT C12OTIBSE2 S
OTEMBMEAXDTIW
MDQWNT IzMjlewMFoXDTIXMDOwWNTIzMjkwiMFowO)EaMBgGAIUE
ChMRQZEY2Bgl3Iz
dGeNE ey BUOUMHD A 3BgNVEAMTE L ZOTiBIbnElom 117 GhdGUgE

QOEIMANGLEqG
bDOEBACUAAA] BTt po ERAIBADI L mituy iR Uoyrob i
mnliktovHen
glewZsohvoigl/LpZy Y uawWRINWSSn 2gUBY MY T44sRw T AK
iy RO 1LISIT
S5 G0Y ryr TG IeNDgAraqlg e DeAinrp CWIYRHHY AT DsT GXHI
Gl gP
SRCPLd qedf aFeiw+ DOMIYTHLoESFlsfenrDekembdBikAkmCaulps
dFAISIkdd L L
Cil d3 1 GOERh [TIPSOHE T34 mEZon OGS qHA Y S Bl Py

dllew Overndes |_|

Save | Cancel |



AFUAEBSEHOETFT , MALEFRNABE. XSRNEEAIEBHIRSIfqdnZ P IETES | 20
FiiRo

Add Cert Enrollment T X
Name™ FTD-1-PMareal
Crescrpdsan
CA Information ez gl lo-Rinle (==l Key Revocakion
Include FODN: Use Device Hostname as FODM -

Include Devics's [P Address:

Common Name (CN): | frd1.eample.com |
Crganazakion Unit (OU]): Cisco Syste=ms

Organezaktian (0): TAC

Lecality (L)

State (£T):

Country Cade {C): Comma separabed country codes

Email (E):

[) tncddude Device's Serial Number

Allew Overndes |_|

Save Cancel |

5. (WL ) EFLAEWMFT , AUEREEATIEBNFAANEE, EHMKRD, RIAERT , &
A 65 B # R <Default-RSA-Key> , K/NH2048HIRSARA ; BER , BWABMIPFERAM—HNS
¥, MEECTEA DB RHNEBRAE/ 2R EZAX,



Add Cert Enrollment T

hame* FTL-1-Marual

Descngiian

CA Information  Certificate Parametars m Revacation

Key Type: ® rsa () ECDSA
Key Name:™® = Default-FE54- ey =
Key Size: 2048 b

= | Advanced Settings

I_I lgnore [Psec Key LUisage

Do aot validate values bn bhe Koy Uisage and exctended Koy Uisage axensions of IPsec remaede clent certificatos

dllew Overndes n

Save | Cancel

6. ( AIi% ) £ Revocationi£W+ T , Certificate Revocation List(CRL)ZXOnline Certificate Status
Protocol(OCSP)revocation 2R H AT #TE E., BRIABERT , BEEIREDR , MEFT.



Add Cert Enrollment ?
Hame* FTD-1-Manwal

escriphion

CA Information  Certificate Parameters Koy BUITTR )

L] Enable Certificate Revocation Lists (CRL)
& e CRL destribution panrit fram the certihcake
[ iser static UR configured

CRL Server URLs:™ =

[ Enable Onine Certificate Status Protocel (0CSP)

OCSP Server URL: Fets OSSP URL from certificate if not provided

™ consider the certificate valid if revecation infermation can not be reached

Allow Cverrides ]

o ([ o

75ERE , & Save , AFEHAdD , MEFIR.



Add New Certificate T M

#dd a new certificate to the device using cert enrollment object which = used to generate CA and
wdentify eartificate.

Deevice™; FTD-1

Cert Enrollment™: FT=1-Marual -

&

Cert Enraliment Details:

Mame: FTO-1-Mamwal
Enrollment Type: Marial
SCEP URL: M

8AEERG , FMCRREF NS MIEHIIET., RHIDIRE , WEFR.

Overview  Analysis Policies HSUISEE Objects AMP  Intelligence

Device Management NAT VPN = Qas Platfarm Settings FlexConfig Certiflicates

| Add
Hame Daomain Enrollment Type Status
4 @l FTD-1
FTD-1-Manual Global Manual =) E , Identity certificate impart required 20 6

9.#H—1ER , BANEMCSR, #HYes , AR,
Warning

) This operation will generate

. Certihicate Signing Request do you
want to conbinue?

108 TR , ERATUEHIH LKIXZICAKWCSR, £BCSRE , BHESFMIEH., XESNREMN F MBI
FH%EEE , AR ETImport , WEAFTTR.



Import Identity Certificate T ®

Step 1
Send Certificate Signing Request {CSR) o the Certificate Authority,

Certificate Signing Request (Copy the CSR below and send to the Certificate Suthoriby):

-----BEGIN CERTIFICATE REQUEST-----

MIICzroCaboCad ' VZEZMBoGAL UEAMOZ nR kM S Sle GRtcGdLmtvib TEMMADGALUE e
ChMOVEFDMRYwWFAYDVQQLEW 1 DaXNibyBETexMNOTW 1 2MR wEg Y IKoZT v eNAQROFgVm

dGOtMTCCASTWDOY IKoZ IhvcNAQEBEAD o EPADCCAG CogERAT pull /S 3hg g5 Ly

LipET M3 QSR CWNES Z55AY wOnjin B2+ anWiG)e+ fEICSEd N4 T 1 Cs 00 :IFH2 4P30

V4P DyclaQCuaf0o TCR vl QS ot 7T ornScHHIXK+- BN GZoinnxUccljukasse

ured Jekrx et GUIGZCGoka mInRuxII32 cALL/MvIFe0mak 3 kPskeBRkL2vdmC

kBb#12+xd+ TORSYMpME+WEmiBC T2 SuxbroBoGeHM g 1R MG eanfG P2 Mabgmy + "
choScZgRTabhvSwolQHETT0S « oVicX ZLEuhH4 1 azSURWSS 20y RIHPS VMK
e R e e e

. W

Step 2
Once certificabe authonty responds back with identity certificate file, import it to device.

[dentity Certificabe File: | fid1,ot I Browse Identity Certificate I

Cancel

M.5EK2fE , FHERWNEA R,

Owerview  Analysis P-D“EiES‘[UL"‘."I-EL'S Objects AMP  Intelligence System  Hedp »  admin »

Access Control » Metwiork Discowvery Application Deteckors Correlation Actions -

& add
Naime Domain Enrollment Type Status
+ @l FTD-1
FT-1-HManual Glohal Manual L0l (& ID P20 0
PKCS12:: it

1. EZRCERH D CIRHPKCS12XH , FSMEIRE>IES , REEIHRM (LB ) -

Owerview  Analysis  Policies Objects AMP  Intelligence Jeploy Systemn Help »  admin =
Device Management MAT VPN * Qas Platform Settings FlexCanfig Certificates

Add Certificates

2.7 Device* TR B RRFIERRMEINRE K RAREEZE+HS , WEAT.
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Add Mew Certificate

Add a new certificate to the device using cert enrollment abject which is uted to generate CA and
dentify certificate.

Drmviice™: FTD-1 e

iCert Enralbment™; Select a certificabe entrollment objedt W ﬂ

S Cancel

SIECERNEH , ECAEERMFT , B SEMER  PKCS12XH", XERGIEHN
PKCS123 44 HiEBRZ 34, i ABIEPKCS128 ERNZE |, MMBAFR.

Add Cert Enrollment 7 X

Mame® [FD-1-prCs12 |
Descripghion
WAL LU Certificate Parameaters  Key  Revocation

Enrollment Type: I FECS512 File ‘-’I

PHCS12 File™: PRCS12Fe.plx I Brovwse PKCS1Z File I

Pazsphrase: | P |
Bllew Overndes |_|

Cave | Camo=| |

4. ( HJi ) Certificate ParametersMKeylf M <2 REBET , RRAECIREAPKCS128|E2K , BER



, AT A& A F /8 FACRLFA/EOCSPH# K EHIRevocationit £, ERINERT , BEHXRIES
, BB PR R

Add Cert Enrollment ? X

Hame™ FTD-1-PECS1Z

Descnpinon

CA& Information  Certificate Parameters  Key BT

|| Enable Certificate Revocation Lists (CRL)
o]
—~

CEL Server LIRLs:™

| Enable Online Certificate Status Protocol (OCSP)

OCSF Server URL:

™ consider the certificate valid if revecation infermation can not be reached

fllew Overndeas ]

Cave | Canos|

5.5ERKE , Biifrfr , R R EAM ( MEFRR ) o



Add New Certificate T M

#dd a new certificate to the device using cert enrollment object which = used to generate CA and
wdentify eartificate.

Demvice™: FTD-1 w

Cert Enrollment™: FTD-1-PKCS12 el |

Cert Enraliment Details:

Mame: FTD-1-PKCS12
Enrollment Type: FECE12 fle
SCEP URL: M

6.5ERJa , PKCS12iE H B TR

Overview Analysis  Policies JISUTEEE Objects | AMP  Intelligence Jeplo System Help v  admin

Device Managermeant MAT VPN * Qos Platform Settings FlexConfig Certificates

¥ Add
Mame Domain Enrollment Type Status
+ Bl FTD-1
FTD-1-PKCS512 Global PKCS12 file \Ca| [EID 206
EP LT
BERIUEPEIT

1REFEMEBRE , WERR.

Owerview  Analysis  Policies QU< Objects | AMP  Intelligence Deploy System  Help »  admin v

Device Management MNAT VIFN ¥ Qos Platform Settings FlexConfig Certificates

i3 Add
Mame Damain Enrollment Type Status
4 B FTD-1
FTD-1-Self-Signed Global Self-Signed @Ch 4D l‘:} @

2RERER—NTEQ , RREBRABMRBLERIH, BdEiYes , HIEFR,



Warning

7 4 Re-enrolling the certificate will clear the existing certificate from the
~ device and install the certificate again,

Are you sure, vou want to re-enroll the certificate?

SELAXEAMBHEEZEHMR RN LE, BEHIDEMAHiEFValid time ( BRETHE ) AT ARIEX
—

FHUEB LT

1 REFEAMEREE , MEFR.

Owerview  Analysis P-D“EiES‘[UL"‘."I-EL'S Objects AMP  Intelligence

Access Control » Metwiork Discowvery Application Deteckors Correlation Actions -

& sdd
M Damain Enrollment Type Status
+ @l FTD-1

FTE-1-Manual Global Manual LCA| & ID £

2EOFRRERERZERER. £tYes , AR,
Warning

This operation will generate
s Certificate Signing Request do you
want to confinue?

SHEMEAR , £MCSR , AILHHEHHREI 2NEESMIEBHNE—CA, CSREEF , 2t
ZITWE LS. MNEIRENESMERLHEREE , REEGImport , MEAR.



Import Identity Certificate ? X

Shep 1
Send Certificate Signing Request {CSR) to the Certificate Authonty.

Certificate Sigrung Request (Copy the CSR belaw and send to the Cartificate Suthoriby]:

-——-BEGIN CERTIFICATE REQUIEST-----
ML Czn0CAbcCAWYZEZMBCGAL UEAXM Z nRkMS SleGFtc Gl mNvb TEMMARGAIUE P
hMOVEFDMRYWFAYTVQQLEW ] DaxMN by ETeXNOZW 1 2MROWE Y IKoZThve MAQKCFgYm
GOEMTCCASTw DO IKoZ Thvic NAQEEEAD g EPADCCACggE BATowL S 3hgi gslu

pl MM OG8N NES 25 v Ongind B2+ onWiGle = fEIcSEd 4T 1 Csbal FH 24P 34
dPbChyclaBCusf 0eTOR vho Qe St TToeY S cHHT L+ BNG R ainnxUccljukBaSe

wed/ Tekrieb4 GGz GokSm InRusdT 32 cALL /Ny IF&0mpE) IkPskeBELFV dmC

bKL2+xd+ TORAYNPME+WEBMIBCTZSuxBrcBg GaHMd] IR TG fednfGivP2xMabomy+
hodcZgiRTahvIwglQHENOS « oVicKELkuhHA L azSUPKWSSZtenvvREHPSVMxa

Step 2
Once certificake authority responds back with identity certificate file, impart it to device.

Identity Certificate File:  re-carolled cert.ert | Browse Identity Certificate |

Import Cancel

4 EFENFIUEHFHHETFTD, BHIDRMHEFValid time ( BMETE ) AJHAKIEX— Ko
PKCS124&1]

IR S hre-enroll certificate’Zfll , MASLEITIEH, EEHPKCS12 , EEMFEA G EIEEIN 5L
BN EEFHPKCS123X 4,

{#FFOpenSSLEIEPKCS12

1. FOpenSSLE RN ARFERFAFIERZLEIER(CSR). LRFIER—IER
private.key#2048{ZRSAZ:4A 1 — NEOpenSSLAH I #Iftd1.csr:

openss1 req -new -newkey rsa:2048 -nodes -keyout private.key -out ftdl.csr
Generating a 2048 bit RSA private key

You are about to be asked to enter information that is incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there is be a default value,

If you enter '.', the field is Teft blank.

Country Name (2 Tetter code) [AU]:.

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.



Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ftdl.example.com

Email Address []:.

Please enter these'extra'attributes

to be sent with your certificate request
A challenge password []:

An optional company name []:

2.5 HIERMWCSRANHLIZEICA, EECSRE , RHEMIEH, BELSIRMCAILS, B4R
PKCS12 , #7£OpenSSLH= ﬂ'J«J\Tﬁ 2=

ERSFEEPKCS12HMARCAILES |, HFEAUTHS ;

openss1 pkcsl2 -export -out ftd.pfx -in ftd.crt -inkey private.key -certfile ca.crt
Enter Export Password: *¥#*=
Verifying - Enter Export Password: #****%*

ftd.pfxZ FHopensslS B pkes 12X VB R ( KAderi&xX )
ftd.crt2 CApemiE N K W ZE L HHHEH B
private.key = SR 1H QI ER AN,

ca.crt@ B pemi& =X 0l & B9 UE 5 SR VLAY IE o

MRIEPRHIRCAFNIANHZANFECAWEEN —Z0 9 , Ntk dn S ] B FEPKCS12/ R TR 1Y 8

openss1 pkcsl2 -export -out ftd.pfx -in ftd.crt -inkey private.key -chain -CAfile cachain.pem
Enter Export Password: %=
Verifying - Enter Export Password: #****%*

ftd.pfx2 OpenSSLS H M pkes 12X HHI B FR ( #&=X Fder ) o

ftd.crt2 CA pemi§ X il K VX & & E P Ao

private.key 27 5 Bk 1 G B Z4A X

 cachain.pemEZ—1MX#4 , eBEHEPHCAIES , LA HFEICATFL , UpemigNHBRCAL
E.

MRIREIPKCS7X#H(.p7b , .p7c) , MX LA A FIEPKCS12, MR p7bRderigs |, EH
R¥Fadd-inform der’FMEISHH , ENTFESZHE :

openss1 pkcs7 -in ftd.p7b -inform der -print_certs -out ftdpem.crt

openss1 pkcsl2 -export -in ftdpem.crt -inkey private.key -out ftd.pfx
Enter Export Password: %=



Fedddd

Verifying - Enter Export Password: **

ftd.p7bRCAREIKIPKCS7 , EH I EEZ B F LB FCALE.
ftdpem.crt2 IR EMIp7b X,

ftd.pfx2 OpenSSLS HMpkcs 12X HHI B FR ( # X Rder ) o
private.key 27 5 Bk 1 B B Z4A 3T o

5 UF
ERAAHS RN BT ERET,
EEFMCHRZEMIEH

EFMCH , $MENRZ>IEH, N THEXEER , ERECARIDUEERXIELNFAER , 11E
Fi/Ro

Overview Analysis  Policies UEUTSEE Objects | AMP Intelligence Jeplo System  Help v admin v

Device Managermant MNAT VPN Qos PFlatform Settings FlexConfig Certificates

% | Add
Mame Domain Enrollment Type Status
4 B FTD-1
FTD-1-PKC512 Global PKCS12 file Lca| (& ID P E
WE A REIECALES,
CA Certificate 7 || X
v Status fwailable )

»  Senal Number @ 420452ff0ala0e23
# [s5ued By

Comman Mame ©: WPR Reab CA

Orgamzabian : Cisce Sysiems TAC

v [zsued To:
Common Mame @ WYPH Eopt T4
Qrganization : Cisco Systems TAC
v Public Key Type = Fsil (4096 Baks)
v Signature Algonthm : SEHAZSE with RS54 Encryphion
o Assooated Trustpoints : FTD-1i-PKCS512

« Valid From :  23:16:00 UTC &pnl 05 2020

Cloge



W E AR EIE B AP,
Identity Certificate

= Gtatus:  Available
o Senal Number @ efeldf07004f2938
v [szped By :

Common FMame @ VPl Roat L&

Organizakion @ Cisco Syshems TAC

s [sowed To
Common Mame : Bdi.example.com
Organization Unik : TAC

Organization : Cisco Syst=ms

s PFublic Key Type = RS54 (2048 bits)

s Signature Algorithm @  SHAZ56 with RSA Encryption

¢ Assgaated Trustpoints : FTD-1-PECSE2

ECLIFREEFEELZEWIEP

B SSHIEREZIFTD , RS A S show crypto ca certificate,

> show crypto ca certificates
Certificate
Status: Available
Certificate Serial Number: 6fcld90700df29ae
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=VPN Root CA
o=Cisco Systems TAC
Subject Name:
cn=ftdl.example.com
ou=TAC
o=Cisco Systems
Validity Date:
start date: 15:47:00 UTC Apr 8 2020
end date: 15:47:00 UTC Apr 8 2021
Storage: config
Associated Trustpoints: FTD-1-PKCS12

CA Certificate
Status: Available
Certificate Serial Number: 420452ff0a090e28
Certificate Usage: General Purpose

gl

Cloas



Public Key Type: RSA (4096 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=VPN Root CA
o=Cisco Systems TAC
Subject Name:
cn=VPN Root CA
o=Cisco Systems TAC
Validity Date:
start date: 23:16:00 UTC Apr 5 2020
end date: 23:16:00 UTC Apr 5 2030
Storage: config
Associated Trustpoints: FTD-1-PKCS12

HUEHEER

AR D RGBT X B & TSR HERR.

i S

FESSLIERREAMMBERT , FIDBEESSHiERG , AT AMZHCLIZITRAR :
debug crypto ca 14

HEFTDM EMRAH | LT BHATABER WA THESRR

debug crypto ca 255

debug crypto ca message 255

debug crypto ca transaction 255

w e 3

SAEMRNEMIUERRE , PBIHEEFTESASHILES
HHBLIX M AE5 AT BE 2 B 9 N B 3 A ) i

1. F B EM AT KRB IR B CAULEH

EASMERE , RELEBRTFEFIEMETECA Informationit I+ TR I CAILE B R E FHIEH,

gt , MEEBRREATSEE M BHWCANCAILES, EXMMERT , BEMITFhEMeT
, IR ENFCAILER, EMEBSMIEBHIBHCALERE , TLERAEBNCALEPTERIFNF
iEM. BRAERFIEIMESH , FRENZANEESRRFHEMPERNBMHRFRDN, T
RJg , TBEACSRBXEKEICA , ZHIMAN SR A EREBNCAILERES AR CIZEN
BES,

EREEFHEMNRENA THEMNCAISD |, HREVerifyZl 5 PIEENCARKRH , K Eshow
crypto ca certificatesfy i i, “MRL "M TS5 EFRUSEPBMANERENCAUEE PN FE
HITHR,



2 0 EZMNEERPNBAXNTET N EMK YIS 6 ECSRITE B HHAX .

BEFIEM  SERBAXNNCSREY , AHZALXRMEICSR , AEA LI EEMAKK F HIEH
F, MRBATEMERR , SR TFTDLHNRAN , AEMRNSMIEHISHMLLA , WFTDF L
ZEMRNFMEH. BERERBREXMMER , AR AENNE

FEOpenSSLH , AILLKHHU T B RFCSRAN AN ASEMRIEBPH N AMITLR :

openss1 req -noout -modulus -in ftd.csr
Modulus=8A2E53FF7786A8A3A922EE5299574CCDCEEBC096341F194A4018BCE9E38A7244DBEA2759F1897BE7C489C484749C4DE
OFDFD5783DB0OF27256900AE69F3A84C217FCA5C6B4334A8B7B4E8CD85E749C1C7F5793EFOD199A229E7C5471C963B8AF3A49EB9
81941B3706A24F6626746E5C9237D9C00B2FF36FD45E8E9A92A3DE43EC91E8D80642F655D98293C6CA236FB177E4C3440C8DA4C
C7CADC06019E1CC763D51EC6FF1E277C68983F6C4CE1B826CBE721A3C7198234486A1BF9C20D10E047C8D39FA85627178F72E4B,
B966DA10BF24771CFE55327C5A14B96235E9

openss1 x509 -noout -modulus -in id.crt
Modulus=8A2E53FF7786A8A3A922EE5299574CCDCEEBC096341F194A4018BCE9E38A7244DBEA2759F1897BE7C489C484749C4DE
OFDFD5783DB0OF27256900AE69F3A84C217FCA5C6B4334A8B7B4E8CD85E749C1C7F5793EFOD199A229E7C5471C963B8AF3A49EB9
81941B3706A24F6626746E5C9237D9C00B2FF36FD45E8E9A92A3DE43EC91E8D80642F655D98293C6CA236FB177E4C3440C8DA4C
C7CADCO6019E1CC763D51EC6FF1E277C68983F6C4CE1B826CBE721A3C7198234486A1BF9C20D10E047C8D39FA85627178F72E4B,
B966DA10BF24771CFE55327C5A14B96235E9

 ftd.csr2F s EMEFMFMCE HIRICSR,
« id.crtRCAZEZ W B HEH,

H&E , BALRFTD LM QA AESMANSMIEBPNLARITER, FIE8 , BTER , IEHF
MR LN FRESFTDM H P F R TE

2 fEWindows PC _L3TF Ml & B B 0P :



g Certificate x

General Detals  Carbfestion Path

Shave:  <al> W

Feld Vabe 2
| signature algorithm sha5ERSA

|| Signature hash algorithm shal5e

=1/ [smuer VPN Infermedate CA, Cisco 5.
~1|Vahd from Wednesday, Apnl 8, 20340 1:40. ..

-1 Wabd to Monday, April §, 2021 7:23:00. ..

) Ad-1, Cisoo Systems, TAC, fid...
ASA (28 Fite)]

MEBIEB R LN A%EH

3082010a02820101008a2e53ff7786a8a3a922ee5299574ccdceebc096341f194a4018bce9e38a7244dbea2759f1897be7c489c



f6e0fdfd5783db0f27256900ae69f3a84c217fca5c6b4334a8b7b4e8cd85e749c1c7f5793ef0d199a229e7c5471c963b8af3a49

1b3706a24f6626746e5c9237d9c00b2ff36fd45e8e9a92a3de43ec91e8d806421655d98293c6ca236fb177e4c3440c8dadc2bec

elcc763d51ec6ffle277c68983f6c4celb826cbe721a3¢c7198234486albf9c20d10e047c8d39fa85627178f72e4ballf8d5acf9

55327c5a14b96235e90203010001

Show crypto key mypubkey rsa\FTDEV#i it . SERF31EM /G , <Default-RSA-Key>F T8I

CSR. fN#E#E % PEEC M & 0E 5 SR IV 2 4R %8 o

> show crypto key mypubkey rsa
Key pair was generated at: 16:58:44 UTC Jan 25

Key name: <Default-

RSA-Key>

Usage: General Purpose Key
Modulus Size (bits): 2048

Storage: config
Key Data:

30820122 300d0609
008a2e53 ff7786a8
44dbea27 59f1897b
27256900 ae69f3a8
a229e7c5 471c963b
6e5c9237 d9c00b2f
6tb177e4 c3440c8d
e277c689 83f6c4dce
6271787 2e4ballf
9020301 0001

22864886
a3a922ee
e7c489c4
4c217fca
8af3a49e
f36fd45e
ad4c2becO
1b826cbhe
8d5acf95

FMCHCASZ MO &X

PKCS12;EM et ATaE & HBX TR , AN CALEBFEEPKCS12HR 42,

Test-FKLS12

£70d0101
5299574c
84749c4d
5c6b4334
b98b9edb
8e9a92a3
19a3f024
721a3c71
0f9164b9

01050003
cdceebcO
el13d42b3
a8b7b4e8
fdde92b5
ded43ec9l
d94aec7c
98234486
66dal0bf

Globa

ERILEE , PKCS12FEZERMCAILES,
=

R HIX Ly

openss1 pkcsl2 -info -in test.pl2

Enter Import Password:

MAC Iteration 1
MAC verified OK

2019

82010f00 3082010a
9634119 4a4018bc
4f5a2051 feeOfdfd
cd85e749 clc7f579
deb78194 1b3706a2
e8d80642 f655d982
adc06019 elcc763d
albf9c20 d10e047c
24771cfe 55327c5a

[pkcs12 pass phrase here]

PKCS7 Encrypted data: pbeWithSHA1And40BitRC2-CBC, Iteration 2048

Certificate bag
Bag Attributes

friendlyName: Test

TocalKeyID: 76 8F D1 75 FO 69 FA E6 2F CF D3 A6 83 48 01 C4 63 F4 9B F2

subject=/CN=ftdl.example.com
issuer=/0=Cisco Systems TAC/CN=VPN Intermediate CA
————— BEGIN CERTIFICATE-----
MIIC+TCCAeGgAWIBAgITAUIM3+3IMhIwDQYJKoZIhvcNAQELBQAwWOjEaMBgGAL1UE
ChMRQ212zY28gU31zdGVtcyBUQUMxHDAaBgNVBAMTE1ZQT1iBJbnR1cm11ZGThdGUg

02820101
e9e38a72
5783db0Of
3ef0d199
4662674
93c6ca23
5lec6ffl
8d39fa85
14b96235

PKCS12 file

LIRS B P AT . EEQEPKCS12BMEAMN BB ML LT

L



QOEwHhcNM;jAwNDA4MTY 10DAwWhcNMj EwNDA1MjMyOTAwWj AbMRkwFwYDVQQDEXBm
dGQxLmV4YW1lwbGUuY29tMIIBIjANBgkghkiGO9wOBAQEFAAOCAQSAMIIBCgKCAQEA
043eLVP18K0OjnYfHCBZUFUYrXTTB28Z1ouIl5yyrDzCN781GFrHb/wCczRx/jW4n
pF992z7FHr5bQCI40SUSX40UQfr0/u0K5riIluZumPUx1VplzVkYugDd/1i1r0+0j
PyS7BmyGfV7aebYWZnr8R9ebDsnC2U3nKjP5RaE/wNdVGTS/180HT rIjMpcFMXps
LwxdxiEzOhCMNDmI9RC+7uWZQdTwZ9oNANCbQCOpx/Zikj9Dz70RhhbzBTeUNKD3p
sN3VqdDPvGZHFG1PCnhKYyZ79+6p+CHC8X8BFjuTlYool16uGgiB41z2Y9ZeFSQz
Q11IH3v+xKMInv6IkZLuvwIDAQABoyIwIDAeBglghkgBhvhCAQOEERYPeGNhIGNT
cnRpZm1jYXRTMAOGCSqGSIb3DQEBCWUAA4IBAQCY /MgshWxXtwpwmMF/6KgEj8nB
S1jbfz1zNuPV/LLMSnxMLD0o6+LB8tizNR+ao09dGATRYY54taRI27W+gLneCbQAux
9amxXuhpxP5EOhnk+tsYS9eriAKpHuUS1Y/2uwN92 fHIbh3HEXPO1HBJueI8PH3ZK
47 rPKA90IQPUW/uueHEF+xCbG4xCL15H0GeHX+FT1igGNgazaX5GM4RBUa4bk8jks
Ig53twvop71wE53COTHOEKSRCsVCw5mdIsd9BUZHjguhpw8Giv7Z36gwWv18I/Owf
RhLhtsgenc25udglvv9Sy5xK53a5Ieg8biRpWLItIjgUgjxYZwtyVeHi32S57
————— END CERTIFICATE-----
PKCS7 Data
Shrouded Keybag: pbeWithSHA1And3-KeyTripleDES-CBC, Iteration 2048
Bag Attributes

friendlyName: Test

localKeyID: 76 8F D1 75 FO 69 FA E6 2F CF D3 A6 83 48 01 C4 63 F4 9B F2
Key Attributes: <No Attributes>
Enter PEM pass phrase: [private-key pass phrase here]
Verifying - Enter PEM pass phrase: [private-key pass phrase here]
————— BEGIN ENCRYPTED PRIVATE KEY-----
MIIFDjBABgkghkiG9w0BBQOwMzAbBgkghkiGIw0OBBQwwDgQI1KyWXk8cgTMCAggA
MBQGCCqGSIb3DQMHBAgGMOgRXh/dcwSCBM1iF7BpgINIpHdU5Zornljm3pmsI/Xk]
MRHc1Ree10ziSLCZOSTr84JFQxNpbThXLhsHCOWhpPy5sNXIvXS7Gu+U10/VINSA
rwWlX6SPftAYiFq5QXyEutSHAZZwgQIqpj97seu3Px0agvIObWllLo8or51SydnMjp
Ptv50Ko95BShWWYcqkTAia4ZKxytyIc/mIu5m72LucOFmoRBO5JZulavwXjbCAA+
k2ebkbTFTOYRQT1Z4tZHSgX1LFPZel1l70NZEUg7 rIcWAk1Yw7XNUPhOn6FHL/ielIZ
ThvIfj+1gQKeovHkSKuwzb24Zx0exkhafPsgpOPMAPxBnQ/Cxh7Dg2dh1FD8P15E
Gnh8r31903ATkPMBkMdx0q1pzo2naly2KGrUnOSHajVWcLr9dTPWIDyjdn95YoeS
IUE7Ma00pjJcO2FNBwyNxRrYt+4hp3aJt0ZW83FHiSTB5UIzGrBMAgKIc2Hb2RTV
9gxZGvelcRcolLeJRYoK9+PeZ7t17xzLSg5wad4R/ZPKUwTBUaShnOwHzridF8Zn
FO6XVBDSyuXVSpkxwAdTTwxq62tUnLIkyRX02CSz8z8W29UXmF0403G67n28//L]]2dt3pd1/+pUR3CdACOb8qRZ0O0L0O3+onUIUoEsCCNdpOx8Yj/mvc6ReXtOKB
2gVmhVMYseiU1rOAQGt7XMelUuiJ+dRnqcfAfbdGeOp+6epml1TK1BIL2mATQWxX51
73Qo4M7rR7Taeq/dgob301PhcoMLa5z/Lo5vDe7S+LZMuAWjRkSTsoOKQOY3kAP1
eZ2Eh2go4e]7hHf5VFgBLL8Ci3rd3EOi jRkNm3fAQmFIT1aFmooBM3Y2Ba+U8cMTH
19jSFk11FAWpfwx9aSEECNCVEMM1Ghm6/tIDLV1jyTawajHNWIZCc+P2AXgn1LzG
HVVTxsO0c8FGUIPQHatXYd7worWCxszauhfJ99E4PaoZnAOYUFw2 jaZEwoONBPbD1
AjQ8aciuosvOFKpp/jXDI78/aYAEk662tPsfGmxvAWB+UMFarA9ZT11hK3x/tDPy
GZ6ByGW]IYp/OtNNmIRCFhcAYY83EtzHK9h+8LatFA6WrJ4j3dhceUPzrPXjMffNN
0Yg=

A, AR EAOPenSSLEIEPKCS12M L R2.F RIS TR , FEIEHMALAKRA LI
RIS, FHFCAILEB S ARFRIPKCS123 A,
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