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Bifitates

RENEW/SHADOW1t 425
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FRFH

EXR

AXRTEEMBENER,
SERMAH

AR B BETF T HIBAERIR AR

Hardware

- ISR-G1 [8xx, 18xx. 28xx. 38xx]
- ISR-G2 [19xx, 29xx, 39xx]

- ISR-4K [43xx, 44xXx]

- ASR1000

- CSR1k

BH

. 10S
. W FISR-G1 — HH15.1(4)M*
. W FISR-G2 — HH15.4(3)M
. 10S-XE
. XE 3.158,15.5(2)S

AR ISREZRHN —MEHFHEPTBEN , EMARKNREIEES I EBHNEEFTHAHRE
ISR-2ZKISR-4xxx & HI B 28,

AXHEPNEEHRETREXRENEFHNRZEEN, AXEFEANAAERZRAERAR
(BN ) BE, MREEANREIME  FRARKELTHRMEGTHREERN,

HRER

IEPBREFUHANEYRE , TRRIEBSHN , SNEHATREE, MPKIRSSH[ONVAERE
, BERAES R AR BT A BTV BR S5 2R 0RBNIEF | BRI BPKIZ P inE S pE B I < s1ER U EI f
HRSB|RIDUEBZEBNTESWRIIUEB. M\PKIZFIHNBERE , MREFF umiEHEEE A
{BIEB MR (CA)BRSBFBMIERBRTH , B/ UwSIESRETES HEWRBHFIEPS /E L ENER BIEH
, MRFFIRIER SCARS /LR IH , MEFIESBERLERCARSSENERIESR , AR
NHEFCARSFR/RAEMLEBL BRI EMIEBMIER , HIAERIEY , HBOEXFHMNER,

RE



ROOT-CA

PKI Clients

PKIF & 2 0E B ML (SCEP) BT R &4

BBt [R) R

EIOSH , MIABRT , REREANIERN , BN B4R R &EREIR. PKIXNEESBR , £
RANTPEEAMNEIRIREEE, EPKIFEF , BUULAAE A RmMRSRET Z NTPIRS 2=
(WMRFE ) FHNHRESEEMNTPIRS R BXRUEABTHNEHAREE , HZ5H 0S PKIFFEE
) : HRRITNEE

|IOST IR A RN HEVER T LPKITTERR. REBIEBWUERANTP , BENIGTER , EE
R R BAGE A DA T 7 R R A B B AR 1C W RAX

Router (config)# clock calendar-valid

HTTPE R

SEIOS PKIRS 2R ERBHTTPARS 28 , W LAEA LA T config-levelin & /8 A

ip http server <1024-65535>


/content/en/us/support/docs/security-vpn/public-key-infrastructure-pki/211296-IOS-PKI-Deployment-Guide-Initial-Design.html
/content/en/us/support/docs/security-vpn/public-key-infrastructure-pki/211296-IOS-PKI-Deployment-Guide-Initial-Design.html
/content/en/us/support/docs/security-vpn/public-key-infrastructure-pki/211296-IOS-PKI-Deployment-Guide-Initial-Design.html

IS ERIAEIRO80 LB AHTTPARS 28 , 0 LA R AT AER,

PKIZ P i M B HTTPSPKIBRS R BEREEN KA.

PKIE &
BEE — 2R

PKIARSS 25 BBRFIE BN AR

crypto pki server ROOTCA

database level complete

database archive pkcsl2 password 7 01100F175804575D72
issuer-name CN=RootCA,OU=TAC,O=Cisco

grant auto

lifetime certificate 365

lifetime ca-certificate 730

database url ftp://10.1.1.1/DB/ROOTCA/

auto-rollover 90

BIRBISBURNEMEL. EERANRD L, S TWTFAR :

auto-rollover <days> <hours> <minutes>
B3R 3N EHEIORRIOSTE H Al BRS /LB EHFOOR BRI EF RS I[/ILES |, H HUFR
BEHERNBE RS S EE s IE B A B H et E B e T8,

RERXHENERE B3R , SIEAREMSZPHEMAPKIEF imH1TGetNextCACertiR{E2 81 , &
PKIARSS 28 LR BT A SR CAIE S , W1 T EKSHADOWIRIEBLIR & 0 Pk

EPwm — 44
PKIZF iR EEEPEABEM TR

crypto pki trustpoint Root-CA
enrollment url http://172.16.1.1:80
serial-number

ip-address none
password 0 RevOcatiOn$PasswOrd
subject-name CN=spoke-1.cisco.com,QU=CVO
revocation-check crl

rsakeypair spoke-1-RSA

auto-enroll 80

It4k , auto-enroll <percentage> [regenerate]an =18 , IOSKI A X BIE 4 FHIN80% N ITIEH
84,

*EFregenerate R RIOSR# FIIE B LT RIEME EMERRSARAX (MNEFEHAN ) -
BB B3 EM B 2 et RN D EREPNEMSEPKIFE KL , R KIS MBI S5 K CAIE

FENSHNER , N B EMENRALAECASIERIIEREME[R FIEITIRIE. ESITHEBTR
BT PKILTRS B3I 2 5


http://172.16.1.1:80

PKIZEL R B/ SR

RNHEHEAN BIEBRDERMNERIRE , R IANIESHERDTAR :

- EABRCALEFHRITPKIBRS BRI,
- PKIZPimE R EEMEIPKIBRS 2R, B , 8NPKIZRFIREECAILL B SIS ( BFFEHER
P ) o
EMEF RS RXEES, TRAASHT

- EEREORIE

- SR ROEM
EIOSH , FERRIERNER. FMNEEFERBUNETE —ENFMEH N/ —NESICAILE
P MEEER/LSLEEHICALS , WZEERKANEEIZHRIE. WREISHHIESH , WA
NEFM. EFMALTAREES/RTEFHRIUE, PKIRSHNEFiRREARGERSHRIENT
M7 €I0S PKIEREER) PEEMANE : B RITMEE

HECAULEPBRF/IZRERE , PKIFFHAERITEM 2 B RPKIIRSF 2R L6, CATHRER RFERTHN

)
él:lo

CAZbRE

FI0SH , HPKIZEFIHXNCABITEMRIER , IHEEAEIOSKHS LABREERHITHS
crypto pki authenticate <trustpoint-name>kt , BH2 E &KX E U TEH4 -

. IOSKIZ‘BEGetCACertigER B HSCEPE R,

- ECATERT |, ALK FRHEAN B 2 A3 A application/x-x509-ca-certfIHTTPE & , ZERAT]
CAZBRES , NI application/x-x509-ca-ra-cert, HTTPIEXXBECAIER, [FM/E—fER TH
RAIE#H],

- ECARALEFBRRZNMEZEG , B iR/E 312 S CetCACapsiREH HBISCEPE K,

. WAL B TREA G B 2 2 S A3 B application/x-pki-messagefIHTTPE R , ZHE IR
text/plain , # BEHTTPIEX @& CAXZEFN —RIEE , IRITRHSR. HEMIOS PKIBRS 271
Rign T~ BT Ro


/content/en/us/support/docs/security-vpn/public-key-infrastructure-pki/211296-IOS-PKI-Deployment-Guide-Initial-Design.html
/content/en/us/support/docs/security-vpn/public-key-infrastructure-pki/211296-IOS-PKI-Deployment-Guide-Initial-Design.html

ROOT-CA PKI-Client

PKI Client:
PKI Server: Trustpoint TP w/
Enabled Enrollment url

peinting to ROOT-CA

[EE- crypto pki authenticate TP

S GET /cgi-bin/pkiclient.exePoperation=GetCACert&message=TP HTTP/1.0

HTTP/1.1 200 OK
Date: Fri, 04 Sep 2015 09:23:23 GMT
Server: cisco-10S

Content-Type: application/x-x509-ca-cert

CA certificate validated
’T and installed

<: GET /cgi-bin/pkiclient.exe?operation=GetCACaps&message=TP HTTP/1.0

HTTP/1.1 200 OK E

Date: Fri, 04 Sep 2015 09:23:23 GMT
Server: cisco-10S
Content-Type: application/x-pki-message

GetNextCACert
Renewal
SHA-1

SHA-256

8RR I0S PKIE FimfERER -

CA_CAP_GET_NEXT_CA_CERT
CA_CAP_RENEWAL
CA_CAP_SHA_1
CA_CAP_SHA_256

EXLEIEER | AKX ERNBXHIINEE,
GetNextCACert

HCAIRE Lt IhEERT |, IOST MCAXFCAILE BRI EH ., WMRIRE LLIHEE , 1R auto-enrollis &
EEEATERE , NOSH#MIHEILSHADOWITATES |, iZitAtE5iRE N CALEBAEKHII0%,

M SHADOW it AT 2SS ZIHART |, 10S#1TGetNextCACert SCEPIR/ELAFRBUR I CAIE P,

FE  WRESETEATEE T auto-enrollin & LA EMURL , MRENEWIT BRI BS EEEXE(E
HHTEHRIEcEHmEN B , HEE2THER M T EMURLICARITEM , BESE
FRHTERRIEZ BT 2 KIEEFRFEMEE[CSR].

IR : GetNextCACertHI10S PKIFRS 83EN ThRERIE | BIEARERSE R LEE B3I ERIIAE



&4

B IhEE | PKIBRSZ 2B HPKIEFin T Al AEREIDIEREJBIERXEZBERUEFNGIESR,
EPKIEFin B3 £L9880 % |, F¥4A3% A,

PKIRSs8% B 31 EI&

HECARS SR LER LAERE , £2FE .

Root-CA#show crypto pki certificates

CA Certificate

Status: Available

Certificate Serial Number (hex): 01

Certificate Usage: Signature

Issuer:
cn=RootCA
ou=TAC
o=Cisco

Subject:
cn=RootCA
ou=TAC
o=Cisco

Validity Date:
start date: 13:14:16 CET Oct 9 2015
end date: 13:14:16 CET Oct 8 2017

Associated Trustpoints: ROOTCA

Root-CA#terminal exec prompt timestamp

Root-CA#show crypto pki timers
Load for five secs: 0%/0%; one minute: 0%; five minutes: 0%
Time source is NTP, 13:19:58.946 CET Fri Oct 9 2015
PKI Timers
| 7:49.003
| 7:49.003 SESSION CLEANUP
| 34 7:05:24.003 TRUSTPOOL
CS Timers
| 5:54:17.977
| 5:54:17.977 CS CRL UPDATE
| 639423:54:17.977 CS SHADOW CERT GENERATION
| 729423:54:17.971 CS CERT EXPIRE

HEE



Current CA Certificate Validity Start time 13:14:16, Oct 92015 @ A

Current CA Certificate Validity Expiry time 13:14:16, Oct 8 2017 | B

Current System Time 13:19:58,0ct 92015 (¢

Time to certificate expiration

G = [B|=|c| == |7290sys23:54:18

CS SHADOW CERT GENERATION [l == |90 | == |639 days, 20:54:17.9

R RIE

% CS SHADOW CERT GENERATION it ¥ 2533 #Aat

- IOSERAEREREZRAN — SEENEEHRANMEE |, HH 48R E,

Jul 10 13:14:16.510: CRYPTO_CS: shadow generation timer fired.
Jul 10 13:14:16.510: CRYPTO_CS: key 'ROOTCA#' does not exist; generated automatically

Root-CA# show crypto key mypubkey rsa
Load for five secs: 0%/0%; one minute: 0%; five minutes: 0%
Time source is NTP, 13:19:19.652 CET Mon Jul 10 2017

% Key pair was generated at: 13:14:16 CET Oct 9 2015

Key name: ROOTCA

Key type: RSA KEYS
Storage Device: private-config
Usage: General Purpose Key
Key is not exportable.
Key Data&colon;
30819F30 0D06092A 864886F7 0D010101 05000381 8D003081 89028181 00B07127
360CF006 13B259CE 7BB8158D E6BC8AA4 8A763F73 50CE64B0 71AC5D93 ED59C936
F751D810 70CEA8C8 B0023B4B 0FBY9A538 Al1C118D3 5530D46D C4B4DC14 3BD1D231
48B0C053 A781D0C7 86DEE9DE CCA58C18 B5804B29 911D1D57 76B3EC3F 42D38C3A
1EOF8DDY9 1DE228B9 95AC3C1l0 87C132FC 75956338 258727F6 1A1F0818 83020301 0001

% Key pair was generated at: 13:14:18 CET Jul 10 2017
Key name: ROOTCA#
Key type: RSA KEYS
Storage Device: not specified
Usage: General Purpose Key
Key is not exportable.
Key Data&colon;
30819F30 0D06092A 864886F7 0D010101 05000381 8D003081 89028181 00BF2A52
687F112B 9263541 BB402939 9C66D270 8D3EACED 4F63AA50 9FB340E8 38C8AC38



1818EA43 93C17CAl C4917Fr43 C9199COE FOF9C059 FDEI1DA9 C7991826 43736FCE
AB0DOCEE 2378F23B 6ACS5FC3B 4A7A0120 D391BE8SF ASAFD212 EO05A2864 6610233C
EOE58D93 23AA0ED2 A5B1C140 122E6E3D 98A7D974 E2363902 70A89CE3 BF020301 0001

- A5, IOSERERCAILLS , HEMMIT A A HEZeEsICAULL R ARIEL R B HMEE,

Jul 10 13:14:18.326: CRYPTO_CS: shadow CA successfully created.
Jul 10 13:14:18.326: CRYPTO_CS: exporting shadow CA key and cert
Jul 10 13:14:18.327: CRYPTO_CS: file opened: ftp://10.1.1.1/DB/ROOTCA/ROOTCA_00001.pl2

Root-CA# show crypto pki certificates
Load for five secs: 0%/0%; one minute: 0%; five minutes: 0%
Time source is NTP, 13:14:46.820 CET Mon Jul 10 2017

CA Certificate (Rollover)
Status: Available
Certificate Serial Number (hex): 03
Certificate Usage: Signature
Issuer:
cn=RootCA
ou=TAC
o=Cisco
Subject:
Name: RootCA
cn=RootCA
ou=TAC
o=Cisco
Validity Date:
start date: 13:14:16 CET Oct 8 2017
end date: 13:14:16 CET Oct 8 2019
Associated Trustpoints: ROOTCA

CA Certificate
Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:
cn=RootCA
ou=TAC
o=Cisco
Subject:
cn=RootCA
ou=TAC
o=Cisco
Validity Date:
start date: 13:14:16 CET Oct 9 2015
end date: 13:14:16 CET Oct 8 2017
Associated Trustpoints: ROOTCA
Storage: nvram:RootCA#1CA.cer

Root-CA# show crypto pki server

Certificate Server ROOTCA:

Status: enabled

State: enabled

Server's configuration is locked (enter "shut" to unlock it)
Issuer name: CN=RootCA,OU=TAC,O=Cisco

CA cert fingerprint: CC748544 AQAB7832 935D8CD0O 214A152E
Granting mode is: manual



Last certificate issued serial number (hex): 6

CA certificate expiration timer: 13:14:16 CET Oct 8 2017

CRL NextUpdate timer: 19:11:54 CET Jul 10 2017

Current primary storage dir: unix:/iosca-root/
Database Level: Complete - all issued certs written as
Rollover status: available for rollover

Rollover CA certificate fingerprint: 031904DC F4FADIFD
Rollover CA certificate expiration time: 13:14:16 CET

Auto-Rollover configured, overlap period 90 days

Root-CA# show run | section chain ROOTCA

crypto pki certificate chain ROOTCA

certificate ca rollover 03

30820237 308201A0 A0030201 02020103 300D0609 2A864886
2F310E30 0C060355 040A1305 43697363 6F310C30 0A060355
OF300D06 03550403 1306526F 6F744341 301E170D 31373130
5A170D31 39313030 38313231 3431365A 302F310E 300C0603
636F310C 300A0603 55040B13 03544143 310F300D 06035504
4130819F 300D0609 2A864886 F70D0101 01050003 818D0030
52687F11 2BC92635 41BB4029 399C66D2 708D3EAC EDAF63AA
381818EA 4393C17C Al1C4917F 43C9199C 9EF9FO9CO 59FDE11D
CEA80DOC EE2378F2 3B6ACSFC 3B4A7A01 20D391BE 8FA9AFD2
3CEOE58D 9323AA0E D2A5B1C1l 40122E6E 3D98A7D9 74E23639
010001A3 63306130 OF060355 1D130101 FF040530 030101FF
01FF0404 03020186 301F0603 551D2304 18301680 1419FCA4
93CCF6B3 E14F8355 31301D06 03551DOE 04160414 19FCA4DD
CCF6B3E1 4F835531 300D0609 2A864886 F70D0101 04050003
2398D765 BE4ACA4ACOA ODOF16C0O 82530D85 99933BDC 8388C46D
93AAB497 FC876F6A E951C138 F5D652AE COC25E2A FDD80BAA
5544F30F 33C59E22 1994A8D3 AADC1287 BD15A104 55CB5DC3
5054EA21 99CCE4F3 40B471FE DEB4BB38 AC3ACD48 4CDDCBC9

quit

certificate ca 01

30820237 308201A0 A0030201 02020101 300D0609 2A864886
2F310E30 0C060355 040A1305 43697363 6F310C30 0A060355
OF300D06 03550403 1306526F 6F744341 301E170D 31353130
5A170D31 37313030 38313231 3431365A 302F310E 300C0603
636F310C 300A0603 55040B13 03544143 310F300D 06035504
4130819F 300D0609 2A864886 F70D0101 01050003 818D0030
27360CF0 0613B259 CE7BB815 8DE6BC8A A48A763F 7350CE64
36F751D8 1070CEA8 C8B0023B 4BOFBO9A5 38A1C118 D35530D4
3148B0CO 53A781D0 C786DEE9 DECCA58C 18B5804B 29911D1D
3A1EQOF8D D91DE228 B995AC3C 1087C1l32 FC759563 38258727
010001A3 63306130 OF060355 1D130101 FF040530 030101FF
01FF0404 03020186 301F0603 551D2304 18301680 148D421A
1B2C7E41 C73428AC 9A301D06 03551DOE 04160414 8D421ABE
2C7E41C7 3428AC9A 300D0609 2A864886 F70D0101 04050003
DA6C14B0 533E746D 8DA743AF 06BE4088 913BFI9BC A94576FA
0D244144 473C67AD 24414A20 84E9B083 D1720766 0A698C29
95CDECF2 29662362 866CDC91 730ADBB3 BDBBDC3C EA5301BO0
6B5C2D6A 661A4FED CDA32DE5 D6C2CE7A 544086DC F957A87C

quit

<gerialnum>.cer

8A866373

C63CE20F

Oct 8 2019

F70D0101
040B1303
30383132
55040A13
03130652
81890281
509FB340
A9C79918
12E05A28
0270A89C
300E0603
DDE84233
E84233F7
81810065
926145D8
C6BD5A78
49A9401A
9829D3

F70D0101
040B1303
30393132
55040A13
03130652
81890281
BO71AC5D
6DC4B4DC
5776B3EC
F61A1F08
300E0603
BED6DCAD
D6DCADBS8
8181008C
BC86EFDL
115482Cé6
150658E7
2CO07FF

04050030
54414331
31343136
05436973
6F6F7443
8100BF2A
E838C8AC
2643736F
64661023
E3BF0203
551D0F01
F79C066F
9C066F93
AC780BB4
BOBA275A
E439158F
8DB3940A

04050030
54414331
31343136
05436973
6F6F7443
8100B0O71
93ED59C9
143BD1D2
3F42D38C
18830203
551D0F01
B8CFE4B4
CFE4B41B
3495278E
1DFE6BSF
2FB57E86
AF722BD7



show crypto pki certificate

- 90 | CSSHADOW CERT GENERATION =0 | | CA Certificate

start date: t,....:

end date : t,4 |
T | A show crypto key mypubkey rsa
P | Rollover key-pair | Kaypeis nans - Nooma ‘
tena~90 | generated — ROOTCA# | Keypai name - moOTCA# |

,u show crypto pki certificate
i CA Certificate (Rollover)
Rollover CA certificate start date: t' .
tend ~90 d end date : t' 4
generate CA Certificate
] start date: t,...
u end date : t_ 4
e show crypto pki certificate
' Rollover CA ce rtlflca.te Ch Phitirloith
end and Rollover key-pair start date: t',...
¢ become Active, replacing Snd date | Fan
start

their counterparts

' CS SHADOW CERT GENERATION =X

show crypto key mypubkey rsa
Keypair name - ROOTCA

PKIBR S 88 F3 ER

I0S PKIBRS 22 XIFCAIE B FaRFER , IEER AT MURRI M AR CALEPWEKR , MERE
PKIBRSFRER TEE BRI EH, BABUKEBAZ RS , TIREBITRIFHKIBENCARS
FENERLERI R SR, PKIFFIRTAECATESR , MAB/ERCALES. FSHPKIRSHER L
&P s SHADOWR YERY AR B 14

£ AEER 5 a5 o ARLR F 2R3N EH -

crypto pki server <Server-name> rollover

B | ATBABUMRR CATEH AT 5 £ AATES , 8 BIR R 224 P~ SR 1o T BT A THRAE -

crypto pki server <Server-name> rollover cancel

XFHBRE RrsaZ AN M2 RCAILEH, BUAEXHEM , B
- —BCAERERIES , SANEFIHAUTHERCALERUREAE2RCAEFEENEREF iR
11
- ELH R, MRBUERER , N AT FEEFNEME K.

PKIZE ik B 3h 449
EFBTREALT — SHTKT



PKIBRSS 28 L MY IOSHA A TR M7 & 45 5 2 1% BV IDIE 5 B9 ZI 2 v (8] A 8853 CAIE B B ZI 2 6t ] .
EPKIZEFin L |, ELRHEYIREZH , IOSHLEZER LTI :

- BEB LA B H At E]

. 9% % (CA)EP B9 B 2 at i)
MR ESGIEPHREBESCALEPNEHRBERE |, IOSFHIITRE BN IRE,

MR EAMNEFWE R E ECALE BRI REMEE , IOSHMITR FERARE,

RENEW — BRHER B EP &Y

ETATR |, W3R & MEBE EIHE B SCALE BRI Mt B ARG , BMENUA H BYUE$ Al K & 5 5 40E
PHEIT Z el BIHIM F LS |, 10S PKIZFmRITRIENZITRHE.

—BZRRTHHILES , IOSHLITEREFERMRENEWITEER , MTRFR

:;;;;“r;'lm'f'“"' AEREWAL ‘ ID Certificate Validity Expiry time | < | CA Certificate Validity Expiry time

‘auto~enrollvaluein% ‘ - ‘R%

‘ ID Certificate Lifetime | = ID Certificate Validity Start time | == ‘ ID Certificate Validity Expiry time

| Absolute Renew timer

‘_ == | ID Certificate Lifetime =~ 3§ | R%

Time elapsed

&=  Current Authoritative Time = == | ID Certificate Validity Start time

At any given time

= - I

Current-Authoritative-TimeZk T~ RGBT 0 A2 LEAL PR IR B R BT [B) R ( SR IZ BN B AT [BR S0 5
) MBRRENENENR , PKITR BT 2B . Hit , T TEY%%E,

HRENEWITHIZREHIRY , 2 RENUTEH -

- WIREE Tregenerate , MIOSERBEZEHAXN[RHI : auto-enroll 80 regenerate], MRFE
WMERKIOS |, HEMFEAHIEINRSAELHAN,

- IOSBIEPKCS-10BRAWIEHIER , ARFEMBIPKCS-7EH+T. LEHEIE
Recipientinfo , ZE =M ACANEBEMAFS S, HWPKCS7EH XITEBHNPKCS-7EEH
. EVHREMEBE , IOSERABEZIBIUEBIBUHEE., EEENEM (BNEFEM ) +



, IOSEREH FRIEHLEBHE . PKCSTEBRBPIERALZRILS , ELRIEPHSMIE
Po

e :: FERNGRY
ENCRYPT
3

PKCS#7 PKCS#7
EnvelopedData SignedData

PKCS#7
EnvelopedData

Client’s Signing
Certificate

Random
Symmetric Key |

Base64 Encoded

<

Recipient’'s
Public Key

URL Encoded

=

Added as message in
HTTP URI and sent
to the recipient

BXRUEBIESEHONFMAEE , FSHSCEPELR NS

A A FEAE B RRecipientinfo , ER X HCANEZBEMAFSYIS |, SkCAR LR T
NEZEXN# 24, PKCS7TEEHPHCSREA XN HRZEAB 1T INE,

L NZRI N R AR ERCAE A EFARE | XN HEAM T HEE RCSRIIPKCSTEH,

- RJE , BAPKCS7# R IT 2/ AL P X & R (CSR)FFLLSCEPH B B PKCSReqMSCEPZ#E
PKlOperation£ 3% E|CA,

- INRCAELER , IOSFHEIERENEWITATES. MILAETE , BLIT SR , B2 A XFHIT
FHEIT(BEZEEPKIZEPRFHEITHS)

- NRCAFSCEPIRB L ENER |, NPKIFFiw EWIOSH B3I M0 =10 0 FF 1R RIPOLLIT RS
8%, BXPOLLItAEFZIHART , I0SELEII PKIOperationig #E % % GetCertlnitial SCEPH &
U E—AMPOLLITATESZIHART |, 2R GetCertlnitiali&i B LLSCEP PendingiRASIEAL |, IS EIEE
ENE—NPOLLITR B ERARIZE RN 104 , BE=ZMPOLLITHREXEREER294 , B
INERT , B=XRPOLLITR B ERERA40H , SEFETRNIXER |, EFMACAILE
B,

AUEAATAREBREITHMNE—XREREH :

crypto pki trustpoint <TP>


http://www.cisco.com/c/zh_cn/support/docs/security-vpn/public-key-infrastructure-pki/116167-technote-scep-00.html#anc5

enrollment retry count <total retry count>
enrollment retry period <first retry period in minutes>
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