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PC
171.68.109.158

Cisco B F A TACACS+ FREZ B RER SRR EIRIFE, TACACS+ REFHIIE, BN
1Bk RS, EREHMCEE, MUHSENMEFRNZE2RIEE,

AL ER eSS A TACACS+ 5 RADIUS RS EEX AP #ITE BRI,
AE: RIFZHHR , ANXLEGTSRERT T
ERASRLE  NTFEHTEABEHRIEMNAF, , BEE— username,

username test password test

vty 1T L1F7E login local 2§ BEALAF S,

line vty 0 4
login local

MREREERAF X access-enable 59 , WA UBMITUTHEAMREZ— :
- ETFSMNAP BN S H PR TXRE,

username test autocommand access-enable host
timeout 10

/)
- BHEIFFEZERXNAF EEHEREREN,

line vty 0 4
login local
autocommand access-enable host timeout 10

AE EETHN10Z G FROZREN, EFHEDSHRIIRFNVESENBE

ENEAF (EAAF ) 2RI AEEFH X H access-enable PR B ANT BiFRISIR, TiE
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access-list 120 dynamic testlist timeout 15 permit ip any any
EMEILRESZEEREHSE (UETTAFRZESREHBAENITOD ) 2ANWFIEIIEEME
MipE SR, LAY IP a2 EE BRI SAAR IP ik,

access-list 120 permit tcp any host 171.68.117.189 eq telnet

KELAE - deny all BA ( FHEMLE|A ) o
FripRiRNATFRAAEANED,

interface ethernetl
ip access-group 120 in

LETRETERE,
XRIZIERYBERBRLZTNRE -

Router#show access-lists
Extended IP access list 120
10 Dynamic testlist permit ip any any log
20 permit tcp any host 171.68.117.189 eqg telnet (68 matches)

FEEHNEMENAFETRE RERERZ , EFIEARR,
AR AR 10 BRISFIRNEREN . ERENSTEIIRPNVEN ENEER,

%telnet 2514A

Trying 171.68.117.189 ...
Connected to 2514A.network.com.
Escape character is '"]'

User Access Verification

Username: test
Password: test

Connection closed by foreign host.

TR TR Ro

Router#show access-lists
Extended IP access list 120
10 Dynamic testlist permit ip any any log
permit ip host 171.68.109.158 any log (time left 394)
20 permit tcp any host 171.68.117.189 eqg telnet (68 matches)

ETRIP #ut |, SRBFPBE-—NMATUHAFNT O, SEMBARTIRRER , EXBIH T O,

Router#show ip access-lists 120
Extended IP access list 120
10 Dynamic testlist permit ip any any log
permit ip host 171.68.109.64 any log



permit ip host 171.68.109.158 any log
20 permit tcp any host 171.68.117.189 eq telnet (288 matches)
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aaa new-model

!

!

aaa authentication login default group tacacs+ local
aaa authorization exec default group tacacs+
tacacs-server host 10.48.66.53 key ciscol23
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£ NAS EFERLLT debug R TACACS+ (&) @it 1T H EHERR

AEXE : £FEAdebugis T2 Hl , EZ R B XRDebugi PHEEFE L,

. debug tacacs authentication — & RE>% TACACS+ B RITEBRNEE . [NEE LR

R, MRAREM , FNEEA debug tacacs.

- debug tacacs authorization — & R % TACACS+ BARITEBNFER. VEFLEHRAIA

iR, MRAKREM , HNEEA debug tacacs.

- debug tacacs events — £ "KEH TACACS+ BEIRFHBNER. NEXLERFRAFIRME

o FRARERRME , EMXEA debug tacacs.
ERUTEHX AAA (B 1T EFEHERR

. debug aaa authentication — & R x AAA/TACACS+ FARIEMNER.
- debug aaa authorization - £ "B x AAA/TACACS+ BIHEL..

AL BRI debug B HER T ACS TACACS+ IRE 28 LM A Th B I IE BT,

Router#show debug

General 0S:
TACACS+ events debugging is on
TACACS+ authentication debugging is on
TACACS+ authorization debugging is on
AAA Authentication debugging is on
AAA Authorization debugging is on

Router#

AAA/BIND(00000009): Bind i/f
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AAA/AUTHEN/LOGIN (00000009): Pick method list 'default'
TPLUS: Queuing AAA Authentication request 9 for processing
TPLUS: processing authentication start request id 9

TPLUS: Authentication start packet created for 9()

TPLUS: Using server 10.48.66.53

TPLUS (00000009) /0/NB_WAIT/82A2E088: Started 5 sec timeout
TPLUS (00000009) /0/NB_WAIT: socket event 2

TPLUS (00000009) /0/NB_WAIT: wrote entire 36 bytes request
TPLUS(00000009) /0/READ: socket event 1

TPLUS(00000009) /0/READ: Would block while reading
TPLUS(00000009) /0/READ: socket event 1

TPLUS (00000009) /0/READ: read entire 12 header bytes
(expect 16 bytes data)
TPLUS(00000009) /0/READ: socket event 1
TPLUS (00000009) /0/READ: read entire 28 bytes response
TPLUS (00000009) /0/82A2E088: Processing the reply packet
TPLUS: Received authen response status GET _USER (7)
TPLUS: Queuing AAA Authentication request 9 for processing
TPLUS: processing authentication continue request id 9
TPLUS: Authentication continue packet generated for 9
TPLUS (00000009) /0/WRITE/8347F3FC: Started 5 sec timeout
TPLUS (00000009) /0/WRITE: wrote entire 22 bytes request
TPLUS(00000009) /0/READ: socket event 1
TPLUS (00000009) /0/READ: read entire 12 header bytes
(expect 16 bytes data)
TPLUS(00000009) /0/READ: socket event 1
TPLUS (00000009) /0/READ: read entire 28 bytes response
TPLUS (00000009) /0/8347F3FC: Processing the reply packet
TPLUS: Received authen response status GET_PASSWORD (8)
TPLUS: Queuing AAA Authentication request 9 for processing
TPLUS: processing authentication continue request id 9
TPLUS: Authentication continue packet generated for 9
TPLUS (00000009) /0/WRITE/8347EE4C: Started 5 sec timeout
TPLUS(00000009) /0/WRITE: wrote entire 25 bytes request
TPLUS(00000009) /0/READ: socket event 1
TPLUS (00000009) /0/READ: read entire 12 header bytes
(expect 6 bytes data)
TPLUS(00000009) /0/READ: socket event 1
TPLUS(00000009) /0/READ: read entire 18 bytes response
TPLUS (00000009) /0/8347EEAC: Processing the reply packet
TPLUS: Received authen response status PASS (2)
AAA/AUTHOR (0x9): Pick method list 'default’
TPLUS: Queuing AAA Authorization request 9 for processing
TPLUS: processing authorization request id 9
TPLUS: Protocol set to None ..... Skipping
TPLUS: Sending AV service=shell
TPLUS: Sending AV cmd
TPLUS: Authorization request created for 9(tne-1)
TPLUS: using previously set server 10.48.66.53
from group tacacs+
TPLUS (00000009) /0/NB_WAIT/8347F508: Started 5 sec timeout
TPLUS (00000009) /0/NB_WAIT: socket event 2
TPLUS (00000009) /0/NB_WAIT: wrote entire 60 bytes request
TPLUS(00000009) /0/READ: socket event 1
TPLUS(00000009) /0/READ: Would block while reading
TPLUS(00000009) /0/READ: socket event 1
TPLUS (00000009) /0/READ: read entire 12 header bytes
(expect 44 bytes data)
TPLUS(00000009) /0/READ: socket event 1
TPLUS (00000009) /0/READ: read entire 56 bytes response
TPLUS (00000009) /0/8347F508: Processing the reply packet
TPLUS: Processed AV autocmd=access-enable host timeout 10
TPLUS: received authorization response for 9: PASS
AAA/AUTHOR/EXEC (00000009) : processing AV cmd=



AAA/AUTHOR/EXEC (00000009) : processing AV
autocmd=access-enable host timeout 10
AAA/AUTHOR/EXEC (00000009) : Authorization successful

£/ RADIUS

Bl E RADIUS

AT A RADIUS |, A} RADIUS BRS-25ELE 158 #H17E RADIUS BRSE5 E#H1TH BRI , HEM
NEEEBRM 26 PR TRERNSEH (BzIHS ) , TR :

aaa new-model

!

!

aaa authentication login default group radius local

aaa authorization exec default group radius local

radius-server host 10.48.66.53 auth-port 1645
acct-port 1646 key ciscol23

SR TS EELE Cisco Secure ACS for Windows g & RADIUS :

1. T FFWebiil 52 25 H 5 AACSHRSS 28R tb it , #&3X R http://<IP_address or DNS_name>:2002,
( AnBIEFAERIARO2002, ) AEERGHER.

2. # 5 Network Configuration. 27 Add Entry A8 —/N3& NAS WNEREH. HiZAH

AB¥ , ReE & Submit,

S R
fe (2 ew Fpote Sk
Eh 3 00 e e e g T d S
ldh'a-i._'--: i e E 4':'!3
bt Network Configuration
= |
e New Network Device Group |+ Netwerk Dievice Grong Name
Bl =
I _ —
T | Do
o |y T e Network Dirvice Gromp N
'ﬁ;mn |
:; - E | Tl K Ty Crongs TET
—— B ] ik | T 34 e Moo Tiemre (Grongp (MIOT, iype
E i :E o ot e :'1':.'.!.':'. . 55 B Hidhazl
—— . . {RELE T 2 ol oy combmaibon o mbeit
nkisha i ey, o spmbobi. Fon oo sies s wivs i
.\_I.H'-‘*IH ? | Ot . o EE i
— fip prap
P
I,“lfr‘" I Note: W axnend it AT T
!-&:’ll-w“- LA T
| o | gk e Tog)
& 1 £ Lecal it

3. #15 Add Entry BUF N AAA 8% (NAS).



Bt e fecararr A% - Mcrzsclt InErined fapharrs provaied by Cone S, b N =} |
£ st i i R e e
- B e B J -G
_auul&',]wmmmm et
Liaes Srinen mrt [:u.“m[]“
i, + Nstwurk Devics Grosga
|E1= i » Adding & Netwerk Dovier Grosg
Yeq My NAS AAA Chents i 4 + Renasing 3 Werwork Device Gresp
R o - - v Deleting a Weewark Devics Greap
— AAA Clivse A CEeat TP m&l_ﬂtlil'! i M‘iﬁ!‘l.m}lm
Z‘ill-rD-tl"n-ld ol Mﬁjﬂ
% - Filiting 3 AAA Chent
v Deletieg o AAA CHert
b e
v Adding & AAA Server
|§W » Editing s AAA Servar
g ; ' v Deleting s A4 Seryer
7 9q My NAS AAA Servers o " e
AdAServer | AAA Berver [P AAA Server » Adding & Proow Distribation Table Entry
S| v wiw Ui | et
|§j"‘" Home Defined 2+ Deleeing s Proxy Distribusien Tabls Esery
| SRR T] RN SH ]
e e

4. WAENR, IP it IR AT AAA BRS 285 NAS 2 RIRBEHTMBNZR, 45T

RADIUS (Cisco IOS/PI ﬂsﬂgaﬁsﬁﬁﬁio m:ﬁJZ): ia Subm|t+Restart;ﬁ)ﬁFﬁm9§

iwiﬂ“:‘l‘"—'-m'rﬁﬂﬂr 3‘;“.““:

ten Srerine — Metwork [:nnﬁgummn

- —
A.d.d _,-!L-fLﬁ. CIi’EI’It o Ak Chient Hostname

v AAA Client [P Address

| Es
BN Chert P * Ry
- Futwork Devics
_‘ l‘-“ Hops L » N : ﬂr!
T = v Aethesticats Uvng
e AA G [P1-8.07088 + Single Connet TACACS+ AAA Cliene
. Aildeesa | » Log pdee'Weichdeg Peek et froms chin A4

ey ni &l « Log RADIUE Teenelng Packets frem this A

Herwork Dewce (s - -%ﬁirmﬁhﬂunﬁrlmriﬂ

i T ]
o . 4 e
T || At Vs -

:-n.g# Comppel TACACS+ ARA Chest (Reveed

Client Hesmaume
Im- n._-|;. n actoiming on ki) ARA B
Y = Log UpdateWachdup Packets from thae ALK The AAM Chers Hostname 15 the e arngned
= Chegt b the AAA et
5} 3]
3 T T T S
o

5. B User Setup , AR/ ID , A% & Add/Edit.



T

& Pl iora (il et bt ent peiireiched ey L i Sralmiin, Rt

bk e D Do et Boeds 3 e Bid - d

et

Eizen Srerime

User Setup

Taer. st

e ]

Lzt wiers bogmmmngp with Ir:rlqu:J:'!r
AEL R E B I i PELN

DUner Setup aad Fatersal §ley Dstabaces
Freding & Speetic User in the Civcafeeare Uier
Tharabase

o Aading m User to the CiscaSeome Ueer Database

Listing Urrrnames that Hegin with a Particylar
Charartes
Liszizeg A Vieraames in the CricoSeomre Uier
Dratahage

¢ Changing a Veemame in the Cizreferure Uger
Datshany

oo mebere Cco Seowe AT Can meheniiats wiers

Mhper Setup erotles you by ponfiguee sdmdead
urar pfvrmaion, add wmers, wd delets wers mte
Safabare

User Setup aad Exersal User Databases

..:J_

6. EERATHNAFHTEHRIENKIERE. (ZEWRAF , AP Ntest”,

FHF ACS MR EEIE

Jﬁmi:%fﬁ?mﬁ o ﬁi)\ﬁ)*‘&ﬁ% #Eﬁu =, _
. =] e ik “|
Eigen Srerm [fggr Sﬂtlﬂ
User Setup i it} e B
Parerord Jugkerhrshos “j » Aeporms Disebled
| CiscoSatms Databese | + Deleting a Usernanse .U“H'I;I“M
: CincoSecure PAP (Also ssed for CHAPIMS- » Happleeatary Lues [y
e p . ss
@ CHAPIARAR, fihe Separate eid in not s Basrwerd Mm ! ,
checkeed ) # 1a what h the mier b i
wt Famwsed === » Cliomt TP Address Assigmment |
Coefem s Advanced Settings |
el — * Pirtwprk Accecs Fedrictisns i
] P i . & Moy Secpimme |
Eandupratia. 7 Sepuate (CHAFMSCHAFARAF SMREN |
Lo . : + Usinge Grustas
@Ee S
Copfrm | 4 Dowsloadabls ACLy
E'm Farpword o fubvamred TACACE Seiti
''''' TWhen & 1odes serrer i nged for prbennic agnion, + TACACS+ Enable Contral
i s || ik
v roboen caed ey adowey TRAR mpvesms g ’ = Sl e L
B al | s TACACSE Bhell Copmsand Authomrassa I
= bl | Comcnl » Cammead Autharieasies les Motk Devies I_'jl
@M& Elﬁ#“ s

7. EFNAFSEINAG , REED Use group setting, & &“Submit”,



Dl [ Swa Fgotm T e

wied - = - G o | Bsora (oo @es | B &

wuhﬂmnn.tm é P |Ll'lu=""

Eita Sicreni "ﬂ'Sﬂ'll'
sy e (AP s e s | =) -
tetom cmed vaee allews THAF aobbwmbicrticn.

|| = Thin 3 e rinkhy Teaefi] e bekemn, rarhving i ! Dhagiad

L Eviny m::_# i .

i | J » Dolotieg o W ows

= » Beswiowsmiary U Fube

i B G o whch e o is acged: » P Swthomiiestion
I - v Cirrop tn whirk tho maor e aoeigrod

8 ~ Callewk

= _—

el 2 v dulvasrad Sotiinge

o TTaz greun ietting:

g =
i

€ Mo eatiark aloored . lf“mn
ﬂh‘:‘:f"" e Caltack wong o Dby » dreamst Thaohla
» Doemlowkeide ACTE
Eicteral . . r
ﬁ-luﬂ-nu' ¢ Dishyp chiant sparilee catbark: ipokar -MI ACS TACACT
| M ' T Wndowe Disbasr calkack. 1nting :—IHE!E!EIIII
ﬂlm J et TR A.rldrw: Aarommemt | _Flj ] mﬁnﬂﬂm.nﬂ.m.m
I Subni | Cenod | - 7 Y - I;Iﬂ
& [ it A
.ﬂo i'ﬁfﬁ Edit Settings.
o i 2
Pl e Bees Fgenied  Gook  ep -
sadac - = - ] O Dysewsh e Preds J e ab - 4
e LT _ - ______ _—
Eined Sririmi ‘Emup SE‘WP ]
|
i . Drf.u.l]l( i
. - P T 5 'I:rlll.l.n Ha 1))
= » Edit Sevings
o Fensses (rraap
ki
Dielault Groep
? Bk viHalg |
=

9. @ TRz 2l Cisco IOS/PIX RADIUS Attributes #%. &5 cisco-av-pair FTXI B EIHE, #ATE
3 PR Ih# T 5 /BRI ERITH shell 8. (4/=HI4E Ashell:autocmd=access-enable
host timeout 10, ) & & Submit+ Restart.



Frew atrrowrr A - Mireot il Bk provated by Cce Sriboo, Inc. _‘lﬂﬂ
Akdees ] o (T RS e B it
Liaea Erarim Em 5911‘] %
ALoes Fesnchand l
Wjws
== Cieen IORTTN RADIUS Atributes ¥ * Lyoup oot
|I E Ih- i & Woice-aver-IF (YalP] Sujpart
L B [0 1] cipcomamapan « Defanlt Time-of:[hay Accers Settings
RE=] [ g
= he..:_ T a I - “.l i e
“ h:;-t ;!Lﬂﬁﬁﬁu usble 2l + Netwark Access Bostrictions
1IEM' el l v Blwe Soqsissg
¢ Uiige (haotas
P . » Embls Owthons
o v 1o . . L et
: i PESUL0T] cpco-h3 Screde-ameunt « Jebotm Lard Settamgy
| w Paswwnrd Aging Kules
=&« IF Avcigament
- I » TACACS+ Settings
R .. » TACACEH Shell Command Aeeherization
Deluirery . '-[r'l?" rl"'i e B AL e s + Lomesand Aathorsrabsn Tar "'ulhmrh Deisin
Blapagement Applications
s TACACS+ Uinknowm Services
= + IETF BADIUS Attribuies
= o BLADTIS Vesdar Speviflic Arribete: ] r',']
L3
Hﬂ..; 5 _m..irﬁﬂ. et

RADIUS #FEHERR

£ NAS EfEFALT debug i3 RADIUS [ #5317 8 FEHERR

X : EFFHdebugii T 2HI

. debug radius -& R~ B 5RADIUSHE X,
FAUTHSEN AAA BB T EHER

BESRAEXDebugi PHEEEFE L,

- debug aaa authentication — & RHEx AAAITACACS+ B RIENE LS.
- debug aaa authorization - £ RHE>x AAA/TACACS+ BRHEL.
BE&b B 7RI debug #iH &R T RADIUS EEBHI ACS LHI R Ih & A IIE MBI R,

Router#show debug

General 0S:
AAA Authentication debugging is on
AAA Authorization debugging is on

Radius protocol debugging is on
Radius packet protocol debugging is on

Router#
AAA/BIND(00000003): Bind i/f
AAA/AUTHEN/LOGIN (00000003): Pick method list 'default’

"Username: "

GET_USER
"Password: "
GET_PASSWORD

RADIUS/ENCODE (00000003) : ask
RADIUS/ENCODE (00000003) :
RADIUS/ENCODE (00000003) :
RADIUS/ENCODE (00000003) :
RADIUS: AAA Unsupported
RADIUS: 74 74 79

RADIUS (00000003) :

send packet;
ask
send packet;
[152] 5
[tty]

Storing nasport 66 in rad_db
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RADIUS/ENCODE (00000003) : dropping service type,
"radius-server attribute 6 on-for-login-auth" is off

RADIUS(00000003): Config NAS IP: 0.0.0.0

RADIUS/ENCODE (00000003) : acct_session_id: 1

RADIUS (00000003) : sending

RADIUS/ENCODE: Best Local IP-Address 172.18.124.1
for Radius-Server 10.48.66.53

RADIUS (00000003) : Send Access-Request to 10.48.66.53:1645
id 21645/1, len 77

RADIUS: authenticator 5A 95 1F EA A7 94 99 E5 -
BE B5 07 BD E9 05 5B 5D

RADIUS: User-Name [1] 7 "test"

RADIUS: User-Password [2] 18 =*

RADIUS: NAS-Port [5] 6 66

RADIUS: NAS-Port-Type [61] 6 Virtual [5]
RADIUS: Calling-Station-Id [31] 14 "171.68.109.158"
RADIUS: NAS-IP-Address [4] 6 171.68.117.189

RADIUS: Received from id 21645/1 10.48.66.53:1645,
Access-Accept, len 93

RADIUS: authenticator 7C 14 7D CB 33 19 97 19 -
68 4B C3 FC 25 21 47 CD

RADIUS: Vendor, Cisco [26] 51

RADIUS: Cisco AVpair [1] 45
"shell:autocmd=access-enable host timeout 10"

RADIUS: Class [25] 22

RADIUS: 43 49 53 43 4F 41 43 53 3A 61 63 31 32 37 63 30
[CISCOACS:acl27c0]

RADIUS: 31 2F 36 36 [1/66]

RADIUS(00000003): Received from id 21645/1

AAA/AUTHOR/EXEC (00000003) : processing AV
autocmd=access-enable host timeout 10

AAA/AUTHOR/EXEC (00000003) : Authorization successful

HXER

Cisco I10S #ifIR{A=R S

. TACACS/TACACS+X & H

. 10S X #H i) TACACS+

- RADIUS & H

. #REME (RFC)

- BARFZEHRH - Cisco Systems
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