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Current configuration : 1608 bytes

!

version 12.1

no service single-slot-reload-enable
service timestamps debug uptime
service timestamps log uptime

no service password-encryption

!

hostname cisco_endpoint

1

logging rate-limit console 10 except errors
1
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ip subnet-zero

!

no ip finger

1

ip audit notify log

ip audit po max-events 100

1

!--- Internet Key Exchange (IKE) configuration crypto
isakmp policy 1

authentication pre-share

crypto isakmp key ciscorules address 172.18.124.157
1

!--- IPsec configuration crypto ipsec transform-set
rtpset esp-des esp-sha-hmac

1

crypto map rtp 1 ipsec-isakmp

set peer 172.18.124.157

set transform-set rtpset

match address 115

!

call rsvp-sync

cns event-service server

!

controller T1 1/0

!

controller T1 1/1

!

interface Ethernet0/0

ip address 172.18.124.35 255.255.255.240

ip nat outside

no ip mroute-cache

half-duplex

crypto map rtp

1

interface Ethernet0/1

ip address 192.168.1.1 255.255.255.0

ip nat inside

half-duplex

!

interface FastEthernetl/0

no ip address

shutdown

duplex auto

speed auto

!

ip kerberos source-interface any

ip nat pool INTERNET 172.18.124.36 172.18.124.36 netmask
255.255.255.240

ip nat inside source route-map nonat pool INTERNET
ip classless

ip route 0.0.0.0 0.0.0.0 172.18.124.34

no ip http server

1

access-list 101 deny ip 192.168.1.0 0.0.0.255 10.32.50.0
0.0.0.255

access-list 101 permit ip 192.168.1.0 0.0.0.255 any
access-list 115 permit ip 192.168.1.0 0.0.0.255
10.32.50.0 0.0.0.255

access-list 115 deny ip 192.168.1.0 0.0.0.255 any
route-map nonat permit 10

match ip address 101

1

dial-peer cor custom
1




line con 0

transport input none
line aux 0

line vty 0 4

login
énd
Checkpoint B X 3k B i

SERRIA T EZ R ELELE Checkpoint Bh A1,

1. BT EENREZEH IKE # IPSec BUINERFNEZTERE , EtiEi%EE Properties >
Encryption A} Checkpoint £ 8% & & Cisco RIARE—3H. Cisco BRiA IKE £FAT
[ 86400 ¥ ( Bl 1440 740 ) , B T anS# 1T15K : crypto isakmp policy #lifetime
#TABELERY Cisco IKE £ 126F 1B ISEE 7 60-86400 ¥, Cisco BRIA IPSec A ZAtEI A 3600 B

, AI@3 crypto ipsec security-association lifetime seconds # SR # T ®. TWEEHK Cisco

IPSec £ FETHAYSEE N 120-86400 ¥,

Properties Setup
High&vailabilty | IPPoolNAT | Access Lists Desktop Security
Security Policy ] Traffiz Control ] Services ] Log and Alert ] Security Servers
Authentication ] SY'MDefender ] LDAF Encryption ConnectContral
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[ Enable Ezportable SEIP _
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ar
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l
l
|

- WiordPad

| ﬁ Command Prompt

|57 RTPCPYPN - Check __

2. %£$# Manage > Network objects > New ( 2% Edit ) > Network , J3 Checkpoint /& EI#I P ZBM



&% ( R “cpinside” ) BLEIR. XK 5 Cisco access-list 115 permit ip 192.168.1.0 0.0.0.255
10.32.50.0 0.0.0.255 T HHI B4R (=1 ) ME—B. E“Location” Ti£#% Internal,

Metwork Properties

General l MAT ]

P Address: [103250.0 Get address |

Met Mask: |255.255.255.0

Lomment: | Color: | ] v|

Location: Broadcast:
+ |ntemal T External o+ Alowed U Dizallowed
aFk. Cancel Help

3. #£$% Manage > Network objects > Edit LA 4%## set peer 172.18.124.157 @5+ Cisco BEH %
Fr#EE 8 RTPCPVPN Checkpoint ( Fi3< ) I RN R, 1E£“Location” %% Internale X4 F
“Type” , 1%£iF Gateway, FELERMWERT , EFEVPN-1 & FireWall-1 &% , HiEE
Management Station & i£4E



Workstation Properties |

General | Interfaces | SNMP | NAT | Certiicates | wPN | authe 4| »]

Mame: RTPCPVFM
IP &ddress: |172.18.124.157 Get addrezs
Carnment: Firewalled gateway to internet
— Locatior: Type:
¥ |nternal © External ’7 " Host % Gateway
— Modules Inztalled
W WPM-1 & Firgiadall-1 Vergion: |41 ¥ Get
[ Flood(z ate-1 versmr 141 [
I | Cormpression teramm 141 |~

¥ Management Station Color: I- vI

aFk. I Cancel Help

4. #%4% Manage > Network objects > New > Network , 3 Cisco MRHEREHEN AL ( R
“inside_cisco” ) BN R, X5 Cisco access-list 115 permit ip 192.168.1.0 0.0.0.255
10.32.50.0 0.0.0.255 =R ( E—1 ) MK —;, £“Location” Fi&#F Externalo



Metwork Properties |

General | MAT |

HEIITIE.': inzide cizco

IP Address: [192.168.1.0 Gt address |

Met Mask: |£05.250.205.0

Comment: Color: I ] vI

|' Lacation: |' Broadcast:

" Intemnal & Extemnal v Allowed O Dizallowed

Ok, I Cancel Help

5. i%4% Manage > Network objects > New > Workstation LURIN#&B Cisco BfEHBER < ( FiA
“cisco_endpoint” ) X &R, X2 A crypto map name HH Cisco M, f“Location”
1%£$E Externalo X T “Type” , 1£1F Gateway, F ¥ : 5 7% FVPN-1/FireWall-1831%4E



Workstation Properties |

General | Interfaces | SNMP | NAT | WPN |

M ame:
IP &ddress: |172.18.124.55 Get addrezs
Cornrment;
— Locatior: Type:
™ |nternal ©* External ’7 " Host % Gateway
— Modules Inztalled
[ WPM-1 & Firgt/all-1 Version: |41 7 Get
l_ Flood(z ate-1 Werzir (4.1 [
I | Cormpression versmtn (4. |~

[T Management Station Color: I- vI

aFk. I Cancel Help

6. i%£#% Manage > Network objects > Edit JA4&%& Checkpoint FIX# = ( R
“RTPCPVPN” ) VPN Ml F. EHT , iHEFRHAARRMNTHSIER P iEECheckpointF 4 (TR
“cpinside”), E#HENKMBZNET , BEMIKE , R STRE



Workstation Properties |
Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthEL|_'*|
— Domair: — Encmyption gchemes defined: ——
™ Walid Addresses(of Interfaces) ™ B=1 Manual IPSEC
& Other: r SKIP
I & Fevz
[T Esportable for SecuRemate Edit... |
= et ot Legang
I | it rafhe Eentel Legaig
aFk. I Cancel Help

7. EX DES M IKE Bt , MMEE LA T a5 — 3 : crypto isakmp policy #encryption des3x &
: DESINZ 2 EIAE , A EEREEPF TR,

8. Bk SHA1 BFIH IKE Bt , MEEL TS —3 : crypto isakmp policy #hash shajx ¥
: SHABSIE ERHMIANE = , Kt ECiscoll ER A AN, BXLRE : BUHEERRER
» JEH Supports Subnets, 7E“Authentication Method” T , #%# Pre-Shared Secret. X5 L4
T &S —3 : crypto isakmp policy #authentication pre-



Generall Interfacesl SHMP‘I MAT I Cerificates  ¥PN |.-i'-.uthE 11

KE Properties k >

General I
— Key Negatiation Encrpption Method(z): - — Hazh Method: —
[~ MDE

r CasT
r IDES IF SHaAT1

— Authentication Method:
W Pre-Shared Secret Edit Secrets. ..
[T Public Key Signatures [EGrfigure..,

[T Supports Aggresive Mode W Supports Subnets

ak. Cancel Help

sharel
9. ¥ 5 Edit Secrets B E R4 , LAEE Cisco crypto isakmp key key address address &




Workstation Properties |

Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthE 1 | "I
|

IKE Properties h
Gereral |
Shared Secret I
— Shared Secrets List:
Peer Marne Shared Secret

cizco endpoint

Bt

E dit

Remove

Ok, I Cancel |

k. | Cancel | Help |

aFk. | Cancel | Help |

T
10. i%£# Manage > Network objects > Edit LA 4r##“cisco_endpoint”VPN &M+, #£“Domain” T
, %% Other , A/FIE$E Cisco MEMRNEB ( F R inside_cisco” ) o FERE LI MBHYLE T
, FBIEWIKE , AFREHRE.




Workstation Properties |

Eenerall Interface&l SHMF'I MaT PN |

— Domairn: — Encryption zchemes defined: ——
" Disabled I = Manual IPSEC
" Walid Addresses(of Interfaces) W [
& Other; r SKIP
I% inzide_cizco j
I | Ezpartabie far Secutemate Edi... |
= rattic Eantrel g g
I | Titrrar irafhic: Eental Legais

aF. Cancel Help

11. Btk DES MZEH IKE B , LESEI TS —3 : crypto isakmp policy #encryption desiE
¥ : DESZERBMIAE , AL EENEERRATL,

12. Bk SHA1 B 5IW IKE B , MEELI T a5 5 —3 : crypto isakmp policy #hash shaix &
: SHABSIE ERBMINE X , Kt ECiscoll EFR A AN, BXLRE : BUHIEERRER
o JEH Supports Subnets, 7E“Authentication Method” & , #%# Pre-Shared Secret. X5 L4
T &S —3 : crypto isakmp policy #authentication pre-



General] Interfaces] SHMF‘] MAT ] Certificates  %FPM l.-'-‘-.uthE 11

KE Properties k by

General l
K.ey Megotiation Encrpption Method|z): Hazh Method:
[ MD5
F CAST
[ =) 30ES v SHAT
Authentication Method:
v Pre-Shared Secret Edit Secrets...

[ Public Eey Signatures

[ Supports Aggresive Mode W Supports Subnets

ak. Cancel Help
share
13. ¥ 5 Edit Secrets RBFISLE R , SAELE crypto isakmp key key address address Cisco
£l
General ]
Shared Secret »
Shared Secrets List:
SITETEE S EEIE!
RTPCPVYFM s Edit
Remove
aF. Canicel |
Ok, Cancel | Help |
ﬁ%_ﬁo

14. EREEI[END , AR E B R “inside_cisco’F“cpinside”(W @)X —MN, i&E
Service=Any. Action=Encrypt # Track=Long.
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16. 1&# IKE , R/ # T Edit,

Enciyption Properties

General |

— Erncryption zchemes defined: —

- o

" C manual IPSEC

IPSEC

™[] SHIP
™ [y Pz

] Cancel

Help

17. 7£“IKE Properties"& OFE XA TE % , LUEE crypto ipsec transform-set rtpset esp-des



esp-sha-hmac = Cisco IPSec Hik—3 : THELZHR , ENF+BIETEY
(ESP). “Encryption Algorithm”RA DES , “Data Integrity” 8.3 SHA1 , “Allowed Peer
Gateway” N3 SN EBEE BRI X ( #57 “cisco_endpoint” ) . Click

IKE Properties Ed |

eneral |

Transfarm:
I}S &% Encryption + D ata Integrity [ESP)

i~ Data Integrity Only [4H)

Encryption &lgorthnn:

D ata Integrity

Allomwed Peer [ateway:

[T Use Perfect Forward Secrecy

aF. Cancel Help

OK
18. ELi& Checkpoint ZJg , 7 Checkpoint 35 %1% Policy > Install , fEFT#AY = RER.

Wi

ABOARENEETHATHINENEERSTERE T,

DoRHERER (REMAF ) (OIT) ZFEL show @i t. FH OIT AIEEX show T
HE Do

. show crypto isakmp sa - EEN E& EWATE 2481 IKE £2XE (SA).
- show crypto ipsec sa - &2 5] SA #FAKNIEE,

P B R

AE RENE R TR T HBERTREHER.
SRR

AR : EEAdebugin T 2Bl EZHEBXDebugin THEERE R,

- debug crypto engine - £ RABXMITINBEN R ZRI N S| BEA debug HE.
. debug crypto isakmp — £ =X F IKE EH4HHEE.

. debug crypto ipsec — £ 7 IPSec B4,

- clear crypto isakmp - EERFIETESIRY IKE HEHE,

. clear crypto sa - JRERFTE IPSec SA,
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FE&ILE

LUEZEANHESNERADBERE SN INZRGEE | BB iIFEsH S LM TR EHRERNER,
IMEREHAESAREE N TH , NFRET ﬁ&iﬁmﬁo a0 | t08R 10.0.0.0/24 F1 10.0.1.0/24 HHER
MECBENTEERES , MedlaTaeRCE 2 10.0.0.0/23,

BRER

B F 27 “Policy Editor’& O A “Tracking”i& B “Long” , HILIEL K FHRER Log Viewer FERA
q6, IBIUATHRRIMEFANRER

C:\WINNT\FW1\4.1\fwstop
C:\WINNT\FW1\4.1\fw d -d

HEES—AEDO :

C'\WINNT\FW1\4 1\ fwstart

AR ;X EMicrosoft Windows NTR %,

K HU T &S LUERR Checkpoint LH SA :

fw tab -t IKE_SA_table -x
fw tab -t ISAKMP_ESP_table -x
fw tab -t inbound_SPI -x
fw tab -t ISAKMP_AH_table -x

£ HI“Are you sure?”12 REY , EZ yesiE R,

i1 4 HH R B

Configuration register is 0x2102

cisco_endpoint#debug crypto isakmp
Crypto ISAKMP debugging is on
cisco_endpoint#debug crypto isakmp
Crypto IPSEC debugging is on
cisco_endpoint#debug crypto engine
Crypto Engine debugging is on
cisco_endpoint#

20:54:06: IPSEC(sa_request): ,

(key eng. msg.) src= 172.18.124.35, dest= 172.18.124.157,
src_proxy= 192.168.1.0/255.255.255.0/0/0 (type=4),
dest_proxy= 10.32.50.0/255.255.255.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0xA29984CA(2727969994), conn_id= 0, keysize= 0, flags= 0x4004

20:54:06: ISAKMP: received ke message (1/1)
20:54:06: ISAKMP: local port 500, remote port 500

20:54:06: ISAKMP (0:1): beginning Main Mode exchange

20:54:06: ISAKMP (0:1) sending packet to 172.18.124.157 (I) MM _NO_STATE
20:54:06: ISAKMP (0:1) received packet from 172.18.124.157 (I) MM_NO_STATE
20:54:06: ISAKMP (0:1): processing SA payload. message ID = 0

20:54:06: ISAKMP (0:1): found peer pre-shared key matching 172.18.124.157
20:54:06: ISAKMP (0:1): Checking ISAKMP transform 1 against priority 1 policy

20:54:06: ISAKMP: encryption DES-CBC



20:54:06: ISAKMP: hash SHA
20:54:06: ISAKMP: default group 1
20:54:06: ISAKMP: auth pre-share
20:54:06: ISAKMP (0:1): atts are acceptable. Next payload is 0
20:54:06: CryptoEngine(: generate alg parameter
20:54:06: CRYPTO_ENGINE: Dh phase 1 status: 0
20:54:06: CRYPTO_ENGINE: Dh phase 1 status: 0
20:54:06: ISAKMP (0:1): SA is doing pre-shared key authentication

using id type ID_IPV4_ADDR
20:54:06: ISAKMP (0:1): sending packet to 172.18.124.157 (I) MM_SA_SETUP
20:54:06: ISAKMP (0:1): received packet from 172.18.124.157 (I) MM_SA_SETUP
20:54:06: ISAKMP (0:1): processing KE payload. message ID = 0
20:54:06: CryptoEngine(: generate alg parameter
20:54:06: ISAKMP (0:1): processing NONCE payload. message ID = 0
20:54:06: ISAKMP (0:1): found peer pre-shared key matching 172.18.124.157
20:54:06: CryptoEnginel: create ISAKMP SKEYID for conn id 1
20:54:06: ISAKMP (0:1): SKEYID state generated
20:54:06: ISAKMP (1): ID payload

next-payload : 8

type 1
protocol . 17
port : 500
length : 8

20:54:06: ISAKMP (1): Total payload length: 12

20:54:06: CryptoEnginel: generate hmac context for conn id 1

20:54:06: ISAKMP (0:1): sending packet to 172.18.124.157 (I) MM_KEY_EXCH
20:54:06: ISAKMP (0:1): received packet from 172.18.124.157 (I) MM_KEY_EXCH
20:54:06: ISAKMP (0:1): processing ID payload. message ID = 0

20:54:06: ISAKMP (0:1): processing HASH payload. message ID = 0

20:54:06: CryptoEnginel: generate hmac context for conn id 1

20:54:06: ISAKMP (0:1): SA has been authenticated with 172.18.124.157
20:54:06: ISAKMP (0:1): beginning Quick Mode exchange, M-ID of 1855173267
20:54:06: CryptoEnginel: generate hmac context for conn id 1

20:54:06: ISAKMP (0:1): sending packet to 172.18.124.157 (I) QM_IDLE
20:54:06: CryptoEnginel: clear dh number for conn id 1

20:54:06: ISAKMP (0:1): received packet from 172.18.124.157 (I) QM_IDLE
20:54:06: CryptoEnginel: generate hmac context for conn id 1

20:54:06: ISAKMP (0:1): processing HASH payload. message ID = 1855173267
20:54:06: ISAKMP (0:1): processing SA payload. message ID = 1855173267
20:54:06: ISAKMP (0:1): Checking IPSec proposal 1

20:54:06: ISAKMP: transform 1, ESP_DES

20:54:06: ISAKMP: attributes in transform:

20:54:06: ISAKMP: encaps is 1

20:54:06: ISAKMP: SA life type in seconds

20:54:06: ISAKMP: SA life duration (basic) of 3600

20:54:06: ISAKMP: SA life type in kilobytes

20:54:06: ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 0x0
20:54:06: ISAKMP: authenticator is HMAC-SHA

20:54:06: validate proposal 0
20:54:06: ISAKMP (0:1): atts are acceptable.
20:54:06: IPSEC(validate_proposal_request): proposal part #1,
(key eng. msg.) dest= 172.18.124.157, src= 172.18.124.35,
dest_proxy= 10.32.50.0/255.255.255.0/0/0 (type=4),
src_proxy= 192.168.1.0/255.255.255.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
20:54:06: validate proposal request 0
20:54:06: ISAKMP (0:1): processing NONCE payload. message ID = 1855173267
20:54:06: ISAKMP (0:1): processing ID payload. message ID = 1855173267
20:54:06: ISAKMP (0:1): processing ID payload. message ID = 1855173267
20:54:06: CryptoEnginel: generate hmac context for conn id 1
20:54:06: ipsec allocate flow 0
20:54:06: ipsec allocate flow 0



20:54:06: ISAKMP (0:1): Creating IPSec SAs

20:54:06: inbound SA from 172.18.124.157 to 172.18.124.35
(proxy 10.32.50.0 to 192.168.1.0)

20:54:06: has spi 0xA29984CA and conn_id 2000 and flags 4

20:54:06: lifetime of 3600 seconds

20:54:06: lifetime of 4608000 kilobytes

20:54:06: outbound SA from 172.18.124.35 to 172.18.124.157
(proxy 192.168.1.0 to 10.32.50.0)

20:54:06: has spi 404516441 and conn_id 2001 and flags 4

20:54:06: lifetime of 3600 seconds

20:54:06: lifetime of 4608000 kilobytes

20:54:06: ISAKMP (0:1): sending packet to 172.18.124.157 (I) QM _IDLE
20:54:06: ISAKMP (0:1): deleting node 1855173267 error FALSE reason ""
20:54:06: IPSEC (key_engine): got a queue event...
20:54:06: IPSEC(initialize_sas): ,
(key eng. msg.) dest= 172.18.124.35, src= 172.18.124.157,
dest_proxy= 192.168.1.0/255.255.255.0/0/0 (type=4),
src_proxy= 10.32.50.0/255.255.255.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0xA29984CA(2727969994), conn_id= 2000, keysize= 0, flags= 0x4
20:54:06: IPSEC(initialize_sas): ,
(key eng. msg.) src= 172.18.124.35, dest= 172.18.124.157,
src_proxy= 192.168.1.0/255.255.255.0/0/0 (type=4),
dest_proxy= 10.32.50.0/255.255.255.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 3600s and 4608000kb,
spi= 0x181C6E59(404516441), conn_id= 2001, keysize= 0, flags= 0x4
20:54:06: IPSEC(create_sa): sa created,
(sa) sa_dest= 172.18.124.35, sa_prot= 50,
sa_spi= 0xA29984CA(2727969994),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 2000
20:54:06: IPSEC(create_sa): sa created,
(sa) sa_dest= 172.18.124.157, sa_prot= 50,
sa_spi= 0x181C6E59(404516441),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 2001
cisco_endpoint#sho cry ips sa

interface: Ethernet0/0
Crypto map tag: rtp, local addr. 172.18.124.35

local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.32.50.0/255.255.255.0/0/0)
current_peer: 172.18.124.157

PERMIT, flags={origin_is_acl,}

#pkts encaps: 14, #pkts encrypt: 14, #pkts digest 14

#pkts decaps: 14, #pkts decrypt: 14, #pkts verify 14

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0,

#pkts decompress failed: 0, #send errors 1, #recv errors 0

local crypto endpt.: 172.18.124.35, remote crypto endpt.: 172.18.124.157
path mtu 1500, media mtu 1500
current outbound spi: 181C6E59

inbound esp sas:
spi: O0xA29984CA(2727969994)
transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow_id: 1, crypto map: rtp
--More-- sa timing: remaining key lifetime (k/sec):
(4607998/3447)
IV size: 8 bytes
replay detection support: Y



inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0x181C6E59(404516441)

transform: esp-des esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow_id: 2, crypto map: rtp
sa timing: remaining key lifetime (k/sec): (4607997/3447)
IV size: 8 bytes
replay detection support: Y

outbound ah sas:
outbound pcp sas:
cisco_endpoint#show crypto isakmp sa
dst src state conn-id slot

172.18.124.157 172.18.124.35 QM_IDLE 1 0

cisco_endpoint#exit
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