T A AR S HEER IPsec A&
B =%

de= =g

Cisco I0S® F #4115
show crypto isakmp sa
show crypto ipsec sa
show crypto engine connection active
debug crypto isakmp
debug crypto ipsec
HiRH B RA
Replay Check Failed
QM FSM £&i%
Invalid Local Address
IKE message from X.X.X.X failed its sanity check or is malformed
AEEER AW  HEHER
Proxy Identities Not Supported
Transform Proposal Not Supported

No Cert and No Keys with Remote Peer
Peer Address X.X.X.X Not Found

IPsec Packet has Invalid SPI

PSEC(initialize sas) : fXFZEIDTK

Reserved Not Zero on Payload 5

Hash Algorithm Offered does not Match Policy
HMAC Verification Failed

Remote Peer Not Responding

FiH IPSec SA BT A #SF

Packet Encryption/Decryption Error

ESP FFIAME iz
iR 7600 R LY VPN BRiEe 4
PIX @it

show crypto isakmp sa
show crypto ipsec sa
debug crypto isakmp
debug crypto ipsec
Z| VPN Client #9 & I [a] 2



ASTHENEBX Cisco I0S® #4EF PIX/ASA £ IPsec A1 @ T EHERET E AN BB R.

FRFAF

=R
AXMBELERET IPsec. BXFAES , BSH IPSec MEI/KE i,
EARAL

AP EEETUTHREMEGRE
« Cisco IOS®# 4
- IPsec ThEEE,

- BB6i — ﬁl_Ti/l\IjJData Encryption Standard (DES)ﬁE(TfCiSCO |OS®1«Fk1¢ﬁE(Z'K1 1 Z&EE#&ZFJ:
)o

- k2 - RR=EF DES Ih#E ( Cisco IOS® ¥R 12.0 RE SR ) , Cisco 2600 5l
R AR~ RIGERM T =5 DES Ihek,

« PIX-V5.0 REGHRA , FEE - =E DES W ANERAF 8BS,

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRETHAERSHBERE,

AN
BXTAANM AL , HSH Cisco HARRTAM.
BRER

EX IPsec VPN RIBWERBRAR , BSREAN L2L MziZiH A IPsec VPN HEEHEBR# R
RETMESZEE,
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E-LEERSRNE[/BR , I RHREZFABENMRRBMEARZIFA 28 , EABE
I

Cisco |I0S® #4171

AT EBRENL Cisco I0S® HHMIARXT TS, BXIFMEER , 155 IPSec HEE/IKE 11,

show crypto isakmp sa

Jttﬁ'%i Zl_‘ﬂq %WZI nternet Security Association Management Protocol (ISAKMP) Security Associations (SAS) IsET] EME H’g o

dst src state conn-id slot
10.1.0.2 10.1.0.1 QM_IDLE 1 0

show crypto ipsec sa

WHSHATFERNSEZEEERN IPSec SA. 10.1.0.1 5 10.1.0.2 2 ESHEMZRZE | HMEK
10.1.0.0 5 10.1.1.0 ZA# HWFEFEH,

&) LLE B A 35 F B Encapsulating Security Payload (ESP) UL I NSA, HTFI&HE AH SA , Rk R ER H
BEIEIR L (AH),

Jttzfﬁ HE /T_\ﬁf'%E"J 7Rshow crypto ipsec safil

<tfroot>

interface: FastEthernetO
Crypto map tag: test, Tocal addr.

10.1.0.1

local 1ident (addr/mask/prot/port): (

10. 1. 0. 0/ 255. 255. 255. 0/ 0/ 0

)
remote ident (addr/mask/prot/port): (

10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0

)

current_peer:

10.1.0.2
PERMIT, flags={origin_is_acl,}

#pkts encaps: 7767918, #pkts encrypt: 7767918, #pkts digest 7767918
#pkts decaps: 7760382, #pkts decrypt: 7760382, #pkts verify 7760382

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: O,


https://www.cisco.com/c/zh_cn/tech/security-vpn/ipsec-negotiation-ike-protocols/index.html
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#pkts decompress failed: 0, #send errors 1, #recv errors 0
|l ocal crypto endpt.: 10.1.0.1, renpote crypto endpt.: 10.1.0.2

path mtu 1500, media mtu 1500
current outbound spi: 3D3
inbound

esp

sas:
spi: Ox136A010F(325714191)
transform:

esp- 3des esp- nd5- hnac

in use settings ={

Tunne

slot: 0, conn id: 3442, flow_id: 1443, crypto map: test
sa timing:

remai ning key lifetine (k/sec): (4608000/52)

IV size: 8 bytes
replay detection support: Y
inbound

ah

sas:

inbound pcp sas:
inbound pcp sas:
outbound

esp

sas:
spi: 0x3D3(979)
transform:

esp- 3des esp- nd5- hnac

in use settings ={

Tunne

, 1
slot: 0, conn id: 3443, flow_id: 1444, crypto map: test
sa timing:

remai ning key lifetinme (k/sec): (4608000/52)

IV size: 8 bytes
replay detection support: Y
outbound

ah

sas:
outbound pcp sas:



show crypto engine connection active

T ATERHENENER 2 SA MIERERNREHR.

T 55 21 ER security Associations (SAs) ;B SE B , R EBNSARETR—NAFRNRE ( MBEFHY | BR
R ) o

debug crypto isakmp

It S 7R85 BY Rdebug crypto isakmp il

<tfroot>

processing SA payload. message ID = 0
Checking ISAKMP transform against priority 1 policy
encryption DES-CBC
hash SHA
default group 2
auth pre-share
Tife type in seconds
Tife duration (basic) of 240

atts are acceptable

. Next payload is 0

processing KE payload. message ID = 0
processing NONCE payload. message ID = 0
processing ID payload. message ID = 0

SKEYID state generated

processing HASH payload. message ID = 0

SA has been authenticated

processing SA payload. message ID = 800032287

debug crypto ipsec
LS & RIPsech&iE i 5 B R F B FRsc_proxye Edest_proxyll 1= B F i F Mo
saceacd NEEESNFELER—1. ( MRRRAITESP # AH , &S REMNER, )

% 8 RS B Rdebug crypto ipsectfl o

<{froot>

Checking IPSec proposal ltransform 1, ESP_DES
attributes in transform:

encaps is 1

SA 1ife type in seconds

SA 1ife duration (basic) of 3600

SA 1ife type in kilobytes

SA 1ife duration (VPI) of Ox0 0x46 0x50 0x0
HMAC algorithm is SHA

atts are acceptable.



Invalid attribute conbinati ons between peers will show up as
not acceptabl e".

IPSEC(validate_proposal_request): proposal part #2,
(key eng. msg.) dest= 10.1.0.2, src=10.1.0.1,
dest_proxy= 10.1.1.0/0.0.0.0/0/0,
src_proxy= 10.1.0.0/0.0.0.16/0/0,
protocol= ESP, transform= esp-des esp-sha-hmac
T1ifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 0, flags= Ox4
IPSEC(key_engine): got a queue event...
IPSEC(spi_response): getting spi 203563166 for SA
from 10.1.0.2 to 10.1.0.1 for prot 2
IPSEC(spi_response): getting spi 194838793 for SA
from 10.1.0.2 to 10.1.0.1 for prot 3
IPSEC(key_engine): got a queue event...
IPSEC(initialize_sas): ,
(key eng. msg.) dest=

10.1.0.2
, src=

10.1.0.1

dest _proxy= 10. 1. 1. 0/ 255. 255. 255.0/0/ 0
src_proxy= 10. 1. 0. 0/ 255. 255. 255. 0/ 0/ 0,

protocol=

ESP

, transform= esp-des esp-sha-hmac
1ifedur= 3600s and 4608000kb,
spi= 0xC22209E(203563166), conn_id= 3,
keysize=0, flags= 0x4
IPSEC(initialize_sas): ,
(key eng. msg.) src=

10.1.0.2
, dest=

10.1.0.1,

src_proxy= 10.1. 1. 0/ 255. 255. 255.0/0/ 0
dest _proxy= 10. 1. 0.0/ 255. 255. 255.0/0/0

protocol=
ESP

, transform= esp-des esp-sha-hmac
1ifedur= 3600s and 4608000kb,
spi= OxDEDOAB4(233638580), conn_id= 6,
keysize= 0, flags= 0x4
IPSEC(create_sa):

sa created

(sa) sa_dest= 10.1.0.2, sa_prot= 50,

"atts



sa_spi= 0xB9D0109(194838793),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 5
IPSEC(create_sa):

sa created

(sa) sa_dest= 10.1.0.2, sa_prot= 50,
sa_spi= OxDEDOAB4(233638580),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 6

fHixH B RA

25 R EIRH SR ARM TEFIHE K debug HHERE
* debug cryptoipsec
* debug cryptoisakmp

* debug crypt engine

Replay Check Failed

BAT % B 7RE8 1R 7R "Replay Check Failed" 41| :

%CRYPTO-4-PKT_REPLAY_ERR: decrypt: replay check failed connection id=#.

HEBMTRERSEF (LEREAATHEENTERT ) iF , HFE , MREAFBERT Cisco IOS®
RNELEHNARSES N/ NELGELEETESE |, BARSBIZER

BERERELURMIX — 8o {Nreply checkE /B F B} & transform-set esp-mds-hmac® 7R o ERH LE 4R IRH B
. 1B Fesp-mds-hmac , {(XIMITINER

ES R ERIRE ID CSCdp19680 ( XFRZEMEF ) -

QM FSM %1%

PIX BF K3k ASA ERHEI IPsec L2L VPN B2i& , H# &R QM FSM BiRE L.

— NI REN R E B E 5 15 (40 7% R E Access Control List (ACL), BRI ZEACL) R i T o
BEREMRREZ ENEE , HFEFRMNEZ ACL TE.,

B—ANAHNEERKRRESH TR, RIERIKN VPN MXREEASHTLHEENE —HKik
%,

Invalid Local Address


https://tools.cisco.com/bugsearch/bug/CSCdp19680
https://tools.cisco.com/RPF/register/register.do

THERILHEIRE SN — N =6

IPSEC(validate_proposal): invalid local address 10.2.0.2
ISAKMP (0:3): atts not acceptable. Next payload is 0
ISAKMP (0:3): SA not acceptable!

HIRBEEHATHRNMNE LB &2 —F R :

* cryptomap map-nameIocaJ-addressinterfaceidiil:l ESZE%EH%EEFH lﬁﬂ’]i&iﬂ:'ﬂzjjﬁﬂ/\ ) .jj b?ﬁ%ﬂ
B FH R E A IR E AV B 41k

* crypomap ISR IRV OTIBRATRA, FREREABRMNZRS NATEBNEQ,
IKE message from X.X.X.X failed its sanity check or is malformed

MENEFEENTAZZHATTE , W2 ERY debug iR, EEBELRIE , FREMIRHTH
?—T'fa‘lf-ﬂo

1d00H : %5CRPTO-4-IKMP_BAD_MESSAGE: IKE message from 198.51.100.1 failed its
sanity check or is malformed

FREAHRERNTFMAM KK

X R IRE B HIMain Mode ", ERABER AP LA ER 1 R T,
1d00h: ISAKMP (0:1): atts are not acceptable. Next payload is 0O

1d00h: ISAKMP (0:1); no offers accepted!

1d00h: ISAKMP (0:1): SA not acceptable!

1d0Oh: %CRYPTO-6-IKMP_MODE_FAILURE: Processing of Main Mode failed with
peer at 198.51.100.1

show crypto isakmp safn & & RISAKMP SAfZ F imMm_No_STATE, XtBRTREER 2 KM,

dst src state conn-1id slot
10.1.1.2 10.1.1.1 MM_NO_STATE 1 0

FRIARAINSE EOEENER 1 K, ABRAEEESTE.



Encryption DES or 3DES

Hash MD5 or SHA

Diffie-Hellman Group 1 or 2

Authentication {rsa-sig | rsa-encr | pre-share

Proxy ldentities Not Supported

WR IPSec REMNHRFIRFAEE , BAiXPREIE RHEER,

1d00h: IPSec(validate_transform_proposal): proxy identities not supported
1d00h: ISAKMP: IPSec policy invalidated proposal
1d00h: ISAKMP (0:2): SA not acceptable!

BIMNFRFLVFAINEZFENERR (FEXEHBFEAE ) o LT RHARETX— Ko

Peer A

access-1list 150 permit ip 172.21.113.0 0.0.0.255 172.21.114.0 0.0.0.255
access-1list 150 permit ip host 10.2.0.8 host 172.21.114.123

Peer B

access-1list 150 permit ip 172.21.114.0 0.0.0.255 172.21.113.0 0.0.0.255
access-1list 150 permit ip host 172.21.114.123 host 10.2.0.8

Transform Proposal Not Supported

MRFIH LM ER 2 (IPsec) AIEE , A REHE, HIEREENEELERREHRERT
BT #RE

1d00h: IPSec (validate_proposal): transform proposal

(port 3, trans 2, hmac_alg 2) not supported
1d00h: ISAKMP (0:2) : atts not acceptable. Next payload is 0
1d00h: ISAKMP (0:2) SA not acceptable

FRIEME EWRRER T ITE

crypto ipsec transform-set transform-set-name transforml
[transform2 [transform3]]

? ah-md5-hmac

ah-sha-hmac

esp-des

esp-des and esp-md5-hmac

esp-des and esp-sha-hmac

esp-3des and esp-md5-hmac

NN N N N



? esp-3des and esp-sha-hmac
? comp-1zs

No Cert and No Keys with Remote Peer

WM B RPREE R BN S RSN RERETI, BRIENSAibi EEERURE
EE

1d00h: ISAKMP: No cert, and no keys (public or pre-shared) with
remote peer 198.51.100.2

Peer Address X.X.X.X Not Found
l%/ﬁ EE l%/ & — VPN 3000 Concentratorﬁ_l':ny' "Message: No proposal chosen(14)" o @j] EEI*A |J

I*J'H‘Eiﬁo
BRI AR ECEFF IPSec RIEANBEHARERNREIRFSHREFFIR (M ARNSFE ) T,

ZHRNRE-NEANNGE  HEHESEREANEN. EEEFERER , BRLEPRIRK
HEREENEHFRIRENZMLERA,

XA EEE ETRSENE.

20:44:44: IPSEC(validate_proposal_request): proposal part #1,
(key eng. msg.) dest= 192.0.2.15, src=198.51.100.6,
dest_proxy= 10.0.0.76/255.255.255.255/0/0 (type=1),
src_proxy= 198.51.100.23/255.255.255.255/0/0 (type=1),
protocol= ESP, transform= esp-3des esp-md5-hmac ,
1ifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 0, flags= Ox4
20:44:44: IPSEC(validate_transform_proposal):
peer address 198.51.100.6 not found

IPsec Packet has Invalid SPI

THRILERESHN — N RE

%PIX|ASA-4-402101: decaps: recd IPSEC packet has
invalid spi for destaddr=dest_address, prot=protocol, spi=number

W E BV IPsecEIE 218 security Parameters Index (SPI)TE AR N 7E7E BY Security Associations Database (SADB) IR B0 X



ARERANATRRASHNIGEER :
* IPsecHy {4 [B] B Z 1L 73 security Sssociations (sas) [ B A 2= 5%
. i SA BER.
* IPSec NEHRENBITFE ST EHR.

XA RERZE T MK,

BUURE

X EEATREAREINEIBSAT BRR. MRMEZENSERBAIBIEILN , W =X FABEE TR
EFEMERE, BN MRFEEASEET-BREE , WEZREUMEEFRANSENEER,

PSEC(initialize_sas) : {XIEIDFTEM

Jtt’f-gi%"Zl:S?S?: IPSEC(initialize_sas): invalid proxy IDS?}:ZIU_‘WEU E"J ﬁ'lfig'ﬁﬁﬁﬁiﬁ ﬁ E'J?.‘:ZEEIEEI‘J 'f’k‘ﬁi%ﬁ;ﬁ
1T

BEHRIFNFHEE , HRE debug S HHH H,

FEIRWERM debug tnSHIH H , access-list 103 permit ip 10.1.1.0 0.0.0.255 10.1.0.0 0.0.0.255
Ui

—IR EWTRIZIRBETMEG , % —iw EWMEEET .

21:57:57: IPSEC(validate_proposal_request): proposal part #1,
(key eng. msg.) dest= 192.0.2.1, src=192.0.2.2,
dest_proxy= 10.1.1.1/255.255.255.0/0/0 (type=4),
src_proxy= 10.2.0.1/255.255.255.0/0/0 (type=4)

Reserved Not Zero on Payload 5
XRR ISAKMP AR ICE, EEHENSEE A AERAR ML,
Hash Algorithm Offered does not Match Policy

MRHEEH ISAKMP REESZENSHIREWNHNRBERTE | NEARSZIREHBRIAKE 65535,
MR ZERBEDAIEE |, W& HFH ISAKMP 1578 % K,

A F’ ’%T:T:Eﬁ EH B5"Hash agorithm offered does not match policy!""Encryption agorithm offered does not match policy!" J:LBZEU ’EHE_[
- % %jﬁt -Iv% ;“E' /%\ o

<{froot>



=RouterA=

3d01h: ISAKMP (0:1): processing SA payload. message ID = 0

3d01h: ISAKMP (0:1): found peer pre-shared key matched 203.0.113.22
ISAKMP (0:1):

Checking | SAKMP transform 1 against priority 1 policy

ISAKMP: encryption 3DES-CBC

ISAKMP: hash MD5

ISAKMP: default group 1

ISAKMP: auth pre-share

ISAKMP: Tife type in seconds

ISAKMP: Tife duration (VPI) of 0x0 Ox1 O0x51 0x80

ISAKMP (0:1):

Hash al gorithm of fered does not nmatch policy!
ISAKMP (0:1):

atts are not acceptable. Next payload is O

=RouterB=
ISAKMP (0:1):

Checki ng | SAKMP transform 1 against priority 65535 policy

ISAKMP: encryption 3DES-CBC

ISAKMP: hash MD5

ISAKMP: default group 1

ISAKMP: auth pre-share

ISAKMP: Tife type in seconds

ISAKMP: Tife duration (VPI) of 0x0 Ox1 O0x51 0x80

ISAKMP (0:1):
Encryption al gorithm offered does not match policy!
ISAKMP (0:1):
atts are not acceptable. Next payload is O
ISAKMP (0:1):
no offers accepted!
ISAKMP (0:1):

phase 1 SA not acceptabl e!

HMAC Verification Failed

HIPsecHiE 2 LWL RK UL K MET , RFFR Hash Message Authentication Code ™ IL SR IRH B0 HBIEEZIE
AN RITPBE 2R EXTER

<tfroot>

Sep 22 11:02:39 203.0.113.16 2435:
Sep 22 11:02:39:

9%VOTCR- 1- ERROR not cr _crypto_cal | back() nmotcr return failure

Sep 22 11:02:39 203.0.113.16 2436:



Sep 22 11:02:39:

9%VIOTCR- 1- PKTENGRET _ERROR: MOTCR Pkt Eng Return Val ue = 0x20000,
Pkt EngRet ur n_MACM sconpar e

MRBREIWHEIRELS , TUZKE, B2, IRXMHBEREGLERHE  IFEZREHRRESHR
M ARIR . X R RER F AN DNIR R SR Y o

Remote Peer Not Responding

MRBRET TR , NSRBI ERES, FERRAXNSH EERENERREMEE T,
FiB IPSec SA RIWIIFA#ESF

LA i S AIZERE U /B EE 2 BB IPSec B EE R , 2T IRE R,
EREEE  FERREPEEARNSH , EETEAKIIEIL VPN,

Packet Encryption/Decryption Error

THERILFIREEH — N R

HW_VPN-1-HPRXERR: Virtual Private Network (VPN) ModuleO/2: Packet Encryption/Decryption
error, status=4615

HIEIRERARAATRR :

« DB - 20BN MFBEHEILRUHARLSAISRY , XLBEREI RN BESEHEIRI
RBEZARIEE VPN

NMRERBIRBIBEEZLET ERSHREIRBIES , #EIRBIESH ESP H AH F3I5
RedH , IHEIBEIIE VPN Fit , HFISHaBHEREONERE.

XE2S 3 AH =5 ESP F3I541i% ( 2317 4615 #4612 ) , EAEURTFEAMNEZE,

- THINEFU - IRAERERGRISHEE —MNREAZSFHRIESUHRE S X ZIRET , BT
BER X TIER
BRI E
1. XA — 4+ 7S 3DES HIREM MWL , HEH ESP-DES/3DES, XFEREA S KK
E/REEBRY , N LLSREERF (JBE ) IPseciiEH <M E 45 %HW VPN-1-HPRXERR:

Hardware VPNO/2: Packet Encryption/Decryption error, Status=46151x o

2. & B T AL A R B Y — Fp R R 75 3% =2~ A ¥ Maximum Transmission Unit (MTU)))’F[,E’J KMEERNDF
1400F T, MAUTH S THALRNRARERE T (MTU) KMEER/NTF 1400 NFET



ip tcp adjust-mss 1300

3. %A AIM .

4. XA H[EA LRYPRE/CEF iR, EMBRRERMR , FEEOBREEATEALGS

no ip route-cache

ESP F3| AWM S B EWEIR

BT RERHESRRA

%C1700_EM-1-ERROR: packet-rx error: ESP sequence fail

BERHEEERAFEUATERER
- 1T QoS HHEBLEIR , MEKHBALTFHEK IPsec MEBIED.
- BTHERZE LNBFEIEFIF , EFFZRERFERD IPsec HBIEIIHFEEL.
- WEK IPsec BIETESBRE , FEELHGTEH#THHRIENER,
R TTE
1. EMZEF P E AR LA IPsec REM QoS.
2. EMEEHE LB A IPsec 7B

<#root>
Router(config-if)#

crypto i psec fragnentation before-encryption

3. MTU EIREN T L5 BRI KD,

<{froot>

Router(config)#



interface type [slot_#/]port_#

<#root>
Router(config-if)#

ip nmtu MU size_in_bytes

4. %% Cisco 10S® B F 4 FIi% R 5l oh 7 A i BT E MR
MBEFYEMIHEE LHMTUR/D | M ZED E4L WA ERREBLEIFR,
BRI, FEIH RIS AL E R AR AR R

ZiR1E 7600 RFIBKHEF LB VPN RRERT H 48

HIRZEE 7600 RYIBEHE LE I VPN BRER , 2B THIR

crypto_engine_select_crypto_engine: can't handle any more

HEL LSRR AV R 27600 R 5 BE A BR A XA N . 7600 R 5IBE RS 1E)R A IPsec SPA BE4HHY
R T AXH IPsec BREL 1, {R7E 7600 B 2R LEA IPSEC-SPA REYFBEXX#F VPN,

PIX &1
show crypto isakmp sa

WS AT ERNEEZBEERN ISAKMP SA,

dst src state conn-id slot
10.1.0.2 10.1.0.1 QM_IDLE 1 0

FEshow crypto isakmp safi i , RSB L Nov_1oLE, TRRAN MM_KEY_EXCH , MK R
BEENMAZZHARER , IXNEEHN IP it FHEE.

<#root>
PIX(config)#
show crypto isaknp sa

Total 2



Embryonic : 1
dst src state pending created
192.168.254.250 10.177.243.187 MM_KEY_EXCH O 0

EEERN IP bt ML ZZAFEN T E IR,
show crypto ipsec sa

W TATERNEERZEMER IPSec SA, 10.1.0.1 5 10.1.0.2 ZE'FHE - M NERRE | 4
4% 10.1.0.0 5 10.1.1.0 ZRI#H LK REFEH,

BB AR H G EN TN ESP SA, 2 EEA AH , ER3%F AH SA,

Jtti-fﬁ Hj ':F'show crypto ipsec sax 7~ 1 ﬁ%ﬂ"] a?{ﬁlJo

<#froot>

interface: outside
Crypto map tag: vpn, local addr. 10.1.0.1
Tocal ident (addr/mask/prot/port): (

10. 1. 0. 0/ 255. 255. 255.0/ 0/ 0

)
remote ident (addr/mask/prot/port): (

10. 1. 0. 2/ 255. 255. 255. 255/ 0/ 0

)
current_peer: 10.2.1.1

dynamic allocated peer ip: 10.1.0.2

PERMIT, flags={}

#pkts encaps: 345, #pkts encrypt: 345, #pkts digest O

#pkts decaps: 366, #pkts decrypt: 366, #pkts verify 0

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0,

#pkts decompress failed: 0, #send errors 0, #recv errors 0
local crypto endpt.: 10.1.0.1, remote crypto endpt.: 10.1.0.2
path mtu 1500, ipsec overhead 56, media mtu 1500
current outbound spi: 9ad46ecae

inbound
esp
sas:
spi: 0x50b98b5(84646069)
transform: esp-3des esp-md5-hmac ,
in use settings ={
Tunnel
, 1

slot: 0, conn id: 1, crypto map: vpn

sa timing: remaining key lifetime (k/sec): (460800/21)
IV size: 8 bytes

replay detection support: Y



inbound ah sas:
inbound pcp sas:

outbound
esp

sas:
spi: Ox9a46ecae(2588339374)
transform: esp-3des esp-md5-hmac ,
in use settings ={

Tunne

, 1
slot: 0, conn id: 2, crypto map: vpn
sa timing: remaining key Tifetime (k/sec): (460800/21)
IV size: 8 bytes
replay detection support: Y
outbound ah sas:

debug crypto isakmp

I TATER IPSec EEMNMAXAREGEE , ANERATHRiR LN FTHREMKIELNE—LAEM

o

2R ZER T E (213 65 A 3DES T IEDES H B iX Secure Hash Algorithm (SHA)LE R A EZ M | HFEWET
ISAKMP SA,

AT Z S 1P 3k (10.32.8.1) RSBt K Bk debug 6. 1R ISAKMP SA 2J5
, MAXS IPSec BM#1THE , HRARIECNRAUEZH,

PIX BE/E&1ZE IPSec SA , W1 TFATR. Bbi & R B Rdebug crypto isakmpffil o

<tfroot>

crypto_isakmp_process_block: src 10.1.0.1, dest 10.1.0.2

OAK_AG exchange

ISAKMP (0): processing SA payload. message ID = 0

ISAKMP (0): Checking ISAKMP transform 1 against priority 1 policy

ISAKMP: encryption DES-CBC
ISAKMP: hash MD5

ISAKMP: default group 1
ISAKMP: auth pre-share
ISAKMP (0):

atts are not acceptable

. Next payload is 3
ISAKMP (0): Checking ISAKMP transform 3 against priority 1 policy

ISAKMP: encryption 3DES-CBC
ISAKMP: hash SHA

ISAKMP: default group 1
ISAKMP: auth pre-share

ISAKMP (0):



atts are acceptable

. Next
ISAKMP

ISAKMP:

OAK_QM
ISAKMP
ISAKMP
return

payload is 3

(0): processing KE payload. message ID = 0
Created a peer node for 10.1.0.2

exchange

(0:0): Need config/address

(0:0): initiating peer config to 10.1.0.2. ID
status is IKMP_NO_ERROR

2607270170 (0x9b67c91a)

crypto_isakmp_process_block: src 10.1.0.2, dest 10.1.0.1
ISAKMP_TRANSACTION exchange

ISAKMP

(0:0): processing transaction payload from 10.1.0.2.

message ID = 2156506360

ISAKMP:

ISAKMP

Config payload CFG_ACK
(0:0):

peer accepted the address!

ISAKMP

(0:0): processing saved QM.

oakTley_process_quick_mode:
OAK_QM_IDLE

ISAKMP

ISAKMP :
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:

(0): processing SA payload. message ID = 818324052
Checking IPSec proposal 1
transform 1, ESP_DES
attributes in transform:
authenticator is HMAC-MD5
encaps is 1

IPSEC(validate_proposal): transform proposal
(prot 3, trans 2, hmac_alg 1) not supported

ISAKMP

0):

atts not acceptable.

Next payload is O

ISAKMP :
ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:

ISAKMP

Checking IPSec proposal 2
transform 1, ESP_3DES
attributes in transform:
authenticator is HMAC-MD5
encaps is 1

0):

atts are acceptable.

ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP

(0): processing NONCE payload. message ID = 818324052
(0): processing ID payload. message ID = 81

(0): ID_IPV4_ADDR src 10.32.8.1 prot O port O

(0): processing ID payload. message ID = 81

(0): ID_IPV4_ADDR dst 10.1.0.1 prot O port O

INITIAL_CONTACTIPSEC(key_engine): got a queue event...

debug crypto ipsec

S ST ER IPSec E#EZRHEX debug 5.

<#root>

IPSEC(key_engine): got a queue event...
IPSEC(spi_response): getting spi Oxd532efbd(3576885181) for SA

from 10.1.0.2 to 10.1.0.1 for prot 3



return status is IKMP_NO_ERROR
crypto_isakmp_process_block: src 10.1.0.2, dest 10.1.0.1
OAK_QM exchange

oakTley_process_quick_mode:

OAK_QM_AUTH_AWAIT

ISAKMP (0):

Creating | PSec SAs
inbound SA from 10.1.0.2 to 10.1.0.1
(proxy 10.32.8.1 to 10.1.0.1.)
has spi 3576885181 and conn_id 2 and flags 4
outbound SA from 10.1.0.1 to 10.1.0.2
(proxy 10.1.0.1 to 10.32.8.1)
has spi 2749108168 and conn_id 1 and fl ags 4l PSEC(key_engi ne):
got a queue event..
I PSEC(initialize_sas

),
(key eng. msg.) dest= 10.1.0.1, src=10.1.0.2,

dest_proxy= 10.1.0.1/0.0.0.0/0/0 (type=1),

src_proxy= 10.32.8.1/0.0.0.0/0/0 (type=1),

protocol= ESP, transform= esp-3des esp-md5-hmac ,

1ifedur= 0s and Okb,

spi= 0xd532efbd(3576885181), conn_id= 2, keysize= 0, flags= 0x4
IPSEC(

initialize_sas

),

(key eng. msg.) src=10.1.0.1, dest= 10.1.0.2,
src_proxy= 10.1.0.1/0.0.0.0/0/0 (type=1),
dest_proxy= 10.32.8.1/0.0.0.0/0/0 (type=1),
protocol= ESP, transform= esp-3des esp-md5-hmac ,
1ifedur= 0s and Okb,

spi= 0xa3dc0fc8(2749108168), conn_id= 1, keysize= 0, flags= 0x4
return status is IKMP_NO_ERROR

B BT El VPN Client #9 & I [7] &%
FETE R VPN BRESNE F M 2 EIRgE
bLBg B ERE B i RIS R AR VPN iEES A5 EIRRE,
"L?(ﬁisplit tunnel'%'%ﬁ]"%q:' ﬁﬂEE’ﬂéﬂ*ﬁcwpto isakmp client configuration group hw-client-groupname?éﬂ*o
IX#¥ cisco VPN client , AJ LA A B8 FH 87 17 (8] N J& TVPNB2ERY H 7 M,

XA IPsec EEN RS, ZRBEFKT 192.0.2.18 ME L,

FRERMNBZ TR GBS PR Eaccesslist 150X B E ( HliInternet ) o

<#froot>
!

crypto i saknp client configuration group hwclient-groupnane



key hw-client-password

dns 192.0.2.20 198.51.100.21
wins 192.0.2.22 192.0.2.23
domain cisco.com

pool dynpool

acl 150

access-list 150 permit ip 192.0.2.18 0.0.0.127 any

PIX £| VPN Client g9 & M. [A] &

A& R Y £ B O] iR RIZTE VPN Client 3.x BIESBI TELE PIX | IPsec BHBRIMVE N A&, PIX B9
Bl & RO EF IR 6.x0

PRERINETRE | AT PIX GENMEZAEE ping B

XEEBRBEREXN—NELEE, BRRPX E—PBEETAHNEHEE , MTREEERES
H_%Iﬂo
B, NTFEFimtbI B Rt , AEMNBFEE —MNRE PIX BB H.

THR M R6.

!--- Address of PIX inside interface.
ip address inside 10.1.1.1 255.255.255.240
l--- Route to the networks that are on the inside segment. !--- The next hop is the router on the insid
route inside 172.16.0.0 255.255.0.0 10.1.1.2 1

I--- Pool of addresses defined on PIX from which it assigns !--- addresses to the VPN Client for the I
ip local pool mypool 10.1.2.1-10.1.2.254

l--- On the internal router, if the default gateway is not !--- the PIX 1inside interface, then the rout

ip route 10.1.2.0 255.255.255.0 10.1.1.1

3ERME , BRTERNREERRN : 5ER3E

FERRBHNRELRRERR , 3T M VPN Client £l PIX #9 IPSec R3iE , FiERENER ZREE X
IEE] PIX Bh K3



M PIX HEEFR AT REBLEBFERZRENED, ALk , XFInternetfREFEER.

Eﬁ)ﬁﬁtﬁ%ﬂ , '\Lﬁﬁﬁﬁﬁsplittunnel‘%o tﬁﬁ)ﬂﬁ;fm%):,@fﬂ%'fﬂﬁ 125_ ZV: /ACIE-}):EEIJIJIL
E , HRAREEEH A Internet , LT ZEZE

<#root>
vpngroup vpn3000 split-tunnel 90

access-1list 90 permit ip 10.1.1.0 255.255.255.0 10.1.2.0 255.255.255.0
access-1list 90 permit ip 172.16.0.0 255.255.0.0 10.1.2.0 255.255.255.0

vpngroup vpn3000 split-tunnel 90 (Tale v} Fﬁ 3:):' A ﬁilJ R 18 access-list number 900
accesslist number VIZT T E X MLEREFRAPRE , ERREE TR Y| RKREBHIEL,

1R B R 24 S denyon PIX#HNetwork Address Trandation (NAT)[E o
PRERE , RENALEET : EFRR LN MTU &

BIUPRER , ARG LpingBPIXBh A& S E MM E LR ITEN, , (BETEMEFAMicrosoftE FLE R
RERF

Outlook

FRH—NMRIBERBIFEB SR KREE RN (MTU) K. IPSec HAFZKANX 50 F 60 NFH |, FF
AINEREHEEZH

R HFEIHI KN 1500 ( Internet WERIAE ) , MIREMBFENHHF T RALE, BIFESHMN
IPSec #k3kjg , K/MBIE 1496 LR |, iIX2 IPSec Ju‘FE’JEﬂ(jVJ\o

Zdashow interface®™ & R A1 5 [A] (Y BE R B SR B C IV AN R R 28 EIZASF EZOMIMTU,

?JTT@TE"M/J? F BRI EANEENMTU | RRIE S M R/ EEE R H IR B Do Not Fragment (DF) X
XEE MRRRENBFEHRATMTU , WSFUTHREEROEDR

frag. needed and DF set

THERH HRAEEEINAZER IP it 4816 10.1.1.2 F 172.16.1.56 BNEN.Z B EREN MTU,

<#root>
Router#
debug ip icnp

ICMP packet debugging is on



!--- Perform an extended ping.

Router#
pi ng

Protocol [ip]:
Target IP address:

172.16.1.56

Repeat count [5]:
Datagram size [100]:

1550

Timeout in seconds [2]:

1--- Make sure you enter y for extended commands.

Extended commands [n]:

y
Source address or interface:

10.1.1.2

Type of service [0]:

l-—-- Set the DF bit as shown.

Set DF bit in IP header? [no]:

y

Validate reply data? [no]:

Data pattern [0OxABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 1550-byte ICMP Echos to 172.16.1.56, timeout is 2 seconds:

2w5d: ICMP: dst (172.16.1.56): frag. needed and DF set.
2w5d: ICMP: dst (172.16.1.56): frag. needed and DF set.
2w5d: ICMP: dst (172.16.1.56): frag. needed and DF set.
2w5d: ICMP: dst (172.16.1.56): frag. needed and DF set.
2w5d: ICMP: dst (172.16.1.56): frag. needed and DF set.
Success rate is 0 percent (0/5

1--- Reduce the datagram size further and perform extended ping again.

Router#
pi ng

Protocol [ip]:
Target IP address:

172.16.1.56



Repeat count [5]:
Datagram size [100]:

1500

Timeout in seconds [2]:
Extended commands [n]:

y
Source address or interface:

10.1.1.2

Type of service [0]:
Set DF bit in IP header? [no]:

y

Validate reply data? [no]:

Data pattern [0OxABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 1500-byte ICMP Echos to 172.16.1.56, timeout is 2 seconds:

2w5d: ICMP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2
2w5d: ICMP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2
2w5d: ICMP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2
2w5d: ICMP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2
2w5d: ICMP: echo reply rcvd, src 172.16.1.56, dst 10.1.1.2

Success rate is 100 percent (5/5), round-trip min/avg/max = 380/383/384 ms

VPN EFimiRM T — MTU BEXAERF , AR ATAEEE Cisco VPN Client B MTU,
MERLUAM LK PPP (PPPoE) EFIHAF , 5% PPPoE &BL2RH MTU,
EEH VPN Client B MTU XARRF , BERA TSR,

1. 3%3® Start > Programs > Cisco System VPN Client > Set MTU.

2. 3% ocal Area Connection , RSG R EH 14008 %174,

3. Rifok.



£ Cisco Systems SetMTU ; x|

CAUTION: MTU change: can atfect your PC's performance on the network.

— Mehwork, &dapters [IPSec only)

:-'iEIl'I.-E Mebworking

—MTU Options
" Defaul " 576 9408 O Custom |

| oK | Cancel | Help ]

4. EEPSR | ARF%EEDial-up Networking.
5 BH5768 %R , REETHoK.



€ Cisco Systems SetMTU 5 X]

LAUTION: MTU change: can atect your PL's peflormance on the nelwailk.

— Metwork Adapters [IPSec only)

Loca Aiea onnscinon

— MTL Options

" Default {+ 576 (" 1400 {" Custom I

| ak. I Cancel | Help |

ToiEME R sysopt 5 R

EPIX_ERIPsecHt & A {5 F i sysopt connection permit-ipsec T , AR 1FIPseci BB PIXPA X iE , MEE
# E conduit accesslist/Ti T 1B Ao

RIANBERT , A AEIEAMHBorin 18 AlconduitBlaccess lis T L1 X F IPSec RIFMIRE , &
RipEYREETRERZ RN,

EFFH%@\{ ul‘FE’JIPsec%fﬁB_Llfl:/le]&lﬂi%lﬁ 'Lﬁﬁﬁﬁﬁsysoptconnectionpermit-ipsec'%o
3 IF 5 R #3512k (ACL)

B IPSec VPN BB S FEAFNMARGIER, —MNARFIKRAFEBRM NAT #HELEZE VPN
BREMTRE,

B—NMAESNRATELEMNBZNRE, X23E LAN 3 LAN iREF RN ACL SHixf2ifh e fEE+
#99 Z|p&E ACL.

i—H’JX £ ACL BEEFYHHERAN , REARERE—ITAMELRE VPN B , RERSTTELREE X

‘Hi

BEHREEE T K IPSec VPN BLEFFEMNMAEHRIYIER , BXEHRIIREN T ERITE,



3R BENT B REEMNE ACL 2 IPSec VPN BRI RRNEZEERENI A
- FHER NAT RERMINZE ACL EE T EWAVRE.
- WREZ VPN BBEMZMINE ACL , BHRRIXLE ACL FRERE,

- FPNEEMEA ACL, BIfE NAT %Bx ACL MiNZ ACL EENRMEERE , BEEARNTE
ORILIEIE S

- FHARZNZRCEENFER NAT 2 ACL, Bl , £ Hroutemapsy EEA ST ; Enat
OPIXZKASALEAG . LAN Z| LAN BRER =z G RIEEEFEE A NAT £BR ACL,

EFM T HANAWIE ACLER , B HEAMN L2L MixiEih (8 IPsec VPN HEHEBRAR A ZEHHY
IHUF ACL BEHRIEHAE D,

EESES)

« |IPsec ME/IKE TN iR

. PIX ZET

o FRiHEA

o BARZEFFINHY - Cisco Systems
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