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&5 Cisco Systems ¥PN Client Certificate Manager x|
Fersonal certificates identify you to people and hosts vou communicate with and
are zigned by a certificate autharity.
&, certificate authonty [CA] 12 an organization that izzues cerhificates.
Enrollment requests are certificate requests that a Ca has vet to approve.
Ferzonal Certificates | CA Certificates | Enroliment Requests
Certificate Shore
Stores: I{.-i'-.ll} j Mew [dpticrs, =
Irnport... | Cloze
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Gisco SYsTEMS

Certificate Password Protection __

Fazaword protecting vour certificate provides an
additional level of zecurty. Thiz password iz optional.

By choosing to protect pour certificate with a pazsword,
any operation that requires access to the certificate's
private key will require the specified pazaward to
continue,

Maote - File bazed enrollments require the pazsword
uzed here to be re-entered when the approved
certificate iz imported.

Paszword:

LConfirmation Pazsward;

|

¢ Back I Meut » I Cancel | Help
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Cisco SYsTEMS

Enrollment - Network or File .

The efrollment wizard allows pou to request a personal
identity certificate from a Certificate Autharity [CA).

Mebwark based enrollment allows you to connect directly

to a Cé& over a network. connection.

File bazed enrollment will produce a certificate request
file which pou need to zubmit to pour adrinizstrator.

Fleaze zelect the method you wish to proceed with:

— Enrollment type:

™ Metwork

X
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5. 2 &Browse , AENIEPERXHGIEBEXH B, N TFXXHEE | 1%£FPEM Encoded Request
File(*.req) , /5% t“Save”,

Saveds 2| x|
Save in: lm Desktop ll = & ¢ FE-

My Documents @ client2.req
=] My Compuker E clients.reg
2 My Metwork Places
| cases
B | jazib
= oyl

File nare: clients.req Save l

Save az type: |PEM Encoded Request File [*.req) j Cancel |
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6. Z£VPN Client EnrolimentT H L # i Next.
Enrollment - File Location |

To create an enrollment request file, please select the
tppe of file you wizh to generate.

Cisco SYsTEMS

Contact pour nebwark, adminiztratar if you are not sure
which encoded file pe iz required.

When you gelect a file extenzion in the Browsze dialog the
azzociated file tppe will be zelected on thiz page.

File name: *

C:AMy Documentzhclienth reg Browse

— File type:
¥ Baze 64 encoded [ req)
™ Binary encoded [pl0)

* Required Field
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Enrollment - Form

E nter pour certificate enrollment infarmation in the fields
provided below.
Cisco SrsTEMS e e
Department [ou): IPSECCERT
Corpary [o]: Cisco Spstems
State [st]: MarthCarolina
Country [c]: U5
Email [e]: U zerl @email. com
|P Address:
Cromair: ClZC0. Com
* Required Field
< Back I Meut » Cancel | Help
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Enrollment - Summary

Cisco SYSTEMS

Thiz iz a suramary of the information you have provided for

thiz certificate enrollment request.

Select Finizh to proceed with the enrollment or Back to

make modifications.

W
Enrallment: File - clients.req

Cerhificate Store: Cisco
Common Mame: Uszerl
Department: IPSECCERT
Compary: Cizco Systemns
State: MorthCarolina
Country: LIS

Email: Uzerl @email. com
P &ddress:

Clomair: cisco.com

< Back I

Finizh I Cancel

Help




9. & Enroliment Requestsit I < LA BEVPNE FimiE f EE 2R LN IER.
&4 Cisco Systems ¥PN Client Certificate Manager x|

Fersonal certificates identify you to people and hosts you communicate with and
are zigned by a certificate authority,

&, certificate autharby [CA) iz an organization that izsues certificates.

Enrollment requests are certificate requestsz that a Ca haz pet to approve.

Perzonal Certificates I CaA Certificates  Enrollment Requests

Certificate Store

Optiohz

|rnpuort.... Cloze
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Microsoft Canificate Senices & winZkzerar

Choose Request Type

Flease select the hpe of request you would like to make

& Lker cedificate request

& Ackeanced recuest
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13. #£“Advanced Certificate Requests”F , i%&#“Submit a certificate request using a base64

encoded PKCS #10 file”=k “renewal request using a base64 encoded PKCS #7 file” , fA/G &
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Advanced Certificate Requests

“foul can request a cemificats for yourssd, another user. or a computer using ons of the following methods . Rate that the policy of the cenification
athorty (2 AL will determrene the cemificates thal you can obiain

© Zubrmit & certficate request to this CA using a fomn
= Zubmet @ cerbficate request using a basebd encodad PRCS 10 file or a renevwal reguest using 3 basedd encoded PHKCS #7 Rile

= Fequest a certficats for a smart card on behak of ancther user using the Smart Cand Erncliment Station
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Submit A Saved Reguest

Faste a baselid encoded FRCS #10 cefdificats requast or FKICS #7 reneveal request generated by an extemal application (such as a wsh
SErver) into e request feld to submit the reguest to the cemificabon authonty (CAJ

Saved Reguest

-—-—-DEGIN WEW CERTIFICATE REQUEST----- =
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16. FHRIE B FMEP FTHREIVPNE k. ECARRSERL , %3FCheck on a pending
certificate , A5 £ diNext.

Welcome

Wiou use this veeb Site 1o request & camiicals for your web browessr, aamail clisnl, of olfver secure program. Once you Scquite & cemificals, you
will e alble 1o securely identfy yoursel 1o other peoples over the web SN WOUIT G-Tisi| MesSB0es, eNCRYDE YOUr e-mail MesSsa0es, and miong
dapending upon the type of carbificats you request

Select a task;

© Retrieve the CA caitificate or certificate revocation list
T Request a certificate

# Check on a pending ceraficate
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Certificate Issued
The certificate you requested was issuad to you
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MChoS0fE L eniC Al SEriles franii Hisiie
Retrieve The CA Certificate Or Certificate Revocation List
Instail this CA cerification path to allow your computer to trust cestificates issued from this cermfication authonity
| ,
Itis not necessany (o manually instal i ety =LIX e from this camficabon auhority,
because the CA certificaiion path wall i l .
Choose file to download: -
CA Cartificate Sang .
Erenious [fshim-pc(1)] I_m_ 2 x
Frevious [firahimrpc) Euibad Ssvein [T Desten =] - gy
Dorriinad b
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Import Certificate - Source lvpn
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Import Certificate - Source

below.

The certificate source identifies where the certificate is
imported fram. Additionally, if the certifcate you are
Gisco Svstems importing is protected by & pazsward, please enter it

— Certiticate source:

™ Microzoft certificate:

% File:

hd

Browsze |

Import pazsword:

+ Hash | MHest = |

Cancel |

Li Look in: IE Desktop

st My Documents = client_cerk,cer

My Compukter client_rook_cert,cer
(28 My Metwork Places
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File name; client_cert. cer

Files of twpe: 13,503 DER Files [* der;”.cer)
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&5 Cisco Systems ¥PN Client Certificate Manager |
Ferzonal certificates identify you to people and hosts pou communicate with and
are zigned by a certificate authority.,
&, certificate authonty [CA] 1z an organization that izzues certificates.,
Enrallment requests are certificate requests that a Ca has vet to approve.
 Personal Certificates i CA Certificates | Enrollment Reguests
Certificate Store
Uzerh Cizco
Stares: I{.-i'-.ll} j Mew Options -
Irnport... | Cloze
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&5 Cisco Systems ¥PN Client Certificate Manager x|
Perzonal certificates identify vou to people and hosts you communicate with and
are zigned by a certificate autharity.
A, certificate authanty [CA] 1z an organization that izzues certificates.
E nrollment requests are certificate requestz that a Ca& haz pet to approve.
Perzonal Certificates ;“"If,'éi,"ifé}fifiﬁéfééfl E nrollment Requests
Certificate | Store
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Initiating online request
Generating key pair

Generating self-signed Certificate
Initiating online request

Recei ved a response fromthe CA
Your certificate request was denied

MR ERIRFEE , FZM@Microsoft CARE T HIFMES , ASHXERIFE T HFAEE.
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