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nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encr ypt ed
host nane Pl XRTPVPN

domai n- name ci sco. com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol smp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060
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fixup protocol skinny 2000
nanes
!--- Interesting traffic to be encrypted to the
Checkpoint™ NG. access-list 101 permit ip 192.168.10.0
255.255.255.0 10.32.0.0 255.255.128.0
!--- Do not perform Network Address Translation (NAT) on
traffic to the Checkpoint™ NG. access-list nonat permit
ip 192.168.10.0 255.255.255.0 10.32.0.0 255.255.128.0
pager lines 24
interface ethernet0 10baset
interface ethernetl 10ful
ntu outside 1500
ntu inside 1500
i p address outside 172.18.124. 158 255. 255. 255. 0
i p address inside 192.168.10.1 255.255.255.0
ip audit info action alarm
ip audit attack action alarm
pdm hi story enabl e
arp timeout 14400
gl obal (outside) 1 interface
!--- Do not perform NAT on traffic to the Checkpoint™
NG. nat (inside) 0 access-list nonat
nat (inside) 1 0.0.0.0 0.0.0.00 0
route outside 0.0.0.0 0.0.0.0 172.18.124.1 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00
h323 0: 05: 00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absolute
aaa- server TACACS+ protocol tacacs+
aaa-server RADI US protocol radius
aaa-server LOCAL protocol |oca
no snnp-server | ocation
no snnp-server contact
snnp-server conmmunity public
no snnp-server enable traps
fl oodguard enabl e
!--— Permit all inbound IPsec authenticated cipher
sessions. sysopt connection permit-ipsec
no sysopt route dnat
!--- Defines IPsec encryption and authentication
algorithms. crypto ipsec transform-set rtptac esp-3des
esp-md5-hmac
!--- Defines crypto map. crypto map rtprules 10 ipsec-
isakmp
crypto map rtprules 10 match address 101
crypto map rtprules 10 set peer 172.18.124.157
crypto map rtprules 10 set transform-set rtptac
!--- Apply crypto map on the outside interface. crypto
map rtprules interface outside
isakmp enable outside
! --- Defines pre-shared secret used for IKE
authentication. isakmp key ******** address
172.18.124.157 netmask 255.255.255.255
!-—-- Defines ISAKMP policy. isakmp policy 1
authentication pre-share
isakmp policy 1 encryption 3des
isakmp policy 1 hash md5
isakmp policy 1 group 2
isakmp policy 1 lifetime 86400
telnet tineout 5
ssh timeout 5
terminal wdth 80
Crypt ochecksum 089b038c8e0dbc38d8ce5ca72cf 920a5
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1. ACheckpointM ZFPIXEF KM X RIERIMMENR , UMBEHEXTRE. Atk |, BHEEF
Manage > Network Objects , SA/51£#FNew > Network, I ABEHHWREELE K REET
OK, XLRH|E R—4H % ACP_Inside ( CheckpointTM NGEI A EBM 4% ) H
PIXINSIDE ( PIXHY A EBM4E ) BT Ro

General | BT
M ame:
[P &ddress:
Met M azk:
Comrment;

Colar:

Broadcast address:
|7'-':' |ncluded

Metwork Properties - CP_inside

| CP

10.32.0.0

285.256.128.0

CRIMNSIDE

[

" Mot included

ok |

Cancel

Help




Network Properties - PIXINSIDE X|

Gereral | MAT |

M ame:

IP &ddress: [192.168.10.0

Met Mazk: [255.265.255.0

Comment:  |Fizinside

Calar: I -
Broadcast address:
|7'f:' |ncluded ™ Mot included
] I Cancel Help

2. 3 CheckpointTM NGHIPIXP B T #3534 %, MUt , 5i£EManage > Network Objects > New
> Workstation, ¥ Z & &L F 1£ & ¥ #I CheckpointTM NGi% & Hi 8 #8122 #9 CheckpointTM
NGIEIEN R, BN ITEWRRENMXMATERENVPNIRZIED , ABKRETHOK, XLER
$IE R T —4H B Fciscocp(CheckpointTM NG)FIPIX ( PIXBAF X1 ) BT R,



i Topology
— MAT
VPN
— Authentication
i Management
|_ Advanced

Workstation Properties - ciscocp

m General

Marne: |-:isu:n:p

IP addiess:  |17218.124.157 Get address |

Comment; IEhEH:kpuint Extemnal IP

Color: I- -rl

Type: ™ Hozt & Gateway
Check Point Products
¥ Check ot products installed *.r'ars'rmING “"I E=) "-.:’E'sinr“l
iwWPM-1 & Firg' a1 i’
[w|FloadGate-1
[ Policy Server
[] Primary b anagement Station ;I
Qbject b anagement

% Managed by this M anagement Senver [Intemal]

£ Menaged by anothen M anagement Sever [Extemal]

Secune |nternal Communication

Comrrunicatiar.. | NG Innmp_mgrrt,n-nienmp..pvzfna

[T Intercnenstle VPN Device

1]8 Cancel

Help




Workstation Properties - PIX

m General

- Topology
— MWAT Marne: IFIH

WFN
. s dvenced IP dddress: 17218124158 Eetacl:lres:sl

Comment: |1 Firewsal

Colar: I- -rl

Type: " Host % Gateway

Check Paint Products
[T Check Point products installed Version ING "'I Ej= UF':inrl
[CWPH-1 & Firgtad all-1 H
[CJFlsadGate-1

[JPolicy Server

[(Managemnent Station :J
Qbject b anagement

€ Wanaped by this (Management Senver Intemnal]

r Menaged By ancthern Menagement Server [Extenal]

W Interoperable VPN Device

oK Cancel |  Heb |

3. & Manage > Network objects > Edit JA#T FF CheckpointTM NG5 ( 2+ 5
ciscocp ) W “TiEUEEM"E 0. NE OLBIERHA , RAEERENBHMNES, $£HEIAR

EEOREM.



Workstation Properties - ciscocp

b

Genersl Topology
- Topalogy
LWAT Get Interfaces |
;EE o Hame [ IPAddess . | Metwork Mask .. | IP Addiesses behine
e Eniication E100E0 10325050 2952551280  CP_inside
- Management E100B1 17218124157  255.255.2550  Extemal
[+ Advanced

| N
Bemowve Show |
Show al IPs behind Gateway |
WP Domain
* AP Addresses behind G atewap based on T opology Shaw
information. —
™ Marusally Defined j S

[T Exportable for Secul emate

ok |  Cancel | Heb

4. EBIEETIER W%Bii&bﬁ  REIEESENIPHt, Click OKZEEZEF , CP_inside2
CheckpointTM NGEI A HM & | thhb & REVIRINER G TSN NE | N aHEE R



Interface Properties |

General T'I'II"I"DEL'r'IE!DS I

Topology

i External [leads out to the internet)

IP &ddrezzes behind this interface:

™ Mot Defined

™ Metwork defined by the interface IP and Met kazk

* Specific: LL P inside j
A nki-5 poafing

v Perform &nti-Spoofing bazed on interface topology

Spoof Tracking: ¢ Mone % Log ¢ Alert

] I Cancel Help

CP_inside,
5. ETHEUEMEND , NSFEEBKME CheckpointTM NG LIEZEAZEN , RE [T EJitEE
BEOBEM, ERETLUSHRIMEENNEARI , ARRTRE.



Interface Properties |

General TDP'J'DEI}'IIJDS I

Topalogy

(¢ Estemal leads out to the intemet]

i Intemal [leads ta the local network]
P &ddreszes Bebimd thiz mterface;
" Mot Defined
£ Metwork defined by the interface [P and ket kazk

" Specific: j

Anb-Spoafing
v Perform Anti-S poofing bazed on interface topology

Spoof Tracking: € Mone & Log € Alett

Q. Cancel Help

6. 7ECheckpointTM NGHY T/EHEME O L , NEO LSRRI HIEREVPN , REEFIKESH
RATIZEFIANEE £, 2 HEEditUA R BIKER %o



Workstation Properties - ciscocp 3 x|

General YPN
MAT Encryption schemes

st default [EE properties

Authentication
i Management O & Fwiz

E Advanced

Edit... |

Certificate List
Mickname | DN | Cetificate Authodity
1| | i
Add.. Bt | Hemove |
ok | Cacel |  Heb |

7. BLEIKER M : R 3DESIZMEN |, LUEIKERE M Sisakmp policy # encryption 3desiy
B, EEMDSHIEI , LMEIKERE M Scrypto isakmp policy # hash md5@a SR A,



IKE Properties x|

General |

— Suppart key exchange encryption with: - — Support data integrity with; —

[0 & ces -] ¥ MDS
O &= cast
[T SHa1
— Support authentication methiods;
W Pre-Shared Secref Edit Secrets. ..
[ Public Key Signatures Specifiy.

I YERA & Firew sl authentication for Secul emate [Hubrid Mode)

Advanced ... |

ak. I Cancel Help |

8. #&$%Pre-Shared Secrets ( A ZEWER ) WIANEED , ASF S EHEdit Secrets , FMHAZF4HR
B R 5PIX#isakmp key key address address netmask netmask3#& & . # HEditb i A &H

%4, WA, AE¥HSet, OKo
Shared Secret X
— Shared Secrets List:
Feer Mame Shared Secret
Pl::x:: B4t Edit
Remove
Enter secret: ICiSCDrtd Set
k. Cancel | Help

9. ZIKEEME O , BHAdvanced.. FEHRU TIRE : BUHEE IIFEHMARM, #£EHE X
BFFMBAXRER. THEET OKo



Advanced IKE properties x|

[ Use UDP encapsulation

Suppaort Diffie-Hellman groups

| Group 2 (1024 bit]
[Group 5 (1536 bit)

Rekeying Parameters

Renegotiate IKE secunty aszociations 1440 ::I Minutes

Fenegotiate IPSEC Security azzociations every  |2600 ::I Seconds
[ RBenegotiate IPSEC Security associations every | 50000 ::I F.Butes

Misc

[~ Support IP compression for SecureClient

[T Support aggresive mode
v Support key exchange for subnets

O Cancel Help

10. #%&1¥Manage > Network objects > Edit LA T 7 PIX#Workstation Properties&E 0. M&E RO
EiB R ET %R Topology , FLENVPNIE, FEHEEAH , PIXINSIDE ( PIXHI IR &
) X HVPNIF,



Workstation Properties - PIX

General Topology
T|:||:||:|||:|g!,l
LMAT ﬁﬂh"ﬂ‘ﬂif!m |
VPN Name [ 1P Addess | Network Mask |
- Advanced

fAdd... Edit, Hermewe

BEemove Shaw

Shovn &l [Ps Betid Gateway

YPH Domain

" &)l IP Addiesses behind Gateway bazed on Topalogy

= Ezportable for Seculemate

oK Cancel |  Help

j 5 Sk
information. B ——

" Manually Defined |.I.|.I. PIXINSIDE j Shaw

1. NBOLBIERVPN , AR ERBIKEERINZNH ., 2 LEditLAEEIKER %,



Workstation Properties - PIX : x|

General ¥PH
i T opal
| Niﬁ.mw Encryption schemes

| —

Edit... |

aK Cancel | Hep |

12. BLEBIKEB M , I FAT7R : %R3DESIZMIEIDN , SUEIKERE 1 Sisakmp policy # encryption
3desTTHRE. EBMDSHIIEI , LUEIKERE 4 Scrypto isakmp policy # hash md5@ SR A



IKE Properties P

General |

— Support key exchange encryption with: 1 — Support data integrity with; —

L] =1 oes W MD5
O &= cast
[T SHa1
— Support authentication methods:
W Pre-Shared Secref Edit Secrets...
[ Public Key Signatures I atehitig Critera....

[ WPH- % Firew sl authentication for Secul emate (Hobrid Made]

Advanced ... |

aF. Cancel Help |

13. 1% Pre-Shared Secrets ( MAZMWE ) WIAIEEI , A K HEdt Secrets |, FHAZH4H
REXREPIX@itisakmp key key address address netmask netmask &, £ dEditH A
%5, REH8THESet, OKo

Shared Secret X
— Shared Secrets List;
Feer Mame Shared Secret
CIZCOCP s Edi
Bermove
Cancel Help

14. EIKEEHEO D , 2HAdvanced.. A EUOXEIRE, %FESIKER MR Diffie-Hellmand
o BUHER ZHFFHE"EM, R IHFTHNBARRER, TXE , BHBE



Advanced IKE properties

W Uze UDE encapsulation

UDP /PR PSEC. encapsl, j

Suppart Diffie-Hellman aroups

[(Group

[w| Group
[(Group

1752 bit]
511024 ki)
5 [1535 bi]

Hekeying Parameters

Renegohiate IKE secunty azzociations

Misc

Fenegotiate IPSEC Securnty azzociations eveny

[~ Renegotiate IPSEC Secunty associations every

1440 = Minutes
/00 = Seconds

SO000

::I k.Butes

[T Support aggresive mode
v Support key exchange for subnets

QF. Cancel

™| Support [P compression far SecureClient

Help

15. £ Rules > Add Rules > Top & B& Ei & i1 %%

AN, 7FEPolicy EditorE O , EIRK&X BRI

1 A #CP_inside (TECheckpoint TM NG ™% 1 2B)#LI i FFIPIXINSIDE (TEPIXHY M 4% P 2B
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Action 3 B i%$%Edit Properties,

D2 B/

&) #AT

/Ch

AT AN IMZT AR B , ]
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] Lospesl Server Cherl A
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Clear ey

16. EHHREERIKESS , #HEdit,




Encryption Properties El

General |

— Encryption zchemes defined: —

@Ee

0 [Faz Pz

Edi. |

aF. Cancel Help

17. EKEBM"E O H , FdUE 4 L Scrypto ipsec transform-set rtptac esp-3des esp-md5-
hmac#+ FPH@PIXIPsec%ﬁ o MTransformikIiik & N MB+BHIFEBZEM(ESP) , &RE

SDESMEBEZE , REMDSHIETEM | J:F&Eﬁ‘,l‘l:ﬂ’]ﬂ%W?@%EEE%“BPIXH?’E(EBL*’WJ
IKE Properties x|

General

Transtarm

% Encryption + Data Integrity [ESP)
i Data Integrity Only [&H)

Encryption Algorithn: JDES j
Diata Integrity M5 j
Compression method: Mane -

Allomwved Peer [ateway:

[ Usze Perfect Fonward Secrecy
Use DH Group: | Group 1 (768 bit =]

[~ Perform IF Poal MAT

ak. Cancel Help

PIX)o Click OK
18. ER B CheckpointTM NG » 1R 17 55 8% 3% 2 Policy > Install LS A E.



" CISCOCP - Dheedle Posnd Padecy Edifor - Stamdard

‘B imE &

ﬂ-hlalcalalala

Il':-l-m

verfy. .
Iestall ..

e [a=371 2481 || veaat.

Fie Edl Vien Manage Rules  polcy Topolsgy Sesrdh Window Melp

=101 x|

= |
mm Ackdress Translation - Standard | S 0% - Standard | T Desktop Securty - Seardard |
Im SERVICE ACTION THACK IMSTALL
BBt r
B L raleray
ﬁhlm *EP g [ -
4k P e * Ay * Ary |ﬂmu & Lo (] Gatewsr.
4] Ll
[® | Comemant |
I72.18.124.157  Checkponi Esternal P
W 18,124,158 PEY, Frasval
BOLEL.00 CFBHIDE
162, bR 1000 Pronsde

RRE O YmiE RIS R E

SNg

88

Install Policy

Standard:
Compiled OF..

Standard. W Secunty Policy Script generated inta Standard. pt

HRR

B OERRBERIRTHE, #iCloseTtXiIZT 1=,




Install Policy X

Standard. W Secunty Policy Script generated into Standard. pf ﬂ
Standard:

Compiled OF.

Inztalling YFH-1Fietwfall-1 policy On: ciscocp ...

YEM-T/Firetwall-1 policy installed succeszsfully on cizcocp. ..

WPM-1Firetwfall-1 policy [nstallation for all modules was successful

f Ny

B
IDIF PIX Bl iR
AR TRIARBESEEE(T

TR HERERF (NEREMAF, ) (OIT) XIFELE show 5T, EA OIT AIEEX show fF =
HE D #o

MNEF—NEAMEE S —NEAMEREping , LIEFNERAREZ 2 BNERS, EHEER
, PingMPIX#%(192.168.10.2) % 3% BlCheckpointTM NG 28 £5(10.32.50.51),

- show crypto isakmp sa - &£ R &4k LA 248 IKE SA.

show crypto isakmp sa

Tot al 1
Enbryonic : 0
dst src state pendi ng created
172.18. 124. 157 172.18.124.158 QM_IDLE 0 1

. show crypto ipsec sa - £ 7R8I SA fEANIZE,

Pl X501 A#show cry ipsec sa

interface: outside
Crypto map tag: rtprules, |ocal addr. 172.18.124.158

| ocal ident (addr/mask/prot/port): (192.168.10.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.32.0.0/255.255.128.0/0/0)
current _peer: 172.18.124. 157
PERM T, flags={origin_is_acl,}
#pkts encaps: 19, #pkts encrypt: 19, #pkts digest 19
#pkts decaps: 19, #pkts decrypt: 19, #pkts verify 19
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O, #pkts deconpress failed: 0
#send errors 1, #recv errors O


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

| ocal crypto endpt.: 172.18.124.158, renote crypto endpt.: 172.18.124. 157
path mu 1500, ipsec overhead 56, media nmtu 1500
current outbound spi: 6bl5a355

inbound esp sas:
spi: Oxced238c7(3469883591)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 3, crypto map: rtprules
sa timng: remaining key lifetime (k/sec): (4607998/27019)
IV size: 8 bytes
replay detection support: Y

i nbound ah sas:
i nbound pcp sas:

outbound esp sas:
spi: 0x6b15a355(1796580181)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 4, crypto map: rtprules
sa timng: remaining key lifetime (k/sec): (4607998/27019)
IV size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

EERE KNG LHERERS
HIRMEES | EREO>RERSUEERERS.

T CISCOCP - Check Point System Status

File YWiew Modules Producks Tools Window Help

D G| [T R R S ®(RP

Modules IP &ddress WPM-1 Detals
=43 oiscace Status: Ok
I8 ciscocp 21812057 | oo oets
£ Fire\w/all-1 Encrypted: 20
@ FloodGate-1 Decrypted: 20

----- 'E' M anagement
----- * WM Foundation

Encryption errors: 1]
..... %“ /P -1 "R

Cecryption errors: 0

Errors

I[KE events errors: 0O
Hardware

Hw Yendor Mame:  none

HwW Status: none




P AR
HEBRPI XL

NOHHBERER ([EEMAS ) (OIT) XEFEL show 8. A OIT J&EEX show S H
HE 2o

XX  EFEAdebugin T2 Hl , i5Z R ABXDebugin THEEE L.
X L S EPIXEE ALE £ B RRR,

- debug crypto engine - £ REXRTMBFBR RN INFESIEM debug HE.
. debug crypto isakmp — £ =X F IKE EH4HHEE.

VPN Peer: | SAKMP: Added new peer: ip:172.18.124.157 Total VPN Peers:1
VPN Peer: | SAKMP: Peer ip:172.18.124.157 Ref cnt increnented to:1 Total VPN Peers:1
| SAKMP (0): begi nning Main Mbde exchange

crypto_i saknmp_process_bl ock: src 172.18.124.157, dest 172.18.124.158
OAK_MM exchange

| SAKMP (0): processing SA payload. nessage ID =0

I SAKMP (0): Checking | SAKMP transform 1 against priority 1 policy

| SAKMP:  encrypti on 3DES- CBC

| SAKMP:  hash MD5

| SAKMP: default group 2

| SAKMP:  auth pre-share

I SAKMP: life type in seconds

I SAKMP: life duration (VPI) of OxO0O Ox1 0x51 0x80

| SAKMP (0): atts are acceptable. Next payload is O

I SAKMP (0): SA is doing pre-shared key authentication using id type |ID_| PV4_ADDR
return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.18.124.157, dest 172.18.124.158
OAK_MM exchange

| SAKMP (0): processing KE payl oad. nessage ID = 0

| SAKMP (0): processi ng NONCE payl oad. nmessage ID = 0

| SAKMP (0): | D payl oad

next - payl oad : 8

type : 1

protocol : 17

port : 500

length : 8

| SAKMP (0): Total payload |length: 12

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.18.124.157, dest 172.18.124.158
OAK_MM exchange

| SAKMP (0): processing |ID payload. nessage ID = 0

| SAKMP (0): processing HASH payl oad. message ID =0

| SAKMP (0): SA has been authenti cated

I SAKMP (0): begi nning Quick Mdde exchange, M I D of 322868148: 133e93b4 | PSEC( key_engi ne): got a
queue event. ..

| PSEC(spi _response): getting spi Oxced238c7(3469883591) for SA
from172.18.124.157 to 172.18.124.158 for prot 3

return status is | KMP_NO ERROR

I SAKMP (0): sending | NI TI AL_CONTACT notify

I SAKMP (0): sending NOTI FY nmessage 24578 protocol 1

I SAKMP (0): sending | NI TI AL_CONTACT notify

crypto_i saknp_process_bl ock: src 172.18.124.157, dest 172.18.124.158
OAK_QM exchange

oakl ey_process_qui ck_node:


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. nessage | D = 322868148

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_3DES

| SAKMP: attributes in transform

| SAKMP: encaps is 1

I SAKMP: SA life type in seconds

| SAKMP: SA |ife duration (basic) of 28800

I SAKMP: SA [ife type in kil obytes

| SAKMP: SA |ife duration (VPI) of 0Ox0O 0x46 0x50 0xO

| SAKMP: aut henticator is HVAC MD5

| SAKMP (0): atts are acceptable. | PSEC(validate_proposal _request): proposal part #1,
(key eng. nmsg.) dest= 172.18.124.157, src= 172.18.124. 158,

dest _proxy= 10. 32. 0. 0/ 255. 255.128. 0/ 0/ 0 (type=4),

src_proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transfornr esp-3des esp-nmd5-hnmac

|'i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4

I SAKMP (0): processi ng NONCE payl oad. nmessage | D = 322868148

| SAKMP (0): processing |ID payl oad. nessage | D = 322868148

| SAKMP (0): processing |ID payl oad. nessage | D = 322868148

I SAKMP (0): processing NOTIFY payl oad 24576 protocol 3

spi 3469883591, nessage |D = 322868148

| SAKMP (0): processing responder lifetine

I SAKMP (0): processing NOTIFY payl oad 24576 protocol 3

spi 3469883591, nessage |D = 322868148

| SAKMP (0): processing responder lifetine

| SAKMP (0): Creating | PSec SAs

i nbound SA from 172.18.124. 157 to 172.18.124.158 (proxy 10.32.0.0 to 192.168. 10.0)
has spi 3469883591 and conn_id 3 and fl ags 4

lifetinme of 28800 seconds

lifetime of 4608000 kil obytes

out bound SA from 172.18.124.158 to 172.18.124.157 (proxy 192.168.10.0 to 10.32.0.0)
has spi 1796580181 and conn_id 4 and fl ags 4

lifetinme of 28800 seconds

lifetinme of 4608000 kil obytesl PSEC(key_engine): got a queue event...
IPSEC(initialize_sas): ,

(key eng. nsg.) dest= 172.18.124.158, src= 172.18.124.157,

dest _proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

src_proxy= 10. 32. 0. 0/ 255. 255. 128. 0/ 0/ 0 (type=4),

protocol = ESP, transfornr esp-3des esp-nmd5-hnmac

|'i fedur= 28800s and 4608000kb,

spi = Oxced238c7(3469883591), conn_id= 3, keysize= 0, flags= 0x4
IPSEC(initialize_sas): ,

(key eng. msg.) src= 172.18.124.158, dest= 172.18.124.157,
src_proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

dest _proxy= 10. 32. 0. 0/ 255. 255. 128. 0/ 0/ 0 (type=4),

protocol = ESP, transfornr esp-3des esp-nd5-hnmac

|'i fedur= 28800s and 4608000kb,

spi = 0x6b15a355(1796580181), conn_id= 4, keysize= 0, flags= 0x4

VPN Peer: |PSEC. Peer ip:172.18.124.157 Ref cnt increnmented to:2 Total VPN Peers:1
VPN Peer: |PSEC. Peer ip:172.18.124.157 Ref cnt increnmented to:3 Total VPN Peers:1
return status is | KMP_NO ERROR
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