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Prerequisites

Requirements

There are no specific requirements for this document.
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Components Used

AXEPHEEETUTRENE R

- Cisco IOS Software Release 12.4
. Cisco PIX Bh K IEEH 6.3.1 iR
. Cisco Secure PIX By A% 515E
- Cisco 7206 Router
The information in this document was created from the devices in a specific lab environment.All of

the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Configure

RE D REUBRWAE B AR AEFTIRHEENE S
Note: EXANMFAGTHFAGE  FEAGSERIE (XREMAF )

Network Diagram
A EEH NS RE
10.1.1.1 DHCP Assigned IP Address 172.18.124.2 197.168.1.1
E1/1 E1/0 outside interface ingide interface
10.1.1.0 l ISP i 182.168.1.0
Network %J—‘ LI | Network

ER
AN RERANTRE

- ElIf (PIX)
. Mop ( Cisco 7204 B EIES )

Elf (P1X)

Building configuration...

: Saved

PIX Version 6.3 (1)
nameif ethernet0 outside security0

nameif ethernetl inside security100

nameif ethernet2 intf2 securityl0
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enable password 8Ry2YjIvt7RRXU24 encrypted
passwd 2KFOnbNTIdI.2KYOU encrypted
hostname elf

fixup protocol ftp 21

fixup protocol http 80
fixup protocol h323 1720
fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

names
!-—- Access control list (ACL) to avoid NAT on the IPsec
packets. access-list nonat permit ip 192.168.1.0
255.255.255.0 10.1.1.0 255.255.255.0

pager lines 24

logging on
logging buffered debugging

interface ethernet( auto

interface ethernetl auto

interface ethernet2 auto shutdown

mtu outside 1500

mtu inside 1500

mtu intf2 1500

ip address outside 172.18.124.2 255.255.255.0
ip address inside 192.168.1.1 255.255.255.0
ip address intf2 127.0.0.1 255.255.255.255

ip audit info action alarm

ip audit attack action alarm

no failover
failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address intf2 0.0.0.0

pdm history enable
arp timeout 14400

global (outside) 1 interface

!-- Binds ACL nonat to the NAT statement to avoid NAT on
the IPsec packets nat (inside) 0 access-list nonat

nat (inside) 1 0.0.0.0 0.0.0.0 0 O

!-—-- Permits Internet Control Message Protocol (ICMP)

traffic for testing. !--- Do not enable it in a live
network. conduit permit icmp any any

route outside 0.0.0.0 0.0.0.0 172.18.124.1 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00

h323 0:05:00 sip 0:30:00 sip media 0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol tacacs+

no snmp-server location

no snmp-server contact
snmp-server community public
no snmp-server enable traps

floodguard enable
sysopt connection permit-ipsec

no svsopt route dnat

!-—-- IPsec confiquration crypto ipsec transform-set
router-set esp-des esp-md5-hmac
crypto dynamic-map cisco 1 set transform-set router-set




crypto map dyn-map 10 ipsec-isakmp dynamic cisco
crypto map dyn-map interface outside

isakmp enable outside

!-—- Internet Security Association and Key Management
Protocol (ISAKMP) !--- policy for accepting dynamic

connections from remote PIX. !--- Note: In real show run

output, the pre-shared key appears as ****+**+*. jisakmp
key ciscol23 address 0.0.0.0 netmask 0.0.0.0

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption des

isakmp policy 10 hash md5

isakmp policy 10 group 1

isakmp policy 10 lifetime 86400

telnet timeout 5

ssh timeout 5

terminal width 80

Cryptochecksum:eeb67d5df47045f7e6ac4aal090aab683
end

1OK1

elf#

Mop ( Cisco 7204 3R EHHE8 )

mop#show running-configuration

Building configuration...

Current configquration : 1916 bvtes

version 12.4
service timestamps debug uptime

service timestamps log uptime

no service password-encryption

hostname mop

ip subnet-zero

1

!
no ip domain-lookup
1

ip cef

ip audit notify log

ip audit po max-events 100
i
!-—- Internet Key Exchange (IKE) policies crypto isakmp
policy 1
hash md5
authentication pre-share

crypto isakmp key ciscol23 address 172.18.124.2

|
|
!

--- IPsec policies crypto ipsec transform-set pix-set

esp-des esp-md5-hmac
1
crypto map pix 10 ipsec-isakmp
set peer 172.18.124.2
set transform-set pix-set
match address 101

interface FastEthernet0/0

no ip address

shutdown




duplex half
1

interface Ethernetl/0
ip address dhcp

ip nat outside
duplex half

crypto map pix
1

interface Ethernetl/1
ip address 10.1.1.1 255.255.255.0
ip nat inside

duplex half
1

!--- Except the private network from the NAT process. ip
nat inside source route-map nonat interface Ethernetl/0
overload

ip classless

ip route 0.0.0.0 0.0.0.0 Ethernetl/0

no ip http server

ip pim bidir-enable

1

!-——- TInclude the private-network-to-private-network !---

traffic in the encryption process. access-1list 101
permit ip 10.1.1.0 0.0.0.255 192.168.1.0 0.0.0.255
!-—-- Except the private network from the NAT process.
access-list 110 deny ip 10.1.1.0 0.0.0.255 192.168.1.0
0.0.0.255

access-1list 110 permit ip 10.1.1.0 0.0.0.255 any

route-map nonat permit 10

match ip address 110
1

line con 0

exec-timeout 0 0

line aux 0
line vty 0 4
login

o |- -
o]
[oN

Verify

Use this section to confirm that your configuration works properly.

woREBRERER (XREMAS ) (OIT) ZFEL show 5. FA OIT AIEEX show fFH 4
#9247,

AT LATE PIX KBS 1T A TiXLE show @85

- show crypto isakmp sa — & 7R3 F4k A H 5l IKE ££ <8 (SA).
. show crypto ipsec sa - £ =i 81 (IPsec) SA FTX ARRE,
. show crypto engine connections active - £ REXMBMBEZELHIED (XIRIEHET ) WEHEIE
BEREER.
DIMIEF NI E 5 L EREBR SA.

- EEEENXTHITUT PIX ®%%, clear crypto isakmp sa — &K 1 B EX SA. clear crypto
ipsec sa - BFREE 2 B ERMY SA.
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- EERAEXTHITUTEASESS. clear crypto isakmp - ERE 1 T EXHY SA. clear crypto
sa - JBBREE 2 MY EREY SA,

Troubleshoot

AE5 R E B TR T HBE S TSR
SRR

EEMERRER (XBREMAF, ) (OIT) XHFFEL show 5. F£A OIT AIEEX show ipHH
H #9547 o

Note: £/ debug T S 28l , ES AKX Debug i THEEEE,

. show crypto isakmp sa - & 3 Z4& EBFTE H 80 IKE SA.

- show crypto ipsec sa - &R H (IPsec) SA FIXAMIRE,

- show crypto engine connections active - £ R EXNZMBFZELIED (NREHRT ) WIHEIE
E*[I{E/%\o

Related Information

- |Psec {HE/IKE A TR

- PIX500R %&£ TR

. Cisco Secure PIXBps X iip S5 &
.- WRFERE (RFC)

- Technical Support & Documentation - Cisco Systems
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