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| i ght #show running-config
Bui | di ng configuration..

Current configuration : 1177 bytes
!
version 12.3
service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
no service password-encryption
!
host nane | i ght
!
boot - st art - mar ker
boot - end- mar ker
!
enabl e password cisco
!
no aaa new- nodel
i p subnet-zero
!
no crypto isaknp enabl e
| I--- IPsec configuration crypto ipsec transform-set
encrypt-des esp-des esp-sha-hmac
!
!
crypto map testcase 8 ipsec-manual
set peer 11.11.11.12
set session-key inbound esp 1001 cipher
1234abcdl234abcd authenticator 20
set session-key outbound esp 1000 cipher
abcdl234abcdl1234 authenticator 20
set transform-set encrypt-des !--- Traffic to encrypt
match address 100
!
!
interface Ethernet2/0
ip address 12.12.12.12 255.255.255.0
hal f - dupl ex<br >
interface Ethernet2/1
ip address 11.11.11.11 255.255.255.0
hal f - dupl ex !--- Apply crypto map. crypto map testcase
!
ip http server
no ip http secure-server
ip classless
iproute 0.0.0.0 0.0.0.0 11.11.11.12
!
! !--- Traffic to encrypt access-list 100 permit
ip host 12.12.12.12 host 14.14.14.14
!
!
!
!
line con O
line aux O
line vty 0 4
l ogin
!
!
!
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house#show running-config

Current configuration : 1194 bytes
!

version 12.3

service timestanps debug uptime
service timestanps | og uptine

no service password-encryption

!

host nane house

!

!

| oggi ng buffered 50000 debuggi ng
enabl e password cisco

!

no aaa new nodel

i p subnet-zero

i p domai n name ci sco.com

ip cef

no crypto isaknp enabl e

| I--- IPsec configuration crypto ipsec transform-set
encrypt-des esp-des esp-sha-hmac

1

crypto map testcase 8 ipsec-manual

set peer 11.11.11.11

set session-key inbound esp 1000 cipher
abcdl234abcdl1234 authenticator 20

set session-key outbound esp 1001 cipher
1234abcdl234abcd authenticator 20

set transform-set encrypt-des

!--- Traffic to encrypt match address 100
1

!

interface EthernetO

i p address 11.11.11.12 255.255.255.0/--- Apply crypto
map. crypto map testcase

1

interface Ethernetl

i p address 14.14.14.14 255.255.255.0

!

ip classless

ip route 0.0.0.0 0.0.0.0 11.11.11.11

no ip http server

no ip http secure-server

1

| I-—- Traffic to encrypt access-list 100 permit ip host
14.14.14.14 host 12.12.12.12

1

!
line con O

exec-timeout 0 O

transport preferred none

transport output none
line vty 0 4

exec-timeout 0 O

password ci sco

l ogin

transport preferred none




transport input none
transport output none
!
!
end
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Light 58 ah-sha-hmac , 1 House £% esp-des.

*Mar 2 01:16:09.849: | PSEC(sa_request): ,
(key eng. nsg.) OUTBOUND | ocal = 11.11.11.11, renote= 11.11.11.12

I ocal _proxy= 12.12.12.12/255. 255. 255. 255/0/0 (type=1),

renot e_proxy= 14.14. 14. 14/ 255. 255. 255. 255/ 0/ 0 (type=1),

protocol = AH, transform= ah-sha-hnmac ,

i fedur= 3600s and 4608000kb,

spi = OxACD76816(2899798038), conn_id= 0, keysize= 0, flags= 0x400A
*Mar 2 01:16:09. 849: | PSEC( manual _key_stuffing):
keys missing for addr 11.11.11.12/prot 51/spi O.....
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Oo ACL AURLIES ( TIXERIFR ) o

host nane house
mat ch address 101
access-list 101 pernit ip host 11.11.11.12 host 11.11.11.11
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host nane |i ght
mat ch address 100
access-list 100 permt ip host 12.12.12.12 host 14.14.14.14

Lt Sk B side_A 838 ping :

not hi ng

| i ght #show crypto engine connections active

ID Interface | P- Addr ess State Algorithm Encrypt Decrypt
2000 Ethernet2/1 11.11.11.11 set DES_56_CBC 5 0
2001 Ethernet2/1 11.11.11.11 set DES 56_CBC 0 0

% side_A B3 ping B , ik B side_B :

house#

1d00h: | PSEC(epa_des_crypt): decrypted packet failed SA identity check
1d00h: | PSEC(epa_des_crypt): decrypted packet failed SA identity check
1d00h: | PSEC(epa_des_crypt): decrypted packet failed SA identity check
1d00h: | PSEC(epa_des_crypt): decrypted packet failed SA identity check
1d00h: | PSEC(epa_des_crypt): decrypted packet failed SA identity check

house#show crypto engine connections active

ID Interface | P- Addr ess State Algorithm Encrypt Decrypt
2000 EthernetO 11.11.11.12 set DES_56_CBC 0 0
2001 EthernetO 11.11.11.12 set DES_56_CBC 0 5

Lt 3k B side_B J&3) ping :

side_ B

YCRYPTO 4- RECVD_PKT_NOT_I PSEC: Rec' d packet not an | PSEC packet.
(ip) vrf/dest_addr=/12.12.12.12, src_addr= 14.14.14.14, prot=1

— iR A MFMRE , 5 —iwFHE

YCRYPTO 4- RECVD_PKT_NOT_| PSEC. Rec' d packet not an | PSEC packet.
(ip) vrf/dest_addr= /14.14.14.14, src_addr= 12.12.12.12, prot=1

b5 ik B BB MZRFTH side_B

house#show crypt o engi ne connections active

ID Interface | P- Addr ess State Al gorithm Encrypt Decrypt
2000 EthernetO 11.11.11.12 set DES_56_CBC 5 0
2001 EthernetO 11.11.11.12 set DES_56_CBC 0 0

Crypto 5|2 iNE<E A

1d05h: %W VPN- 1- HPRXERR: Har dwar e VPNO/ 13: Packet
Encryption/ Decryption error, status=4098.....
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