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. Cisco IOS® 12.4

. Cisco PIX B5 A 1% 535

- Cisco PIX B5 K IEF AR 7.x RESRAE
ANHEHPNEEHRETREZRERETNRRZUEN, AXBEPEANAMERBERVEXAR
M(BRA) BE. MRAECREEXIMEZ LRE , FRRECECHEAGTNEL THREBER T,

EE
ANEB 7 R A < WA EL B AN AL PNIAR Th RE RV A5 BLo
A EBEERAXANHEFEANGTHNEMAEE , BERARSERTEUEMRET).

I0S BB AR : A Cisco 10S 12.2(13)T REEHNRB (RS ESHN T NEKRB , BN 123 RESH
R )  REFEEN IPSEC'MERS NARYEED K MABFENHENAZT GRE BiER
A, £/ 12.2.(13)T EESHNRBMELER T , EYENBEEQD LA MZERS", T

, BBV RENEZEOENATY,

REE
A A4ER TEFRHRAERE.
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1918 #rit,
P 24 B 5 B

. M 10.2.2.1 5/ 10.3.3.1 # GRE B2 ( IPX M4 BB )
- M 10.1.1.2 (10.99.99.12) F 10.99.99.2 #J IPSec B3i&

[mi

®& 2513A

ipx routing 00e0.b064.20cl

1
interface EthernetO

ip address 10.2.2.2 255.255.255.0
no ip directed-broadcast

ipx network AA

1

ip route 0.0.0.0 0.0.0.0 10.2.2.1
! -—-- Output Suppressed

2621

version 12.4
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname 2621
!
ip subnet-zero
!
ip audit notify log
ip audit po max-events 100
ipx routing 0030.1977.8£80
isdn voice-call-failure 0
cns event-service server
!
crypto isakmp policy 10
hash md5
authentication pre-share
crypto isakmp key ciscol23 address 10.99.99.2

crypto ipsec transform-set myset esp-des esp-md5-hmac
1

crypto map mymap local-address FastEthernet0/1
crypto map mymap 10 ipsec-isakmp

set peer 10.99.99.2

set transform-set myset

match address 101

!

controller T1 1/0

!

interface TunnelO

ip address 192.168.100.1 255.255.255.0
no ip directed-broadcast

ipx network BB

tunnel source FastEthernet0/0

tunnel destination 10.3.3.1

crypto map mymap
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1

interface FastEthernet0/0

ip address 10.2.2.1 255.255.255.0

no ip directed-broadcast

duplex auto

speed auto

ipx network AA

!

interface FastEthernet0/1

ip address 10.1.1.2 255.255.255.0

no ip directed-broadcast

duplex auto

speed auto

crypto map mymap

!

ip classless

ip route 10.3.3.0 255.255.255.0 TunnelO

ip route 10.3.3.1 255.255.255.255 10.1.1.1
ip route 10.99.99.0 255.255.255.0 10.1.1.1
no ip http server

1
access-list 101 permit gre host 10.2.2.1 host 10.3.3.1
!

line con 0

transport input none

line aux 0

line vty 0 4

!

no scheduler allocate

end

I -—-- Output Suppressed

PIX

pixfirewall# sh run
Saved

PIX Version 7.0

!
hostname pixfirewall

enable password 2KFQnbNIdI.2KYOU encrypted
names

!

interface Ethernet0

nameif outside

security-level 0

ip address 10.99.99.1 255.255.255.0

1

interface Ethernetl

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0

1

global (outside) 1 10.99.99.50-10.99.99.60
nat (inside) 1 0.0.0.0 0.0.0.0 0 O

static (inside,outside) 10.99.99.12 10.1.1.2 netmask
255.255.255.255 0 0

access-list 102 permit esp host 10.99.99.12 host
10.99.99.2

access-list 102 permit udp host 10.99.99.12 host
10.99.99.2 eq isakmp




route outside 0.0.0.0 0.0.0.0 10.99.99.2 1
route inside 10.2.2.0 255.255.255.0 10.1.1.2 1

I -—-- Output Suppressed

3660

version 12.4
service timestamps debug datetime
service timestamps log uptime
no service password-encryption
!
hostname 3660
!
memory-size iomem 30
ip subnet-zero
no ip domain-lookup
!
ipx routing 0030.80£2.2950
cns event-service server
!
crypto isakmp policy 10
hash md5
authentication pre-share
crypto isakmp key ciscol23 address 10.99.99.12

.

crypto ipsec transform-set myset esp-des esp-md5-hmac
1

crypto map mymap local-address FastEthernet0/0
crypto map mymap 10 ipsec-isakmp

set peer 10.99.99.12

set transform-set myset

match address 101

!

interface TunnelO

ip address 192.168.100.2 255.255.255.0
no ip directed-broadcast

ipx network BB

tunnel source FastEthernet0/1

tunnel destination 10.2.2.1

crypto map mymap

1

interface FastEthernet0/0

ip address 10.99.99.2 255.255.255.0

no ip directed-broadcast

ip nat outside

duplex auto

speed auto

crypto map mymap

1

interface FastEthernet0/1

ip address 10.3.3.1 255.255.255.0

no ip directed-broadcast

ip nat inside

duplex auto

speed auto

ipx network CC

!

ip nat pool 3660-nat 10.99.99.70 10.99.99.80 netmask
255.255.255.0

ip nat inside source list 1 pool 3660-nat




ip classless
ip route 0.0.0.0 0.0.0.0 TunnelO
ip route 10.2.2.1 255.255.255.255 10.99.99.1
ip route 10.99.99.12 255.255.255.255 10.99.99.1
no ip http server
1
access-1list 1 permit 10.3.3.0 0.0.0.255
access-list 101 permit gre host 10.3.3.1 host 10.2.2.1
!
line con 0
transport input none
line aux 0
line vty 0 4
login
!
end
I -—-- Output Suppressed

®’#& 2513B

ipx routing 00e0.b063.e811

1

interface Ethernet0

ip address 10.3.3.2 255.255.255.0
no ip directed-broadcast

ipx network CC
1

ip route 0.0.0.0 0.0.0.0 10.3.3.1

I --- Output Suppressed

WU

ABOARENEETHTHINENEERSTERE T,

mTAHBEREFTE (NRIMA,T ) ZHHELYL show H , BALTEAUEEX show i
RN

. show crypto ipsec sa - £ 5 2 i BRI Z £ KBk,
- show crypto isakmp sa - & RFTE INE S| 2 HeDE N MBS TFEE,
( A%t ) : show interfaces tunnel number - & REZEZOE S,
show ip route - ZRFTEEES IP BH , REA AAA ( BRRIE, RIXFEK ) BBHTEHINER
FHEEH,
. show ipx route - £ 7~ IPX BEHKHNHNA,

B BB PR

B RENESTATNRERTHEHRR.
B bR A T

O HHBREFIE (XEEMAS ) XFFE LY show 9 , AL T EATLIEEX show i
wHN D

AE : ERHdebugi T2 Hl , HSHEEXDebugin THEBRES.
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. debug crypto engine - & RINBHRE.

- debug crypto ipsec - £/R5E 2 BB HY IPSec 1.

. debug crypto isakmp - E 7~ 1 TR Internet Z£E MR AT E MY (ISAKMP) 157,

. ( Wi% ) : debugip routing - & RXFEBAEEMN (RIP) MEREFNRHEFENNER

- debug ipx routing {5&3) | events - debug ipx routing {activity | events} — & R FH 85 & i M
WHIPXEERBEINES.

R4 KBk (SA)

- clear crytpo ipsec sa - J&FRFIE IPSec &2 KBk,
- clear crypto isakmp - /&FR IKE &£ xEx,
. ( ®# ) : clearipx route * - M IPX B& B R MIBRFF BB H.

HXER

. IP &% (IPSec) FFRXIFAM
- GRE T H
. HARF ¥ - Cisco Systems
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