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Current configuration:

1

version 12.0

servi ce timestanps debug uptinme

service timestanps | og uptine

no service password-encryption

1

host nane dr_whoovi e

!

enabl e secret 5 $1$KxKv$cbgKszt QTLILGPN. t Er FZ1

enabl e password ww

1

i p subnet-zero

!

cns event-service server

!--- Configure the Internet Key Exchange (IKE) !---
policy and preshared key for each peer: !--- IKE policy
defined for peers. crypto isakmp policy 1

authentication pre-share

!--- Preshared keys for different peers. crypto isakmp
key ciscol70 address 150.150.150.2

crypto isakmp key ciscol80 address 150.150.150.3

crypto isakmp key ciscol90 address 150.150.150.4

!--- Configure the IPSec parameters: !--- IPSec
transform sets. crypto ipsec transform-set 170cisco esp-
des esp-md5-hmac

crypto ipsec transform-set 180cisco esp-des esp-md5-hmac
crypto ipsec transform-set 190cisco esp-des esp-md5-hmac
1
crypto map ETHO 17 ipsec-isakmp

!--- Set the peer. set peer 150.150.150.2

!--- The IPSec transform set is used for this tunnel.
set transform-set 170cisco

!--- Interesting traffic for peer 150.150.150.2. match
address 170

crypto map ETHO 18 ipsec-isakmp

!--- Set the peer. set peer 150.150.150.3

!--- The IPSec transform set is used for this tunnel.
set transform-set 180cisco

!--- Interesting traffic for peer 150.150.150.3. match
address 180

crypto map ETHO 19 ipsec-isakmp

!--- Set the peer. set peer 150.150.150.4

!--- The IPSec transform set is used for this tunnel.
set transform-set 190cisco

!--- Interesting traffic for peer 150.150.150.4. match
address 190

!
interface EthernetO




ip address 150.150.150.1 255.255.255.0

no ip directed-broadcast

no i p route-cache

no i p nroute-cache

no nop enabl ed

!--- Apply crypto map on the interface. crypto map ETHO
!

interface SerialO

i p address 160. 160. 160. 1 255. 255. 255. 0

no ip directed-broadcast

no i p nroute-cache

no fair-queue

!

ip classless

ip route 170.170.170.0 255.255.255.0 150. 150. 150. 2

ip route 180.180.180.0 255.255.255. 0 150. 150. 150. 3

ip route 190.190.190. 0 255. 255. 255. 0 150. 150. 150. 4

no ip http server

!

!--- Access list that shows traffic to encryption from
yertle. access-list 170 permit ip 160.160.160.0
0.0.0.255 170.170.170.0 0.0.0.255

!--- Access list that shows traffic to encryption from
thidwick. access-list 180 permit ip 160.160.160.0
0.0.0.255 180.180.180.0 0.0.0.255

!--- Access list that shows traffic to encryption from
sam-i-am. access-list 190 pernit ip 160.160. 160.0
0.0.0.255 190.190.190.0 0.0.0.255 dialer-list 1 protoco
ip permit dialer-list 1 protocol ipx permt ! line con O
transport input none line aux O line vty 0 4 password ww
| ogin end

sam-i-am{it i

Current configuration

!

version 12.0

service timestanps debug uptime

service timestanps | og uptine

no service password-encryption

1

host nane Sam | - am

!

enabl e secret 5 $1$HDyw$qubSJdqf | COf 1VLvHmg/ PO

enabl e password ww

!

i p subnet-zero

!

i sdn swi tch-type basic-5ess

i sdn voice-call-failure 0

cns event-service server

!--- Configure the IKE policy and preshared key for the
hub: crypto isakmp policy 1

authentication pre-share

crypto isakmp key ciscol90 address 150.150.150.1

!--- Configure the IPSec parameters: !--- IPSec
transform set. crypto ipsec transform-set 190cisco esp-
des esp-md5-hmac

!--- Crypto map definition for the hub site. crypto map
ETHO 19 ipsec-isakmp

!--- Set the peer. set peer 150.150.150.1

!--- IPSec transform set. set transform-set 190cisco
!--- Interesting traffic for peer 150.150.150.1 (hub




site). match address 190
|
interface EthernetO

ip address 150.150.150.4 255.255.255.0

no i p directed-broadcast

no i p route-cache

no i p nroute-cache

no nop enabl ed

!--- Apply crypto map on the interface. crypto map ETHO
|

interface Serial0

i p address 190.190. 190. 1 255. 255. 255.0

no i p directed-broadcast

no i p nroute-cache

no fair-queue

|

ip classless

ip route 160. 160.160. 0 255.255. 255. 0 150. 150. 150. 1

no ip http server

!--—- Access 1list that shows traffic to encryption !---
for the hub site (dr_whoovie). access-list 190 permit ip
190.190.190.0 0.0.0.255 160.160.160.0 0.0.0.255
dialer-list 1 protocol ip permt

dialer-list 1 protocol ipx permt

|

line con O

transport input none

line aux O

line vty 0 4

password ww

| ogi n

!

end

thidwickfc i

Current configuration

1

version 12.0

service tinmestanps debug uptinme

service timestanps | og uptine

no service password-encryption

1

host nane t hi dwi ck

1

enabl e secret 5 $1$Pcpo$fj 4FNS1dEDY9l Gg3Ne6FK1

enabl e password ww

1

i p subnet-zero

!

i sdn switch-type basic-5ess

i sdn voice-call-failure O

cns event-service server

!--- Configure the IKE policy and preshared key for the
hub: crypto isakmp policy 1

authentication pre-share

crypto isakmp key ciscol80 address 150.150.150.1

!--- Configure the IPSec parameters: !--- IPSec
transform set. crypto ipsec transform-set 180cisco esp-
des esp-md5-hmac

!--—- Crypto map definition for the hub site. crypto map
ETHO 18 ipsec-isakmp

I--- Set the peer. set peer 150.150.150.1




!-—-- IPSec transform set. set transform-set 180cisco
!--- Interesting traffic for peer 150.150.150.1 (hub
site). match address 180

|

interface EthernetO

ip address 150.150.150.3 255.255.255.0

no i p directed-broadcast

no i p route-cache

no i p nroute-cache

no nop enabl ed

!--- Apply crypto map on the interface. crypto map ETHO
|

interface Seriall

i p address 180.180.180.1 255. 255. 255.0

no i p directed-broadcast

cl ockrate 4000000

|

interface BRI O

no i p address

no i p directed-broadcast

shut down

i sdn switch-type basic-5ess

|

ip classless

ip route 160. 160.160. 0 255. 255. 255. 0 150. 150. 150. 1
no ip http server

!--—- Access 1list that shows traffic to encryption !---
for the hub site (dr_whoovie). access-list 180 permit ip
180.180.180.0 0.0.0.255 160.160.160.0 0.0.0.255
dialer-list 1 protocol ip permt

dialer-list 1 protocol ipx permt

|

line con O

transport input none

line aux O

line vty 0 4

password ww

| ogi n

!

end

SREER

Current configuration

!

version 12.0

service tinmestanps debug uptinme

service tinestanps |og uptine

no service password-encryption

!

host nane yertle

!

enabl e secret 5 $1$ne5Q@2kF5zKI PPTVHEBAG EZ9nT
enabl e password ww

!

i p subnet-zero

!

cns event-service server

!--- Configure the IKE policy and preshared key for the
hub: crypto isakmp policy 1

authentication pre-share

crypto isakmp key ciscol70 address 150.150.150.1
!--- Configure the IPSec parameters: !--- IPSec




transform set. crypto ipsec transform-set 170cisco esp-
des esp-md5-hmac

!--—- Crypto map definition for the hub site. crypto map
ETHO 17 ipsec-isakmp

I--- Set the peer. set peer 150.150.150.1

!-—-- IPSec transform set. set transform-set 170cisco
!--- Interesting traffic for peer 150.150.150.1 (hub
site). match address 170

]

interface EthernetO

ip address 150.150.150.2 255.255.255.0

no i p directed-broadcast

no i p route-cache

no i p nroute-cache

no nop enabl ed

!--- Apply crypto map on the interface. crypto map ETHO
]

interface Serial 0

no i p address

no i p directed-broadcast

no i p nroute-cache

shut down

no fair-queue

]

interface Seriall

i p address 170.170.170.1 255. 255.255.0

no i p directed-broadcast

]

ip classless

ip route 160. 160.160. 0 255. 255. 255. 0 150. 150. 150. 1

no ip http server

!--—- Access 1list that shows traffic to encryption for !-
-- the hub site (dr_whoovie). access-list 170 permit ip
170.170.170.0 0.0.0.255 160.160.160.0 0.0.0.255
dialer-list 1 protocol ip permt

dialer-list 1 protocol ipx permt

]

tftp-server flash:/c2500-j0s56i-1.120-7.T

tftp-server flash:c2500-j0s56i-1.120-7.T

tftp-server flash

]

line con O

transport input none

line aux O

line vty 0 4

password ww

| ogin

!

end
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- show crypto ipsec sa - R B 2 &2 X,
- show crypto isakmp sa - 25 1 FrBRIIR LBk,
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- debug crypto ipsec - £ 7R"5 2 Br B WY IPsec 1.

- debug crypto isakmp - £ R 1 BB ISAKMP 5.
- debug crypto engine - EREMBN TR,

- clear crypto isakmp - WERE 2 1 Bt REXHREXEK,
. clear crypto sa - JRER 5% 2 B BHEXM R XX,
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