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ERNEAH
2R 3744 eh 1= B & F Cisco 10S®% 4 15.4(2)T,

AXHEPNEEHRRETREXRENEFNREFEN, AXHFEANMERZHNERAR
(BN ) BE, MRAEEANREXINEG  FRRARLKELTHREG STHBERN,

HRER

VRFRIPFAR BT ASH — MR , AFBEENSROIER R HEN T, X
M7 e, BHEAUNNEBERTHE , MEBERSMEE,

ERANISPEARNRER N —MHERME, EEREAMKISPEER ; —MNEEZERE , Z—1AE
#FREE,

FEAMNISP , A%t 9 X FBIDMVPN U REEMARB MBS, A HE B 8 278 R @& FHVRF-Lite3k
EPXEENISPHOEREAR. FHAAKANEIDMVPNRREN RERMEEBEITR, AN HFH
NANEERGEAUTRHESR :

0O IP Address VRF iR
BAAR ISP1
0/0 172.16.1.1 VRE FISP
AR ISP2

0/1 172.16.2.1 VRE HHBISP

& BIVRF-LiteZhAE , DMVPN%D % F Al X2 /NVPNIR H/3# X2 0l, VRF-LiteThREsR&ISkRB 2N Z
REAKABAFEMGRE)BEZEONREFHAESBNVRFEEAR, HlIn , IR FISPHEISP1
VRFH LIt | MEEBIISPEISP2 VRFHZA IE |, MISP2 VRFHEA RN GEMFEHAISP2VRFIRHEE , M
ISP1 VRFH 4 B REN £ HISP1HIVRFEE H &Ko

FRATINVRFIVRF)W AR ETEEZENEREHEREX ( FERERED ) POI2 AN EAR, FRAE
VRF(IVRR) BB ETEN T HAZERLUREDMVPNMEAMEER, XFEMHEEHERTHIHANE
£, IR HEEZ EIRK B InternetfV T |, Einternetd | BREAEE R D F M,

XLEVRFEE AT EDMVPNF LMD Z EER, XEXNFHENSPELREHRRPLIENERLEGR
KEH,

MBEFMSPELFVRFFLLL , NEMNAZHENBER , FEF I mGREZOFKB T [/
HES, EXHERT , MREISPEEWE , NNBEHESNTISPHETREH BREEERE
 MEISPEOTEEFT AKX, XASEHFEAIMGREREZOMERIEMEISPHEIAKE , NI S
HDMVPNITR KM,

REE—ETBEREFERAIPRSRADIL(IP SLA)RBRAXNEHEEEF(EEM)BIASRR LR | {8

refTRATERRELRRE.
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Split Tunneling

YMBEEIMGREEOKEUSE FMRELKAEN , BN 7 2E2E, MEBRIAKAHALEIMGREREDO
REREY , WFRA tunnel-all,

ANHEPRENEERHIET 2 EIRE.

SXB 5 XRBE
AP RHNEERFIREBETRESL E (RMIABHBEBIMGREEORA ) NRFIRIT,

ERAPNMVRF A 2 Rk R ABR G ECREFENHIFEEH R IMNAVRF , SBEBTHERD X
B9 X BBERFENISP,

[

YT B WAEIVRF-LiteZ8EFEDMVPN S X EBLEISPTT R,

AR FRBTERIE (XREMAFS ) TREAEXFIDAEMRSTHEAER.

SET
A FRBIERBHBINAT



= IPSECTunnel & 00

ConnectionSdema
=  WANConnmection

LaH Connection

Eroadband Backup

19216500424

1721614724

172161.1,/24

172.16.2.5/24
1721621724 y

192168.1.0/24

l . l -2
2 a T

VD

UTRAEXRELSR LAXEBEH — LU

- AT HEEEERA/ARTunnelORE N O |, EX T delayZ3 , EMTunnelOZR FHIEE R E M0
Tk,

HEX@FATRERY , AEFMEMGRERED LERINT H—RERA , RRATiERAMRE
W BR&R <interface>, BN , AWEAR AN E(GRE)BEHRFEEERZR RSB ERXET
IFAfREEEO,

- FITHEBRELEUBAMARS R BIEmMGRERE ( £55E ) ZREUBRIAKH.

EE RGP REEHEBNHETID

version 15.4

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

hostname HUB1



1
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 24
crypto isakmp key ciscol23 address 0.0.0.0
1
crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha256-hmac
mode transport
1
crypto ipsec profile profile-dmvpn
set transform-set transform-dmvpn
1
interface Loopback0
description LAN
ip address 192.168.0.1 255.255.255.0
1
interface TunnelO
bandwidth 1000
ip address 10.0.0.1 255.255.255.0
no ip redirects
ip mtu 1400
no ip split-horizon eigrp 1
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
ip nhrp redirect
ip summary-address eigrp 1 0.0.0.0 0.0.0.0
ip tcp adjust-mss 1360
delay 1000
tunnel source Ethernet0/0
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile profile-dmvpn shared
1
interface Tunnell
bandwidth 1000
ip address 10.0.1.1 255.255.255.0
no ip redirects
ip mtu 1400
no ip split-horizon eigrp 1
ip nhrp map multicast dynamic
ip nhrp network-id 100001
ip nhrp holdtime 600
ip nhrp redirect
ip summary-address eigrp 1 0.0.0.0 0.0.0.0
ip tcp adjust-mss 1360
delay 1500
tunnel source Ethernet0/0
tunnel mode gre multipoint
tunnel key 100001
tunnel protection ipsec profile profile-dmvpn shared
1
router eigrp 1
network 10.0.0.0 0.0.0.255
network 10.0.1.0 0.0.0.255
network 192.168.0.0 0.0.255.255
1
ip route 0.0.0.0 0.0.0.0 172.16.0.100
1

end



7 XER
UTFRAXER LEXEREN — i

- XN F 2 XITTK, TunnelOF Tunnel 143 B 45F Ethernet0/0F EthernetO/1#E R BRE RO , LAK M #EE
DO/0EZEFEISP , AAMEED O/ 1EZETIFHBIISP,

- ATHREISP , EAVRFIIgE, EISPERISP1VRF, X THBISP , BE& T & HISP2HIVRF,

. BEiBvrf ISP1F 2B vrf ISP2% BIEL B £ O Tunnel0F Tunnell £ |, LA REVRF ISP18}
ISP2H M ITIEGREH EHFEEINHLAERK.

- AT EREEROIFFTunnelOiRE N EEDO , EX T delayZ 8 , M TunnelOZRABIEEHE R
BHik,

AR ARGPRNEEEENEXBL.

version 15.4
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
1
hostname SPOKEL
!
vrf definition ISP1
rd 1:1
!
address-family ipv4
exit-address-family
!
vrf definition ISP2
rd 2:2
!
address-family ipv4
exit-address-family
!
crypto keyring ISP2 vrf ISP2
pre-shared-key address 0.0.0.0 0.0.0.0 key ciscol23
crypto keyring ISPl vrf ISPl
pre-shared-key address 0.0.0.0 0.0.0.0 key ciscol23
1
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 24
crypto isakmp keepalive 10 periodic
1
crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha256-hmac
mode transport
!
!
crypto ipsec profile profile-dmvpn
set transform-set transform-dmvpn
1
interface Loopbackl0
ip address 192.168.1.1 255.255.255.0



1
interface TunnelO
description Primary mGRE interface source as Primary ISP
bandwidth 1000
ip address 10.0.0.10 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp network-id 100000
ip nhrp holdtime 600
ip nhrp nhs 10.0.0.1 nbma 172.16.0.1 multicast
ip nhrp shortcut
ip tcp adjust-mss 1360
delay 1000
tunnel source Ethernet0/0
tunnel mode gre multipoint
tunnel key 100000
tunnel vrf ISPl
tunnel protection ipsec profile profile-dmvpn
1
interface Tunnell
description Secondary mGRE interface source as Secondary ISP
bandwidth 1000
ip address 10.0.1.10 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp network-id 100001
ip nhrp holdtime 360
ip nhrp nhs 10.0.1.1 nbma 172.16.0.1 multicast
ip nhrp shortcut
ip tcp adjust-mss 1360
delay 1500
tunnel source Ethernet0/1
tunnel mode gre multipoint
tunnel key 100001
tunnel vrf ISP2
tunnel protection ipsec profile profile-dmvpn
1
interface Ethernet0/0
description Primary ISP
vrf forwarding ISP1
ip address 172.16.1.1 255.255.255.0
1
interface Ethernet0/1
description Seconday ISP
vrf forwarding ISP2
ip address 172.16.2.1 255.255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0.255
network 10.0.1.0 0.0.0.255
network 192.168.0.0 0.0.255.255
1
ip route vrf ISPl 0.0.0.0 0.0.0.0 172.16.1.254
ip route vrf ISP2 0.0.0.0 0.0.0.0 172.16.2.254
1
logging dmvpn
1

end
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SPOKEl#show ip route

<snip>

Gateway of last resort is 10.0.0.1 to network 0.0.0.0

D* 0.0.0.0/0 [90/2944000] via 10.0.0.1, 1w0d, TunnelO

!-—— This is the default route for all of the spoke and hub LAN segments.

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

c 10.0.0.0/24 is directly connected, TunnelO

L 10.0.0.10/32 is directly connected, TunnelO

C 10.0.1.0/24 is directly connected, Tunnell

L 10.0.1.10/32 is directly connected, Tunnell
192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.1.0/24 is directly connected, Loopbackl0

L 192.168.1.1/32 is directly connected, Loopbackl0

SPOKEl#show ip route vrf ISPl

Routing Table: ISPl
<snip>

Gateway of last resort is 172.16.1.254 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] wvia 172.16.1.254

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
c 172.16.1.0/24 is directly connected, Ethernet0/0
L 172.16.1.1/32 is directly connected, Ethernet0/0

SPOKEl#show ip route vrf ISP2

Routing Table: ISP2
<snip>

Gateway of last resort is 172.16.2.254 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] wvia 172.16.2.254

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
c 172.16.2.0/24 is directly connected, Ethernet0/1
L 172.16.2.1/32 is directly connected, Ethernet0/1

SPOKEl#show crypto session
Crypto session current status

Interface: TunnelO
Session status: UP-ACTIVE
Peer: 172.16.0.1 port 500



Session ID: O
IKEvl SA: local 172.16.1.1/500 remote 172.16.0.1/500 Active

!-—- TunnelO is Active and the routes are preferred via TunnelO.

IPSEC FLOW: permit 47 host 172.16.1.1 host 172.16.0.1
Active SAs: 2, origin: crypto map

Interface: Tunnell

Session status: UP-ACTIVE

Peer: 172.16.0.1 port 500

Session ID: 0

IKEvl SA: local 172.16.2.1/500 remote 172.16.0.1/500 Active

!-—- TunnelO is Active and the routes are preferred via TunnelO.

IPSEC FLOW: permit 47 host 172.16.2.1 host 172.16.0.1
Active SAs: 2, origin: crypto map

EISPx/#BBIISPESY

FEHFED , HISP1EEEEITR , EIGRP Hold it Bt 2883 Tunnel0& LE4BEX R |, H B RIEL SR
ME A5 % 028 6 UAE HE [ Tunnel ( SR FEthernet0/1)

LT RMEXMshowin & , LA AEAXLERTRBIUIEBERGRPNEE

*Sep 2 14:07:33.374: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 10.0.0.1 (TunnelO)
is down: holding time expired

SPOKEl#show ip route
<snip>

Gateway of last resort is 10.0.1.1 to network 0.0.0.0
D* 0.0.0.0/0 [90/3072000] via 10.0.1.1, 00:00:20, Tunnell

!-—— This is the default route for all of the spoke and hub LAN segments.

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

C 10.0.0.0/24 is directly connected, TunnelO

L 10.0.0.10/32 is directly connected, Tunnell

C 10.0.1.0/24 is directly connected, Tunnell

L 10.0.1.10/32 is directly connected, Tunnell
192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.1.0/24 is directly connected, LoopbacklO

L 192.168.1.1/32 is directly connected, LoopbacklO

SPOKEl#show ip route vrf ISPl

Routing Table: ISPl
<snip>

Gateway of last resort is 172.16.1.254 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] wvia 172.16.1.254

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
c 172.16.1.0/24 is directly connected, Ethernet0/0
L 172.16.1.1/32 is directly connected, Ethernet0/0

SPOKEl#show ip route vrf ISP2



Routing Table: ISP2
<snip>

Gateway of last resort is 172.16.2.254 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 172.16.2.254

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
C 172.16.2.0/24 is directly connected, Ethernet0/1
L 172.16.2.1/32 is directly connected, Ethernet0/1

SPOKEl#show crypto session
Crypto session current status

Interface: TunnelO
Session status: DOWN
Peer: 172.16.0.1 port 500
IPSEC FLOW: permit 47 host 172.16.1.1 host 172.16.0.1

!-—- TunnelO is Imactive and the routes are preferred via Tunnell.
Active SAs: 0, origin: crypto map
Interface: Tunnell
Session status: UP-ACTIVE
Peer: 172.16.0.1 port 500
Session ID: 0
IKEvl SA: local 172.16.2.1/500 remote 172.16.0.1/500 Active

!-—- TunnelO is Imactive and the routes are preferred via Tunnell.

IPSEC FLOW: permit 47 host 172.16.2.1 host 172.16.0.1
Active SAs: 2, origin: crypto map

Interface: TunnelO

Session status: DOWN-NEGOTIATING

Peer: 172.16.0.1 port 500

Session ID: 0

IKEvl SA: local 172.16.1.1/500 remote 172.16.0.1/500 Inactive

!-—- TunnelO is Inmactive and the routes are preferred via Tunnell.

Session ID: O
IKEvl SA: local 172.16.1.1/500 remote 172.16.0.1/500 Inactive

FISPH#R IS

BT FISPHIEEKER |, TunnelONFZ & FENENRS , HAEERET Tunnel0$E O IRENAY B
Ho

AT

*Sep 2 14:15:59.128: $DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 10.0.0.1 (TunnelO)

is up: new adjacency

SPOKEl#show ip route
<snip>

Gateway of last resort is 10.0.0.1 to network 0.0.0.0



D* 0.0.0.0/0 [90/2944000] wvia 10.0.0.1,

00:00:45,

TunnelO

!--- This is the default route for all of the spoke and hub LAN segments.

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

C 10.0.0.0/24 is directly connected, TunnelO

L 10.0.0.10/32 is directly connected, TunnelO

C 10.0.1.0/24 is directly connected, Tunnell

L 10.0.1.10/32 is directly connected, Tunnell
192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.1.0/24 is directly connected, Loopbackl0

L 192.168.1.1/32 is directly connected, Loopbackl0

SPOKEl#show crypto session

Crypto session current status

Interface:

Session status:

Peer:

TunnelO
UP-ACTIVE
172.16.0.1 port 500

Session ID: O

IKEv1l SA:

local 172.16.1.1/500 remote 172.16.0.1/500 Active

!-—- TunnelO is Active and the routes are preferred via TunnelO.

IPSEC FLOW: permit 47 host 172.16.1.1 host 172.16.0.1

Active SAs: 2, origin:
Interface: Tunnell
Session status: UP-ACTIVE

Peer:

172.16.0.1 port 500

Session ID: O

IKEv1l SA:

crypto map

local 172.16.2.1/500 remote 172.16.0.1/500 Active

!-—- TunnelO is Active and the routes are preferred via TunnelO.

IPSEC FLOW: permit 47 host 172.16.2.1 host 172.16.0.1

Active

TP B BR

SAs: 2,

origin:

crypto map

EHBRECE W PE | 15/ Adebug ip eigrpMliogging dmvpn,

AT

##HHH#HHSS S #####E Tunnel0 Failed and Tunnell routes installed ########H#4H#######H#HH

:33.374:

is down: holding time expired

:33.374:

EIGRP-IPv4 (1) :

(90/3072000) origin(10.0.1.1)

*Sep 2 14:07
*Sep 2 14:07
*Sep 2 14:07
out Tunnell

*Sep 2 14:07
out Tunnell

*Sep 2 14:07
address 172
*Sep 2 14:07

10.0.0.1 NBMA:
External (NHRP:

:33.391:

:33.399:

:36.686:

EIGRP-IPv4 (1) :

EIGRP-IPv4 (1) :

%DMVPN-5-CRYPTO_SS:

.16.0.1 socket is DOWN

:36.686:
172.16.0.1
no error)

)

for

(Tunnel:

%$DUAL-5-NBRCHANGE: EIGRP-IPv4 1:

table(default) :

table(default) :

table(default) :

TunnelO:

%DMVPN-5-NHRP_NHS DOWN: TunnelO:
10.0.0.10 NBMA:

Neighbor 10.0.0.1

(TunnelO)

route installed for 0.0.0.0/0

0.0.0.0/0 - do advertise

0.0.0.0/0 - do advertise

local address

Next Hop Server
172.16.1.1)

172.16.1.1 remote

(Tunnel:
is DOWN, Reason:



#HH# S #HS### Tunnel0 came up and routes via TunnelO installed ########H####H#HS#H

*Sep 2 14:15:55.120: %DMVPN-5-CRYPTO_SS:

address : 172.16.0.1 socket is UP

*Sep 2 14:15:56.109: %DMVPN-5-NHRP_NHS_ UP: TunnelO:
10.0.0.1 NBMA: 172.16.0.1) for (Tunnel:

local address : 172.16.1.1 remote

Next Hop Server : (Tunnel:

10.0.0.10 NBMA: 172.16.1.1) is UP

*Sep 2 14:15:59.128: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 10.0.0.1 (TunnelO)

is up: new adjacency

*Sep 2 14:16:01.197: EIGRP-IPv4(1):

(90/3072000) origin(10.0.1.1)

*Sep 2 14:16:01.197: EIGRP-IPv4(1):

(90/2944000) origin(10.0.0.1)

*Sep 2 14:16:01.214: EIGRP-IPv4(1):

out TunnelO

*Sep 2 14:16:01.214: EIGRP-IPv4(1):

out Tunnell

HXRER

. BE LA DMVPN SRR R

table(default) :

table(default) :

table(default) :

table(default) :

route installed for 0.0.0.0/0

route installed for 0.0.0.0/0

0.0.0.0/0 - do advertise

0.0.0.0/0 - do advertise

. Cisco MDS 90003 ¥ FEHEER#8RT . lRZ452.x - A Troubleshooting IPsec
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