R E I B SD-WAN1Z &I 7 43 S | (7] &
H %

I
FZREMH

AR B I FF 2R BERR ' 0 B R 44 E ST 431 (SD-WAN) 128 1l 0 25043 2 [ ) L
FRF M

=R

CiscoZZ W& N B & Cisco Catalystfi# R 5 AL,

ERREHF

R R TR E R R B AR o

AXHEPNEEHRRETREXRENEFNREFEN, AXEFEANAAERZRNERAR
(BN ) BE. MREHMNELTEIRS , BHRRETHEAARTHBELE,

iR



RRITAREFM , NFREBEF RN RE RS — DR
MHBER , LMEERARILEEILRENBERER,

EXEE

BRIEERF LFEEAERE  AREBTEARBNRBZREERHE -/ :

REEE

<{froot>

system

system-ip <system —ip>

site-

id <site-id>

admin-tech-on-failure

organization-name <organization name>

vbond

Exanpl

system

system-ip 10.2.2.1

site-

<vbond-ip>

e:

id 2

admin-tech-on-failure

organization-name "TAC - 22201"
vbond 10.106.50.235

BEORE

interf
no sh

ip unnumbered GigabitEthernet0/0/0
tunnel source GigabitEthernet0/0/0

tunne
exit

sdwan

interface GigabitEthernet0/0/0

tunn

ace TunnelO
utdown

1 mode sdwan

el-interface

encapsulation ipsec
color blue restrict

no
no
no
no
no

allow-service
allow-service
allow-service
allow-service
allow-service

all
bgp
dhcp
dns
icmp

allow-service sshd
allow-service netconf
no allow-service ntp

MO REERERARGIAM AR



no allow-service ospf
no allow-service stun
allow-service https
no allow-service snmp
no allow-service bfd
exit
exit

R HERNarouteERRBERP AR , LEILS5#HI8F ( vBond, vManageFlvSmart ) BYI2H)ERE
o BAILFEANKGTSEELREERARPHMERS

show 1ip route

WMRFEANRvBond FQDN |, EHARAE EMWDNSIRSZ SR BMRSZ R EEHMvBondENBHFRE
o BAILMERAUTHTRERE T WM ANDNSIRZ SNBSS

show run | in ip name-server

UEH

EAATHTRIEEER ERERRTIES :

show sdwan certificate installed



AR MRAERABWIES , NEHSFZ LERMZES,. NTEHAFE , RFLEBPAEE
BREHRREMP, X TEMMHR , vManage 7t HiEF SR YA H £ B =8 HEBRAYIEF

MREEEFIR EERADWUES , FRAERHSF ELREICANRIES,

EANTHTRIEBHF{ERERE TRIES !

show sdwan certificate root-ca-cert
show sdwan certificate root-ca-cert | inc Issuer

# &show sdwan control local-propertiesf i tH , AR AT B B E MNP E ML

SD-WAN-Router#show sdwan control local-properties
personality vedge
sp-organization-name TAC - 22201



organization-name
root-ca-chain-status

certificate-status
certificate-validity
certificate-not-valid-before
certificate-not-valid-after

enterprise-cert-status
enterprise-cert-validity
enterprise-cert-not-valid-before
enterprise-cert-not-valid-after

dns-name

site-id

domain-id

protocol

tls-port

system-ip
chassis-num/unique-id
serial-num
subject-serial-num
enterprise-serial-num
token

keygen-interval
retry-interval
no-activity-exp-interval
dns-cache-tt]
port-hopped
time-since-last-port-hop
embargo-check
number-vbond-peers

0 10.106.50.235

number-active-wan-interfaces

TAC - 22201
Installed

Installed

Valid

Nov 23 07:21:37 2015 GMT
Nov 23 07:21:37 2025 GMT

Not-Applicable
Not Applicable
Not Applicable
Not Applicable

10.106.50.235

2

1

dtls

0

10.2.2.1
ASR1001-X-JAE194707H]
983558

JAE194707H]

No certificate installed
_NA_

1:00:00:00

0:00:00:18

0:00:00:20

0:00:02:00

TRUE

0:00:01:26

success

NAT TYPE: E -- indicates End-point independent mapping

A -- dindicates Address-port dependent mapping

N -- indicates Not learned

Note: Requires minimum two vbonds to Tearn the NAT type

PUBLIC PUBLIC PRIVATE PRIVATE

INTERFACE IPv4 PORT IPv4 IPv6
GigabitEthernet0/0/0 10.197.240.4 12426 10.197.240.4
GigabitEthernet0/0/1 10.197.242.10 12406 10.197.242.10

¥ Zshow sdwan control local-propertiesty i B4 , BFHRFRBEUATARE SRS :

- IE¥/RBR T organization-names
- HERERER , EBEREER.



« vBond FQDN/IP#b 1t IF ¥,
« System-ip/Site-id IE#,

- vBond IP# it AT £ “number-vbond-peers’sc B H & El, IR KRFZ|vBond IP#4iE , MM ping
<vBond FQDN># 5 ZEvBond URLEYDNS 2 & E 47,

- BOCAEBOBEG, IPHit#TRE , FEEDRSHUP,
« FERIRHIE R R AYEE O RIMAX CNTRLA 20,

BT AR

EAUT R TRERGIERNRE

show sdwan control connection

MRFFEREIEREETTR |, ’REFEKSvBond, vManageflvSmartfyiRFliERE, BIFFEN
vSmartflvManagei& /5 , vBondiZ HliE R FF o



EEMBESBHRIE—vSmart , # Hmax-control connectionsi% & N ERIAE2 , NI
vManagefvSmartfy T HEEA |, HRFEIvBond iF& B HliE .

WEEfEsdwaniZ O MBEEE OB B2 RM, FHmSshow sdwan run sdwana] BAE
X—m, HMREEDOLESmax-control-connectionBit E R0 , M BHABNFASEIZED LA
BHERE,

MREEFFE2NSmarts , NEHBLENEHEZERENEMBEMSR(TLOC)BE LR E
FANvSmarty IR FERE,



AE NMRBHFBEE TS MNMEOUFEREGERE , WXEEHSN—EORS LER
ElvManagey 2 HliE .

SD-WAN-Router#show sdwan control connections

PEER
PEER PEER PEER SITE DOMAIN PEER PRIV PEER
TYPE PROT SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
vsmart dtls 10.1.1.3 1 1 10.106.50.254 12346 10.106.50.
vbond dtls 0.0.0.0 0 0 10.106.50.235 12346 10.106.50.
vmanage dtls 10.1.1.2 1 0 10.106.65.182 12346 10.106.65.
BERRIZ BIE BERE

1E£show sdwan control connectionsf i & |, MM RFIENFIEEHIEEE KRB S , BRIiEshow

sdwan control connection-history#9 % tH



SD-WAN-Router#show sdwan control connection-history

Legend for Errors

ACSRREJ - Challenge rejected by peer.

BDSGVERFL - Board ID Signature Verify Failure.
BIDNTPR - Board ID not Initialized.

BIDNTVRFD - Peer Board ID Cert not verified.
BIDSIG - Board ID signing failure.

CERTEXPRD - Certificate Expired

CRTREJSER - Challenge response rejected by peer.
CRTVERFL - Fail to verify Peer Certificate.
CTORGNMMIS - Certificate Org name mismatch.
DCONFAIL - DTLS connection failure.

DEVALC - Device memory Alloc failures.

DHSTMO - DTLS HandShake Timeout.

DISCVBD - Disconnect vBond after register reply.
DISTLOC - TLOC Disabled.

DUPCLHELO - Recd a Dup Client Hello, Reset G1 Peer.
DUPSER - Duplicate Serial Number.

DUPSYSIPDEL- Duplicate System IP.

HAFATL - SSL Handshake failure.

IP_TOS - Socket Options failure.

LISFD - Listener Socket FD Error.

MGRTBLCKD - Migration blocked. Wait for local TMO.
MEMALCFL - Memory Allocation Failure.

NOACTVB - No Active vBond found to connect.
NOERR - No Error.

NOSLPRCRT - Unable to get peer's certificate.
NEWVBNOVMNG- New vBond with no vMng connections.
NTPRVMINT - Not preferred interface to vManage.
HWCERTREN - Hardware vEdge Enterprise Cert Renewed

EMBARGOFAIL - Embargo check failed

NOVMCFG
NOZTPEN
OPERDOWN

ORPTMO
RMGSPR

RXTRDWN
RDSIGFBD

SERNTPRES

SSLNFAIL

STNMODETD
SYSIPCHNG

SYSPRCH

TMRALC
TUNALC

TXCHTOBD

UNMSGBDRG

UNAUTHEL

VBDEST

VECRTREV
VSCRTREV

VB_TMO
VM_TMO
VP_TMO
VS_TMO

XTVMTRDN
XTVSTRDN
STENTRY
HWCERTREV - Hardware vEdge Enterprise Cert Revok

DOMAIN PEER
PRIVATE IP

No cfg in vmanage for device.
No/Bad chassis-number entry in ZTP.
Interface went oper down.
Server's peer timed out.
Remove Global saved peer.
Received Teardown.
Read Signature from Board ID failed.
Serial Number not present.
Failure to create new SSL context.
Teardown extra vBond in STUN server
System-IP changed.
System property changed
Timer Object Memory Failure.
Tunnel Object Memory Failure.
Failed to send challenge to BoardID.
Unknown Message type or Bad Register
Recd Hello from Unauthenticated peer
vDaemon process terminated.
vEdge Certification revoked.
vSmart Certificate revoked.
Peer vBond Timed out.
Peer vManage Timed out.
Peer vEdge Timed out.
Peer vSmart Timed out.
Teardown extra vManage.
Teardown extra vSmart.
Delete same tloc stale entry.

PEER PEER PEER SITE

TYPE PROTOCOL SYSTEM IP ID ID
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0
vmanage dtls 10.1.1.2 1 0
vsmart dtls 10.1.1.3 1 1
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0

#£show sdwan control connection-history #itH s |, EHLATIE :

- HELATER AR LR G R WAV HIZRREL,
- SHiRHIEEXMEEINER,

PEER PEER

PRIVATE PEER PUBLIC
PORT PUBLIC IP PORT

12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.65.182 12346
12346 10.106.50.254 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346

BiRY, AMEIRIAZEEIRY . FHBERRTEHSIFE



REYEEiR. Remote Errorf RENEHISFERME IR, WHAXE—NMEREYH,
- BEEUH , BTREREABXRE , RRMER.

B ERABHKE

- DCONFAIL ( DTLSE#MIE ) : L8RS R 1ERS B 2R MAH N IEHI 2R 2 A R BDTLS B Z 2
EX, AT ETHDTLSEF. N TEHFHERX— K, S LAERBRRMAANEHER LR
BRZHE SRR, BAXBEOHRF2NA T REBFESHANTE T E. EoMEES
iRe , BRM-RAENBEEES —REWH AEEABREFEE, MR —HAIEN
BREEES —mKBERE  WRANKRRFFERRESER , FESRSEHAFHRTRIL.
BXRUNMHRBFESNESHAREE , FERERREHD .

- BIDNTVRFD(Board ID Not Verified) : 45218 RUUIDHIE 555 F 212 5128 vEdge Fl &
FREMEKE,. TUAFEAUTHTRERFIFZLEAERIRYIRWEH

<#root>
vBond:

show orchestrator valid-vedges

vManage/vSmart:

show control valid-vedges

B% , BIDNTVRFDRKH2] L HIEfE451R , A ABIDNTVRFDREEZRHIZE LE RN, £&FBHEH
85 b, ALAEA T &SRl /var/llog/tmplog B & H #Ivdebug X HEFH B & :

vmanage# vshell
vmanage:~$ cd /var/Tog/tmplog/
vmanage:/var/log/tmplog$ tail -f vdebug

« CRTVERFL (IEBRIEAM ) : W RERTERIEN FHKIENIES,

- MRXZHARLAEMEIR , NEERENDTLSEFH —o KIEMNERHRNIESTEH
BRI, HUXHBERNERLRR -2  BHRKALEE T EFHRERERIANY
MARIER, EAXEHSRIEERARS , LBRXAR EFEMENRIES,

show sdwan certificate root-ca-cert
show sdwan certificate root-ca-cert | inc Issuer

- MREBRERAR LEVETRER  BEAUA TR SREMNIESZR L vdebug B AR



THRIER -

vmanage# vshel |
vmanage: ~$ cd /var/ | og/ t npl og/
vmanage: /var/l og/ tnpl og$ tail -f vdebug

« VB_TMO ( vBondi##t ) /VM_TMO ( vManage#it ) /VP_TMO ( vPeeri it
) IVS_TMO ( vSmartiit ) : XEERRPER 2B FERRFEITEX , NS BUEHIEEZE
Bt ATEHFHERX—K , SO UERARFMAMENEZESR LRERSBESHIR, AR
BEOHRBSNA T REBESHERNTE S . EoMBESHIRE , XIABRM—IRK
ENBREIES —wmEW , FER#TEAMER. IRMN—HRXENBFESES —mEERE
, FRAAEKBEBPFERREILEXR , FESRFEEBETRIE

BRUMAN H iR SRR E R IR R TR EHRRVIES | ST XX
PEERSD-WAN 2 5| % 52 S B

JEX /= (7] B

ATHREEHBEIEAHENITEREREMR. X TSD-WANZEHIZEFMVEdgelEHEs , TEA
tcpdump@n ©. X FCatalyst IOS® XEil 4 , B # AN KIE S HIR(EPC) M Ih&EE AR
(FIA) IR ER o

BETHERERAMNER? THRAZME K LFRETHREESERAREEBE, S, 1RE
AvBondMEdge it H 2R AR AR FIERE | A5 mR i B3 tN A R BT R &

TCP#:1

tcpdump vpn 0 interface ge0/0 options "host 10.1.1.x -wvv"

BREHFESHERN@EE , AR THRAREFNREZ. tcpdumpin & 7 A TR #EHIEFH
vEdgei% &

BRAXBESHR

k& L BIZEACL,

ip access-1ist extended TAC


https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html

10 permit ip host <edge-private-ip> host <controller-public-ip>
20 permit ip host <controller-public-ip> host <edge-private-ip>

BL B H I iR IR

monitor capture CAP access-1list TAC bidirectional
monitor capture CAP start

F L3R 5 IR A

monitor capture CAP stop
monitor capture CAP export bootflash:<filename>

EEWireshark P XHFHIAR , LTHEEFBR. BXEMFEARE , i

ﬂﬁ)\:ﬁgﬁﬂ%fﬂo
FIAER ER

FLEFIARER,

debug platform condition ipv4 <ip> both
debug platform packet-trace packet 2048 fia-trace data-size 4096
debug platform condition start

& &fia phraseBEa i H.

debug platform condition stop
show platform packet-trace summary
show platform packet-trace summary | i DROP

NREFEEE , BRMEEZFRESNFIARERR L,

show platform packet-trace packet <packet-no> decode

ETHREMFIARERED , BERNATXH : £HIOS-XE

SR E 4 BB iR



https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html#toc-hId-123731596
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html#toc-hId-123731596
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html

FFIAR BR% IF Catalyst SD-WANI 4 Y R BEE F SR M 7 6 AFIARER MY 7RG,

EEEREERRK

&2 H7ESD-WANRE R IR EE BB R H EEBITACK FiE K- Cisco

EESEYS

HARZ MY - Cisco Systems



https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220271-determine-policy-drops-on-cedge-with-fia.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220271-determine-policy-drops-on-cedge-with-fia.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220271-determine-policy-drops-on-cedge-with-fia.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220271-determine-policy-drops-on-cedge-with-fia.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220271-determine-policy-drops-on-cedge-with-fia.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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