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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/m-dynamic-on-demand-tunnels.html

Hulb
Site ID 100
System IP 10.10.10.100

—

Spoke 1 Spoke 2
Site ID 1 Site ID 2
System IP 10.10.10.1 System IP 10.10.10.2

HEFREBRT , REBEMAZHOT

+ fEshow sdwan bfd sessions® , TEE I HEH S ZBWBFDAE , B ZEFEFEE RAX
2l

s ERWmZBXIEEXTRER , T AXBFDAE

o MAUREMNBNEREARGAIZERRER E

bR R EREERUE

« B, X ZEMBFDRERED , REMNIXEHOLRNSELTFRINRS , HERERS
REEDZFMOMPRAEE RAEENRS , NVPORHNBOEERENC, I R, MADX
20 BEERRE AL U, IA

<#root>

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP 1IP PORT ENCAP MULTIP

10.10.10.100 100 up blue blue 10.10.10.1 10.100.100.1 12366 ipsec 7


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/m-dynamic-on-demand-tunnels.html

Spoke 1#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10.10.10.2

i nactive

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...

Code:

C -> chosen
I -> installed
Red -> redistributed

Rej -> rejected

L -> Tooped
R -> resolved

S -> stale
Ext

-> extranet
Inv -> 1invalid
Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated

TGW-R -> transport-gateway reoriginated

TENANT

PREFIX

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

Spoke 2#show sdwan bfd sessions

SYSTEM IP

10.10.10.100

SOURCE

SITE ID STATE COLOR

10.10.10.2 10.100.100.1

100

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

TLOC REMOTE TLOC
COLOR

[eNeoloNoNoNoloNol=N o]
NNNNNNRRRPRRR

PATH
FROM PEER ID LABEL STATUS

10.2.2.2/32 192.168.0.1

62
64
65
67
68
71
72
74
75
77
78

1003
1005
1003
1005
1003
1005
1003
1005
1003
1005
1003

—
>

C(\C(\H;H(\H
AHmcLeRmC
HCcC H
> >

—
>

Inv,U
u,IA

SOURCE IP

ATTRIBUTE

TYPE

installed

installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed

TLOC IP

10. 10. 10.

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

DST PUBLIC

IP

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10

.2

default
blue
privatel
blue
private2
blue
default
blue
privatel
blue
private2

DST PUBLIC

PORT

ENCAP PRE

i psec -

ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -

DETE
ENCAP MULTI



Spoke 2#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

1 10.10.10.1

yes i nactive

- EMARERBERE , FEXIRE, EARAG  FHICMPEE , EXERER , REZT
ERERRSMNA iR E’Jlnactlve4j(,h\EEQjJactlve4j(,u\ FHEOMPRAH BREIEMC, |. RIR
IL\MHUbEE&jJC I, R'{k/l_,\ ( »\SpOke 2 )

<ffroot>

Spoke 1#ping vrf 10 10.2.2.2 re 20

Type escape sequence to abort.

Sending 20, 100-byte ICMP Echos to 10.2.2.2, timeout is 2 seconds:
IR RRRNRN

Success rate is 100 percent (20/20), round-trip min/avg/max = 1/3/31 ms

Spoke 1#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP

ON- DEMAND  STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10.10.10.2

yes active

56

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC  DST PUBLIC DETECT TX
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IpP PORT ENCAP MULTIPLIER
10.10.10.100 100 up blue blue 10.10.10.1 10.100.100.1 12366 ipsec 7
10. 10.10.2 2 up default def aul t 10.10.10.1 10.12.12.2 12366 i psec 7

10.10.10.2 2 up bl ue bl ue 10.10.10.1 10.12.12. 2 12366 i psec 7



Spoke 1#

show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...

Code:

C -> chosen
I -> installed

Red -> redistributed

Rej -> rejected
L -> Tooped

R -> resolved

S -> stale

Ext

-> extranet

Inv -> invalid
Stg -> staged
IA -> On-demand 1inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

TENANT

VPN PREFIX

10 10.2.2.2/32 192.168.

FROM PEER ID LABEL STATUS

192.

192.

192.

192.

192.

192.
192.
192.
192.
192.
192.

168.

168.

168.

168.

168.

168.
168.
168.
168.
168.
168.

0.

[eNeNoNoNoNol
NNNNNN

1

Spoke 2#show sdwan system on- denand

SITE-ID SYSTEM-IP

ON- DEVAND

STATUS

IDLE-TIMEOUT-EXPIRY (sec)

yes

53

10.10.10.1

active

Spoke 2#show sdwan bfd sessions

PATH

62

64

65

67

68

71
72
74
75
77
78

1003

1005

1003

1005

1003

1005
1003
1005
1003
1005
1003

renot e-system

ATTRIBUTE
TYPE

installed

installed

installed

installed

installed

installed

installed
installed
installed
installed
installed
installed

TLOC IP

0.1 61 1005

10

10.

10.

10.

10.

10.

10.
10.
10.
10.
10.
10.

.10.10.100

10.10.2

10.10.100

10.10.2

10.10.100

10.10.2

10.10.100
10.10.2
10.10.100
10.10.2
10.10.100
10.10.2

COLOR

def aul t

blue

privatel

blue

private2

blue
default
blue
privatel
blue
private?2

ENCAP P

ipsec

i psec

ipsec

i psec

ipsec
ipsec
ipsec
ipsec
ipsec
ipsec



SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT

SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP PORT ENCAP MULTIPLIE
10.10.10.100 100 up blue blue 10.10.10.2 10.100.100.1 12366 ipsec 7
10.10.10.1 2 up def aul t default 10.10.10.2 10.11.11.1 12366 i psec 7
10.10.10.1 2 up bl ue bl ue 10. 10.10.2 10.11.11.1 12366 i psec 7

- EXBREFLAZABRNEHE 2 X 2BANBFDREHEKX , BERSREFEFENRE , B
HMOMPERHAM P LIEEEIC, |, REMIEERS

<ffroot>

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT
SYSTEM IP SITE ID STATE  COLOR COLOR SOURCE IP IP PORT ENCAP MULTIP
10.10.10.100 100 up blue blue 10.10.10.1 10.100.100.1 12366 ipsec 7

Spoke 1#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10.10.10.2

yes i nactive

Spoke 2#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETEC
SYSTEM IP SITE ID  STATE COLOR COLOR  SOURCE IP IP PORT  ENCAP MULTI
10.10.10.100 100 up blue blue 10.10.10.2 10.100.100.1 12366  ipsec 7

Spoke 2#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

1 10.10.10.1

yes inactive



w A3 =

Edz R RN
Hulb
Site ID 100
System IP 10.10.10.100
Spoke 1 Spoke 2
Site ID 1 Site ID 2
System IP 10.10.10.1 System IP 10.10.10.2

HR1 FRABRET 2 WA TR KRBT ELR
AEAR

« JoiETGEISpoke 2HHAY BFRATAR , AT B RIREELARNEZHEE , EFEANEREHR

<ffroot>

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Code:

C -> chosen

I -> installed

Red -> redistributed



Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

PATH ATTRIBUTE
TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR  ENCAP PREFERENC
0 10 10.2.2.2/3%2
192.168.0.1 61 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.1 62 1003 U,IA installed 10.10.10.2 default ipsec -
192.168.0.1 64 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.1 65 1003 U,IA installed 10.10.10.2 privatelipsec -
192.168.0.1 67 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.1 68 1003 U,IA 1installed 10.10.10.2 private2ipsec -
192.168.0.2 71 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.2 72 1003 U,IA installed 10.10.10.2 default ipsec -
192.168.0.2 74 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.2 75 1003 U,IA installed 10.10.10.2 privatelipsec -
192.168.0.2 77 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.2 78 1003 U,IA installed 10.10.10.2 private2ipsec -
HEHEER

1. RERBEL TEMND XHNELBRBFDXTE



<tfroot>

Hub#show sdwan bfd sessi ons

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC
SYSTEM IP SITE ID STATE COLOR COLOR. SOURCE IP IP PORT ENC/
10.10.10.2 2 up blue blue 10.10.10.100 10.12.12.2 12366 ipse
10.10.10.1 1 up default default 10.10.10.100 10.11.11.1 12366 ipse

2. RERFBREXRE , WIAMBERBEAEAS® (DPOFS X ) BEEEBNERFIRS

3. £ A S show sdwan system on-demandiBIA D X FIZRENEER B BB AN FENRS

<ffroot>

Spoke 1#show sdwan system on- demand

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-CFG(min)

1 10.10.10.1
yes active

10
Spoke 2#show sdwan system on- demand

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-CFG(min)

2 10.10.10.2
yes active

10

4. WAPOLUE[IHPEREEEATREIERS (BRSTE) . EAMG S A LL2show sdwan run |
inc TE

<{froot>

hub#show sdwan run | inc TE



FRRTT B

« ERXHERT , POUKPREABRSTE. BEEE , FERLBTHREET

<ttroot>

hub#config-trans
hub(config)# sdwan

hub(confi g-vrf-gl obal )# service TE vrf gl obal

hub(config-vrf-global)# commit

- RESX1FHOMPREBEEN , UEMILERAENKRBH010.10.10.10089% B HIC, I,
R(ERMBRECH ) , FNRKEDX210.10.10.2005%BIKEC, |, R ( EXNMBFRER
) o WAL, EMA a5 show sdwan system on-demand remote-system <remote system ip>#

ENXIMDX2URRFERBEREERABFDLE (WRER )

<ffroot>

Before interest traffic

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> 1installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY
PATH ATTRIBUTE GROUP
TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFEREN



0 10 10.2.2.2/32 192.168.0.1 61 1005 C I,R installed 10.
192.168.0.1 62 1003 I,U,IA 1installed 10.
192.168.0.1 64 1005 C,R installed 10.
192.168.0.1 65 1003 I,U,IA 1installed 10.
192.168.0.1 67 1005 Inv,U installed 10.
192.168.0.1 68 1003 I,U,IA installed 10.
192.168.0.2 71 1005 C,R installed 10.
192.168.0.2 72 1003 U,IA installed 10.
192.168.0.2 74 1005 C,R installed 10.
192.168.0.2 75 1003 U,IA installed 10.
192.168.0.2 77 1005 Inv,U installed 10.
192.168.0.2 78 1003 U,IA installed 10.

While interest traffic

Spoke 1#

show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...

Code:

C -> chosen

I -> 1installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated

TGW-R -> transport-gateway reoriginated

PATH ATTRIBUTE
TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE

10.

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10. 100

10.2
10.100
10.2
10.100
10.2
10.100
10.2
10.100
10.2
10.100
10.2

bl ue

default
blue
privatel
blue
private2
blue
default
blue
privatel
blue
private2

i psec -

ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -

AFFINITY
GROUP

TLOC IP COLOR ENCAP PREFERENCE NUMBER REGI

0 10 10.2.2.2/32 192.168.0.1 61 1005 R

192.168.0.1 62 1003 C I, R installed 10.10.10.2 def aul t

192.168.0.1 64 1005 R

installed 10.10.10.2

192.168.0.1 65 1003 C I,R

192.168.0.1 67 1005 Inv,U

192.168.0.1 68 1003 C I,R installed 10.10.10.2

privatel

private2

installed 10.10.10.100

i psec -

installed 10.10.10.100

i psec -

installed 10.10.10.100

i psec -

blue

None None -

blue

None None -

blue

None None -

ipsec - None

ipsec - None

ipsec - None



192.168.0.2 71 1005 R installed 10.10.10.100 blue ipsec - None

192.168.0.2 72 1003 C,R installed 10.10.10.2 default ipsec - None

192.168.0.2 74 1005 R installed 10.10.10.100 blue ipsec - None

192.168.0.2 75 1003 C,R installed 10.10.10.2 privatel ipsec - None

192.168.0.2 77 1005 Inv,U installed 10.10.10.100 blue ipsec - None

192.168.0.2 78 1003 C,R installed 10.10.10.2 private2 ipsec - None
Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC

SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP PORT ENCAP
10.10.10.100 100 up blue blue 10.10.10.1 10.100.100.1 12366 1ipsec
10. 10.10.2 2 up def aul t default 10.10.10.1 10.12.12.2 12366 i psec
10. 10.10.2 2 up bl ue bl ue 10.10.10.1 10.12.12.2 12366 i psec

Spoke 1l#show sdwan system on-denmand renote-system systemip 10.10.10.2

SITE-ID SYSTEM-IP
ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

HR2 . PR BMNBFDLERFEFITE
AEIR

EXMERT , {Eﬁﬁﬁ‘%show sdwan system on-demand remote-system#E 2 BT T2 L iw
5| K2 Spoke 2% i , HIRA Hno on-demand , BNE& A KX B #BAY 72 HE#MSpoke
23REN B FRETER | Spoke 1F1Spoke 22 B HIBFDA FE MR EEZNIRA

<#root>

Spoke 1#show sdwan system on-denand renpte-system

SITE-ID

SYSTEM | P ON- DEMAND

STATUS IDLE-TIMEOUT-EXPIRY(sec)

10.10.10.2 no



Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT TX

SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP 1IP PORT ENCAP MULTIPLIER I

10.10.10.100 100 up blue bTue 10.10.10.1 10.100.100.1 12366 ipsec 7

10. 10.10.2 2 up def aul t def aul t 10.10.10.1 10.12.12.2 12366 i psec 7 .

10. 10.10.2 2 up bl ue bl ue 10.10.10.1 10.12.12.2 12366 i psec 7 .

Spoke 1#show sdwan onp route vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...

Code:

C -> chosen

I -> 1installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated

TGW-R -> transport-gateway reoriginated

PATH ATTRIBUTE

TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFEREN

0 10 10.2.2.2/32 192.168.0.1 73 1005 R installed 10.10.10.100 blue ipsec -

192.168.0.1 74 1003 C/I,R installed 10.10.10.2 def aul t i psec - None None -
192.168.0.1 76 1005 R installed 10.10.10.100 blue ipsec -

192.168.0.1 77 1003 C I,R installed 10.10.10.2 privatel ipsec - None None -

192.168.0.1 79 1005 Inv,U installed 10.10.10.100 blue ipsec -

192.168.0.1 80 1003 C,I,R installed 10.10.10.2 private2 ipsec - None None -
192.168.0.2 89 1005 R installed 10.10.10.100 blue ipsec -
192.168.0.2 90 1003 C,R installed 10.10.10.2 default ipsec -
192.168.0.2 92 1005 R installed 10.10.10.100 blue ipsec -
192.168.0.2 93 1003 C,R installed 10.10.10.2 privatel dipsec -
192.168.0.2 95 1005 Inv,U installed 10.10.10.100 blue ipsec -



192.168.0.2 96 1003 C,R installed 10.10.10.2 private2 dipsec -

R HEBR

1. REZEFRERKE , BINFTAURBRERAS (PLOHSX ) B2 EEBNMRTIRSF

viptela-policy:policy
control-policy ondemand
sequence 1
match route
site-Tist Spokes
prefix-Tist _AnyIpv4PrefixList
I
action accept
set
tloc-action backup
tloc-Tist hub
I
I
|

default-action accept
!

Tists
site-Tist Spokes
site-id 1-2

tloc-1ist hub
tloc 10.10.10.100 color blue encap ipsec
tloc 10.10.10.100 color default encap 1ipsec
tloc 10.10.10.100 color privatel encap ipsec
tloc 10.10.10.100 color private2 encap ipsec
[
prefix-1ist _AnyIpv4PrefixList
ip-prefix 0.0.0.0/0 le 32
!
!
!
apply-policy
site-Tist Spokes
control-policy ondemand out
!
!

2. Efshow sdwan un SR EREREEA | IncEBRXTRERMGE MmO EFEH
show sdwan runis /8 FTE | inc TE

<tfroot>

Spoke 1#show sdwan run | inc on-denand



on-demand enabl e
on-demand idle-tinmeout 10

Spoke 2#show sdwan run | inc on-denand
Spoke 2#
Hub#show sdwan run | inc TE

service TE vrf gl obal

PSS

- EIXMERT , ESpoke 2R REARE. BFEMEE , EESpoke 2iHHEE

<#root>

Spoke 2#config-trans
Spoke 2(config)# system

Spoke 2(config-vrf-global)# on-demand enabl e
Spoke 2(config-vrf-global)# on-demand idle-tineout 10

Spoke 2(config-vrf-global)# commit

BREDTIHPUED X2RBHEANIRER , HOMPREER , #BIAEXN FREH L
10.10.10.100M9% B ( EXNMBREZH ) MAREZERE D X200%E8 , kEEHANC, I. R

<{froot>

Spoke 1#show sdwan system on-denand renpte-system
SI TE-1 D SYSTEM | P ON- DEMAND STATUS | DLE- TI MEQUT- EXPI RY( sec)

2 10. 10. 10. 2 yes inactive -

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive
U -> TLOC unresolved



BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY
PATH ATTRIBUTE GROUP

TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENCE

0 10 10.2.2.2/32 192.168.0.1 61 1005 C,1,R installed 10.10.10.100 blue i psec -
192.168.0.1 62 1003 I,U,IA installed 10.10.10.2 default ipsec -
192.168.0.1 64 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.1 65 1003 I,U,IA installed 10.10.10.2 privatel ipsec -
192.168.0.1 67 1005 Inv,U 1dinstalled 10.10.10.100 blue ipsec -
192.168.0.1 68 1003 I,U,IA installed 10.10.10.2 private?2 ipsec -
192.168.0.2 71 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 72 1003 U,IA installed 10.10.10.2 default ipsec -
192.168.0.2 74 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 75 1003 U,IA installed 10.10.10.2 privatel ipsec -
192.168.0.2 77 1005 Inv,U dinstalled 10.10.10.100 blue ipsec -
192.168.0.2 78 1003 U,IA installed 10.10.10.2 private?2 ipsec -

HERXBREN , KBS X2 10.10.10. 20K BN REFIKREC. |, R, WA, EAGT
show sdwan system on-demand remote-system <remote system ip>R EREBREEACE R
A , 3} &ESpoke 1#MSpoke 22 HIHWBFDAFEEABE B H

<ttroot>
Spoke 1#

show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

PATH ATTRIBUTE
TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PRE
0 10 10.2.2.2/32 192.168.0.1 61 1005 R installed 10.10.10.100 blue ipsec

192.168.0.1 62 1003 C I, R installed 10.10.10.2 default ipsec



Spoke 1#show sdwan bfd sessions

SYSTEM IP SITE ID STATE COLOR

10.10.10.100 100 10.10.10.1 10.100.100.1 12366

10. 10.10.2 up default

10.10.10.2

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

192.

192.

192.

192.

192.
192.
192.
192.
192.
192.

SOURCE TLOC REMOTE
COLOR

def aul t

bl ue

Spoke 1#show sdwan onp route vpn 10 10.2.2.2/32

O O O O OO
N NDNNNN

64

65

67

68

71
72
74
75
77
78

TLOC
SOURCE IP

10.10.10.1 10.12.12.2

10.10.10.1 10.12.12.2

Spoke 1l#show sdwan system on-denand renote-system systemip 10.10.10.2

BRI BXPRENELB[RIMA LR ZN R 75 H

installed 10.10.10.100

1003 C I,R installed 10

1005 Inv,U installed 10.10.10.100

1003 C I,R installed 10

1005 Inv,U

DST PUBLIC DST PUBLIC

blue ipsec

privatel ipsec

blue ipsec

private2 ipsec

blue ipsec
default -ipsec
blue ipsec
privatel ipsec
blue ipsec
private2 ipsec

DETECT

ENCAP MULTIPLIER I

7 .

s BIXHERT , FOMPRH |, R BIRESpoke 2RV AT 4810.2.2.2/32M Z D& H , REFERTE
EEHRE, EWMACRES XPHREEZNELFPHNTE



Generating output, this might take time, please wait ...

Code:

C -> chosen

I -> 1installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY
PATH ATTRIBUTE GROUP
TENANT VPN PREFIX FROM PEER

10.2.2.2/32 192.168.0.1
UlA

installed 10.10.10.2 default dipsec -
192.168.0.1

Ul A

installed 10.10.10.2 privatel ipsec -

192.168.0.1
UlA

installed 10.10.10.2 private2 ipsec -

192.168.0.2
UlA

installed 10.10.10.2 default dipsec -
192.168.0.2

Ul A

installed 10.10.10.2 privatel ipsec -

192.168.0.2
UlA

installed 10.10.10.2 private2 ipsec -

Spoke 1#show sdwan run | inc on-denand
on-demand enabl e

on-demand idle-tinmeout 10

Spoke 2#show sdwan run | inc on-denand
on-demand enabl e

on-demand idle-tinmeout 10

ID LABEL STATUS TYPE

108 1003

113 1003

141 1003

112 1003

117 1003

144 1003

None

None

None

None

None

None

None

None

None

None

None

None

TLOC IP

COLOR

ENCAP PREFERENCE NUMB



Hub#show sdwan run | inc TE
service TE vrf gl obal

TR B BR
- RERFETERR , ABAMES XREHESEEBNIEIIIRF

<f#froot>

viptela-policy:policy
control-policy ondemand
sequence 1
match route
site-1ist Spokes
prefix-Tist _AnyIpv4PrefixList
!
action accept
set
tloc-action backup
tloc-Tist hub
!
!
!
default-action accept
!
Tists

site-list Spokes
site-id 1

|
tloc-1ist hub
tloc 10.10.10.100 color blue encap 1ipsec
tloc 10.10.10.100 color default encap ipsec
tloc 10.10.10.100 color privatel encap ipsec
tloc 10.10.10.100 color private2 encap ipsec
|
prefix-1ist _AnyIpv4PrefixList
ip-prefix 0.0.0.0/0 Te 32
|
|
]
apply-policy
site-Tist Spokes

control-policy ondemand out
|

 BHEE, FRPHLSRSIRD ZHEHRDSpoke 2 site id 2, FEHIEEUMRIERTDE , OB
BRLEERH , SREMXREN , 2EHREBEN D X 2EHBFDAIE,



<{froot>

Spokes site list frompolicy before

Tists

site-list Spokes

site-id 1

Spokes site list frompolicy after

Tists

site-list Spokes

site-id 1-2

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY

PATH ATTRIBUTE GROUP

TENANT VPN PREFIX FROM PEER  ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENC
0 10 10.2.2.2/32 192.168.0.1 61 1005 C I,R installed 10.10.10. 100 bl ue i psec -

192.168.0.1 62 1003 I,U,IA 1installed 10.10.10.2 default dpsec -
192.168.0.1 64 1005 C,R installed 10.10.10.100 bTue ipsec -
192.168.0.1 65 1003 I,U,IA dinstalled 10.10.10.2 privatel 1ipsec -



192.168.0.1 67 1005
192.168.0.1 68 1003
192.168.0.2 71 1005
192.168.0.2 72 1003
192.168.0.2 74 1005
192.168.0.2 75 1003
192.168.0.2 77 1005
192.168.0.2 78 1003
Spoke 1#show sdwan bfd sessions
SOURCE TLOC REMOTE TLOC DST
SYSTEM IP SITE ID STATE COLOR COLOR
10.10.10.100 100 up blue blue
10. 10.10.2 2 up def aul t def aul t
10. 10.10.2 2 up bl ue bl ue

PUBLIC

installed
installed
installed
installed
installed
installed
installed
installed

DST PUBLIC

SOURCE IP IP

10.10.10.1 10.100.100.1

10.10.10.1 10.12.12.2

10.
10.
10.
10.
10.
10.
10.
10.

10.10.10.1 10.12.12.2

10

10.
10.
10.
10.
10.
10.
10.

Spoke 1l#show sdwan system on-denmand renote-system systemip 10.10.10.2

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

.10.100 blue ipsec -
10.2 private2 1ipsec -
10.100 blue ipsec -
10.2 default 1ipsec -
10.100 blue ipsec -
10.2 privatel 1ipsec -
10.100 blue ipsec -

10.2 private2 1ipsec

DETECT TX
PORT ENCAP MULTIPLIER INTERVAL(

12366 1ipsec 7 1000
12366 ipsec 7 1000
12366 ipsec 7 1000

2 10. 10. 10. 2 yes active

BRN®S

* show sdwan system on-demand

» show sdwan system on-demand remote-system
+ show sdwan system on-demand remote-system system-ip <system ip>

« show sdwan run | inciZE
* show sdwan run | inc TE

» show sdwan ompo routes vpn <vpn number>



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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