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Backup Configuration-db
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Backup Configuration-db

vManage_rcdn0l1# request nms configuration-db backup path 05_08_20_configdb
Starting backup of configuration-db

config-db backup logs are available in /var/Tog/nm/neo4j-backup.log file
Successfully saved database to /opt/data/backup/05_08_20_configdb.tar.gz
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vManage_rcdn0l# vshell
vManage_rcdn01:~$ scp /opt/data/backup/05_08_20_configdb.tar.gz user@l0.2.3.1://home/ftpuser/ftp/amaugu
amaugust@10.2.3.1"'s password:



05_08_20_configdb.tar.gz 100% 484KB 76.6MB/s
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vManage_rcdn0l# request software reset
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system

host-name vManage_rcdn01
system-ip XX . XX . XX . XX
site-id 100
organization-name *%%% _cisco

vbond vbond.list
|
!
vpn 0
host vbond.Tist ip 10.2.3.4 10.2.3.5
interface eth0
ip address 10.1.3.8/24
tunnel-interface
no shutdown
|

ip route 0.0.0.0/0 10.1.3.1



!
vpn 512
interface ethl
ip address 10.11.3.8/24

no shutdown
|

ip route 0.0.0.0/0 10.1.3.1
!
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<tfroot>

vManage_rcdn0Ol:~$ scp am****@xx.xx.xx.xx://home/ftpuser/ftp/am****/05_08_20_configdb.tar.gz

am****@xx . XX . XX.XX's password:
05_08_20_configdb.tar.gz

Verify

vManage_rcdn01l:~$ 1s -Th

total 492K

-rw-r--r-- 1 admin admin 394 May 8 15:20 archive_id_rsa.pub
-rwxr-xr-x 1 admin admin 485K May 8 15:3905_08_20_configdb.tar.gz

Copy root certificate fromother controller

vManage_rcdn01l:~$ scp admin@vbond://home/admin/root.crt .
viptela 18.4.4

admin@vbond's password:

root.crt
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vManage_rcdn0l# request root-cert-chain install /home/admin/root.crt
Uploading root-ca-cert-chain via VPN 0

Copying ... /home/admin/root.crt via VPN O

Updating the root certificate chain..

Successfully installed the root certificate chain
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100% 484KB 76.6MB/s
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W Address: 1111011
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Gertificate Text B selectafie

BEGIN CERTIFICATE

TMBECATUECBMHI2FaaWve:
EgVRAS TOMFINVRdCROLmMpe 2R
ATUEAMEDM I hbmFnZ 505K

B Taskview
Install Certificate Initiated By: admin From: 169.254.0.253

Total Tagk: 1| Success 1

Q Seanch Dpticns. v Tatal fows: 1
I e = T T
i & Success Successhully synced vEdge st on vManage-9_  vManage G2302eT7-c06c-4625-5717-501 3621451 131011

[8-Hay-2028 16:15:06 UTC] Install Certificate, on device 52302e77-c@Sc-4h2a-a717-5013031d521, started by user "admin® from IP address “169.254.8.353°
[8-Hay-2020 16:15:06 UTC] Pushing serial List to vanage-92302e77-c0Sc-462a-a717-5f013631d52¢ (vHanage_redndll

[8-Hay-2020 16:15:06 UTC) Storted processing serial List file on vManage-92302e77-c05c-462a-a717-51013031d52¢ (vManage_rcdndl)

[8-Hay-2028 16:15:07 UTC) Completed processing serial list file on vManage-02302eT7-c0Sc—462a-a717-51813b31d52¢ (WManage_redndl)

[8-H3y-2020 16:15:07 UTC) Doné - Push vSEart List for wManage-92302e77-cR5c-4620-3717-500136314521 (VManage_rcdndl]

[8-#3y-2028 16:15:07 UTC] Pushed serial List to \Manage-32302e77-c@Sc-4622-a717-51013631d52¢ (vMamage_rcdnel)

[8-Hay=-2029 16:15:87 UTC) Updated controllers with mew certificate serial nusber of vMamage=-92382e77-cO5c=-462a=-a717=-51@13b31d521
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<#root>
vianage_r cdn01# request nms configuration-db restore path /hone/adnm n/05_08_20_configdb.tar.gz

Configuration database is running in a standalone mode

0 [main] INFO com.viptela.vmanage.server.deployment.cluster.ClusterConfigurationFileHandler - Trying t
4 [main] INFO com.viptela.vmanage.server.deployment.cluster.ClusterConfigurationFileHandler - Working

Successfully saved cluster configuration for localhost

Starting DB backup from: localhost

Creating directory: Tlocal

cmd to backup db: sh /usr/bin/vconfd_script_nms_neo4jwrapper.sh backup localhost /opt/data/backup/local
Finished DB backup from: localhost

Stopping NMS application server on localhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Restoring from DB backup: /opt/data/backup/staging/graph.db-backup

cmd to restore db: sh /usr/bin/vconfd_script_nms_neo4jwrapper.sh restore /opt/data/backup/staging/grap
Successfully restored DB backup: /opt/data/backup/staging/graph.db-backup

Starting NMS configuration database on Tocalhost

Waiting for 10s before starting other instances...

Pol1ling neo4j at: Tocalhost

NMS configuration database on localhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Starting NMS application-server on localhost

Waiting for 120s for the instance to start...

Removed old database directory: /opt/data/backup/Tocal/graph.db-backup

Successfully restored database
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<#root>
vManage_rcdn01:~$

tail -fqg /var/log/ nns/vmanage-server.|log /var/l og/ nnms/ neodj -out. | og

BT RERS

vManage_rcdn01# request nms all status

SR SERTIN UL RS



Bal , B MERFAERE, ERMNEEH S NHEFvManaged , BRFEEGIZFEEXA,

Cisco vManage

%3 Dashboard 83 DASHEOARD
O Monitor > 2+ 3+ F— 2 4 y 1 Reboot o) ; (i}
g « thor »
a T Control Status (Total 5) Site Health (Total 3) Transport Interface Distribution
& 3 Cantral Up Full WAN Canasetivity P < 10 Mbps 0
10 Mbps ]
Partial Partial WAN Connectivity 0 sites 100 Mbps - 500 Mbps 0
1. J
. ol Bawn 500 Mbps 0
Gantrol Dewr WS T — .
WAN Edge Inventory WAN Edge Health (Total 0) Transport Health Type: Bylsss &
t 16
h od 16 0 0 0
Deployed 3
Staging 0 Normal Warming Error

BEENMARFIRENETE ORI,

E’rﬂﬁi Configuramion>Dwic%.éﬁtfﬁ§4\?§$“%§#£§%$¥|Piﬂ_’,i.lt ( %IE|PE_|-U\T:EZ|§2@,EEIEEF?£§U ) FFJF'
BHNEB,

Cisco vManage - s & ) admin *
KX CONFIGURATION | DEVICES

Controdlers

= - AN Edyg
© Add Contraller = | (Il Change Made -
Configuration > @ 9 9
=% SHishE Tatal Rows: 6
Devices

Runaing Canfiguration
Local Configuration
Template Log

Edit

||||| e

Device Bring Up

SR O ERTARIE B2 2R

Cisco vManage

1 H { L} CONFIGURATION | CERTIFICATES & Insiall Cenificate

| Controllers

£ Configuration >
od 1=
Total Rows: &

Q assch gt

Certificates




* CONFIGURATION | CERTIFICATES

WAN Edge List

Configuration

©06e

= Total Reows: 15

ceallebd-62¢1-059d-634a-

Nz , BLBIAAERZBALIBEE vManage#t TEE,

83 Dashboard 2 DASHEOARD
= 3 o] 0
N " 0
f+
Control Status (Total 4) Site Health (Total 2) Transport Interface Distribution
l\
Contral Up = 10 Mbps [+]
10 0
Partial AAN Conne i
L Partial WAN Connectivity 100 Mbgs - 500 Mbps 1]
Control D > 500 Mbps 0
Sn > @  NoWAN Connecti 0«
WAN Edge Inventery WAN Edge Health (Total 2) Transpert Health Typec Byloss & o
Total 15
Authorized 15 . 0 0
3
i} Normal Warning Error
B B
Top Applications 4 Application-Aware Routing

Type: Byless @ I

Cisco vManage

H ﬂ CONFIGURATION | TEMPLATES
Device Feature
»
| Configation N © Add Template e e
Template Type - Q earch Opsons Total Fows: 10

Devices




XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



