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. RAM:32 GB
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AXPHNERHRETRERREFREFNREHEN, RNXAPEANFTERESNETEAR
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Cisco SD-AVCZCisco Application Visibility Control(AVC)BI A 4, AVCHF R 1R 5 M REIS 2R ThAE
EREIBEREP  XEDREEELENTARERE. EENEFRXRNERZIE , I5ERNEF
FERZ DRI,

BXEMER , HSHSD-AVCIEEME S,

TARBR=ERER ?

Cisco Cloud Connector2 BERHEMN RS , TREBRED X, ©EAEXRL Hinternetvh S M AR
%158 A Y IR 55 85 b 1t Y BR 37 0] A (5 B R SU# SD-AVC R E 7 3K,

Ao
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1.3TFFCisco APIIZHI& |, ARFE T My Apps & Keys.

AR IR HEERSD-AVCREFEE I ECisco SD-AVC = RS &515 : api.cisco.com,
cloudsso.cisco.com, prod.sdavc-cloud-api.com,

2.8 15 Register a New App ZNE 7K.

Cisco API Console Documentation nteractive APls My Apps & Keys L

My Apps & Keys

Applications Keys Reg a P

3.7E Name of your application FERH , %l A B A2 /- RO #1475
4.1 E Client Credentials ZIEHE,

5.8 Hello API Ei%4E,

6. EIEEURZRS K Ko

7.8 Register.Cisco AP| Console T H 2 REFIBIDME i NBNEFMAER, HFHTTREFITIF


/content/en/us/td/docs/ios-xml/ios/avc/sd-avc/1-1-0/ug/sd-avc-1-1-0-ug/features.pdf#unique_5
https://apiconsole.cisco.com/apps/myapps/

SER LB R AT RV AR

My Apps & Keys

Applications Keys Register a New App

SDWAN_SDAVC_Test
Registered: 8/10/22 5:21 pm Grant Type: Client Credentials

API KEY CLIENT SECRET STATUS

Hello API ttg aUw active

Edit This App Delete This App Add APls

#vManage L /8 FAISD-AVC =i # 8]
1.#£vManage GUIEBD , S ZE Administration > Settings > SD-AVC Cloud Connector 7 R i Edit.

2. X TSD-AVCiE#RR , B R T Enavled IR HE RAERER B ERNXEZERPHAE
, I FRo

- HFFRID

- B iR RS

- BB

- MR
&N (FTiE )



SD-AVC Cloud Connector Enabled

SD-AVC Cloud Connector () ) Enabled (O Disabled

Clent ID Ii:jl g

Clent Secret auw

Organization Name SDWAN_SDAVC_Test

Affinity USA v
Telemetry (] Disabled

3.8 save #gﬁi.l.—tltt AT REVE A,

= Cisco vManage alect Resource Group= Administration - Settings

‘ @ Sovedt SO-AVC Cloud Connector setiings ®

=

#vManage £/ AASD-AVC

1%%5 Administration > Cluster Management > Service Configuration.}f—(_'\jnﬁ (...) More Actions £ Edit.

= Cisco vManage Select Resource Groupe Administration - Cluster Managamant O =608

Servics Configuration JEETLUR RS Y

Hostama P Agdress Configuns Status Nods Parsons i

1721214 Resdy COMPUTE_AND_DATA

|ii i e ched
Mer

ER  FZEAVPN ORRE/ME R EVPN 5128 0 /5 AASD-AVC., AILAEAvpn OF Y SEE O

o

2.7£vManage |IP Address&B7 , |iiIPi#biit, 7EVPN OFFIEIRIEPREIPHbuL, W ALBNEIE , BE



Enabled SD-AVC Zi%HE |, AAF £ T Update, ANEFT 7.

Node Persona ()

at

£nall

Compute + Data

(Up to 5 nodes each)

vManage |P Address

172.12.1.4

Username

admin

Password

Enable SD-AVC

Compute
(Up to 5 nodes)

SHINEHE , B ok MEEHBHRE , WEFT.

rebooted.

4 Inorder to apply these changes the device will need to be

Do you want to make these changes?

“ ':.-::Irl‘.t.. {I

Data
(Up to 10s of nodes)

4. FEvManageE#FHB/E , SMMZE Administration > Cluster Management > Service Reachability. HELSD-AVC

Reachable.

= CiscovManage 2 -

1P Addross Appilication Sorver

SRRETC I

Administration - Cluster Management

Senvco Configuration m




BRSD-AVCE , BEEIEA MR H /S AR A T,
1.8 M ZElvManage GUI , RF %R configuration > Policies > Localized Policy > Add Policy.

2.8 ZE policy overview,. 1R Policy Settings 270" , B E Application EIEMNEH £ & save Policy.

» Add Policy

@ Create Groups of Interast @ Configure Forwarding Classes/CoS @ Configure Access Control Lists @ Confgure Route Policy @ Policy Ovendew
Enter name and description for your localized master policy

policy_test

policy_test

Policy Settings

) nethow [ Netfiow IPvE Application | ] Application IPv6 [ Clowd Qo5 [ Cloud QoS Service side || Implicit AGL Logging

3.9Mm=E Configuration > Templates.ﬁﬁECEdgeﬂf\J*ﬁ*ﬁ%ﬁ_\ ) B (...) More Actions 1ER Edit WE TR,
= Cisco vManage alect r - Configuration - Templates

D

Name Deseriptisa Type Dirviee Medel Duvice Rste Restores Group Featute Templates Dvale Misce Deviees Alsched Ugsated By Last Updased Tamplste States
e

ASRID0 =% 22 022 5
Eoge Cio ctal o a 2
F SR 1 o In Sym
SRAIZT_Template  ESRAT2_Templaty Featurn SRATIT ghobial 18.Aug 2022 B04... In Syme

4. S ZE Additional Templates. M Policy THIFIRA | B LFIGIRA AL KB



Additional Templates

Applok Choose, .. -
Global Template * Factory_Default_Global_CISCO_Templ... =
Cisco Bannar Choose... -
Cisco SHMP Chaose, .. -
TrustSeac Chaase, -
CLI Add-0n Template Chooss -
Policy policy_lesl -
Probes Choose =
Security Policy Chooss, -

5 ARAFHEH
ir
ERAES THINRE S ERIET

1.7fEcEdgei® & , WAL S AR IEcEdgeif & 5SD-AVCIE #2882 B M iE#E,

ISR4321#show avc sd-service info summary

Status : CONNECTED <<<<<<<<<<<<<<<< The device is connected with SD-AVC
Device ID: ISR4321

Device segment name: <organization name>

Device address:<device ip address>

Device OS version:17.03.05

Device Type: ISR4321/K9

Active controller:

Type : Primary

IP : <system-ip>

Status: Connected

Version :4.0.0

Last connection: 21:20:28.000 UTC Thu Jul 31 2022

Active SDAVC import files
Protocol pack: Not loaded
Secondaru protocol pack PPDK_af575ccaebf99b0cd740dfc7a611d6.pack



2. % F%vManage CLIHEIERSIRE

vManage# request nms container-manager status
Container Manager is running<<<<<<<<<<<<<<<<<<

vManage# request nms-container sdavc status
b'Container: sdavc\nCreated: 7 weeks ago ago\nStatus: Up 7 weeks\n' <<<<<<<<<<<<

vManage# request nms container-manager diagnostics
NMS container manager

Checking container-manager status

Listing all images

REPOSITORY TAG IMAGE ID CREATED SIZE
sdwan/cluster-oracle 1.0.1 aabd2a4d523a4 5 months ago 357MB
cloudagent-v2 fb3fc5c0841 fa24f9ef3la’ 6 months ago 590MB
sdwan/host-agent 1.0.1 038ad845f080 7 months ago 152MB
sdwan/statistics-db 6.8.10 08fc31a50152 8 months ago 877MB
sdwan/coordination-server 3.6.2 5£4497812153 13 months ago 260MB
sdwan/configuration-db 4.1.7 ad351b31£7b9 13 months ago 736MB
sdwan/messaging-server 0.20.0 a46dc94d4993 13 months ago 71.2MB
sdavc 4.1.0 721c572475£9 14 months ago 1.17GB
sdwan/support-tools latest 0c3a995f455c¢c 15 months ago 16.9MB
sdwan/service-proxy 1.17.0 4e3c15502648 15 months ago 205MB
sdwan/ratelimit master £2£93702e£35 16 months ago 47 . 6MB
Listing all containers
CONTAINER ID IMAGE COMMAND
CREATED STATUS
PORTS
NAMES
270601fc94ec cloudagent-v2:fb3fc5c0841 "python ./main.py" 6 weeks
ago Up 6 weeks 0.0.0.0:50051-
>50051/tcp
cloudagent-v2
53bbab216b24 sdwan/ratelimit:master "/usr/local/bin/rate.." 6 weeks
ago Up 6 weeks 6379/tcp, 0.0.0.0:8460-8462->8460-
8462/tcp
ratelimit
59bf900edf14 sdwan/service-proxy:1.17.0 "/entrypoint.sh /run.." 6 weeks
ago Up 6
weeks
service-proxy
62defa38c798 sdwan/messaging-server:0.20.0 "/entrypoint.sh /mes.." 6 weeks
ago Up 6 weeks 0.0.0.0:4222->4222/tcp, 0.0.0.0:6222->6222/tcp, 0.0.0.0:8222-
>8222/tcp
messaging-server
3fbf32dds8d73 sdwan/coordination-server:3.6.2 "/docker-entrypoint..." 6 weeks
ago Up 6 weeks 0.0.0.0:2181->2181/tcp, 0.0.0.0:2888->2888/tcp, 0.0.0.0:3888-
>3888/tcp

coordination-server
c2e7b672774c sdwan/configuration-db:4.1.7 "/sbin/tini -g -- /d.." 6 weeks
ago Up 6 weeks 0.0.0.0:5000->5000/tcp, 0.0.0.0:6000->6000/tcp, 0.0.0.0:6362-



>6362/tcp, 0.0.0.0:6372->6372/tcp, 0.0.0.0:7000->7000/tcp, 0.0.0.0:7473-7474->7473-7474/tcp,
0.0.0.0:7687-7688->7687-7688/tcp configuration-db

f42ac9b8ab3’ sdwan/statistics-db:6.8.10 "/bin/tini -- /usr/1.." 6 weeks
ago Up 17 hours 0.0.0.0:9200->9200/tcp, 0.0.0.0:9300-
>9300/tcp

statistics-db
112£3d9b578b sdavc:4.1.0 "/usr/local/bin/scri.." 7 weeks
ago Up 7 weeks 0.0.0.0:10503->8080/tcp, 0.0.0.0:10502->8443/tcp, 0.0.0.0:10001-
>50000/udp

sdavc
06b09£3b030c sdwan/host-agent:1.0.1 "python ./main.py --.." 7 weeks
ago Up 7 weeks 0.0.0.0:9099-
>9099/tcp
host-agent

3484957576ee sdwan/cluster-oracle:1.0.1 "/entrypoint.sh java.." 7 weeks
ago Up 7 weeks 0.0.0.0:9090-
>9090/tcp

cluster-oracle

Docker info
Client:

Debug Mode: false

Server:

Containers: 10

Running: 10

Paused: 0

Stopped: 0

Images: 11

Server Version: 19.03.12

Storage Driver: aufs

Root Dir: /var/lib/nms/docker/aufs

Backing Filesystem: extfs

Dirs: 149

Dirperml Supported: true

Logging Driver: json-file

Cgroup Driver: cgroupfs

Plugins:

Volume: local

Network: bridge host ipvlan macvlan null overlay

Log: awslogs fluentd gcplogs gelf journald json-file local logentries splunk syslog
Swarm: inactive

Runtimes: runc

Default Runtime: runc

Init Binary: docker-init

containerd version: £d103cb716352c7e19768e4fed057£71d68902a0.m
runc version: 425el05d5a03fabd737al26ad93d62a9eeede87f-dirty
init version: fec3683-dirty (expected: fec3683b971d9)

Kernel Version: 4.9.57-1tsi

Operating System: Linux

OSType: linux

Architecture: x86_64

CPUs: 16

Total Memory: 30.46GiB

Name: vManage

ID: XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX : XXKXX

Docker Root Dir: /var/lib/nms/docker
Debug Mode: false
Registry: https://index.docker.io/v1/
Labels:
Experimental: false
Insecure Registries:
127.0.0.0/8
Live Restore Enabled: false
WARNING: No cpu cfs quota support



WARNING: No cpu cfs period support

WARNING: bridge-nf-call-iptables is disabled

WARNING: bridge-nf-call-ip6tables is disabled

WARNING: the aufs storage-driver is deprecated, and will be removed in a future release.

TP HEBR
A5 R A0 1S B T A T X E R T MR,

fEvManage A&EH |, WA T EE#E

/var/log/nms/vmanage-server.log
/var/log/nms/containers/sdavc/avc/sdave_application. log

WAL S
request nms container-manager {status | diagnostics}
fEcEdge Cisco IOS® XEd |, AL THS

Router#show avc sd-service info connectivity
show avc sd-service info {export | import}
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