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~  SD-WAN Fabric —, \

cE1 | & 192.168.20.0/24
R30 cE2 R20 192.168.12.0/24

Zone VPN 20 (VRF 20)

P& SD-WANER HEREREC & 7 2 A S % , MESSD-WANZHISR BV 25hERE |, HEElI2BEL
BREVEEZE. AXETSREEBENFARES. RLCETVPN, MRAUDMXEHDE,

cE1 cE2
¥E =D 11 12
VPN 30 10,20
REIP 169.254.206.11 169.254.206.12

RSN EESRESMNEMRANER(VRF)PEE THRSRIAKA |, XEERHIEBI REISD-
WANBE 25, E# , SD-WANUIEEHBREE TEOMEN FRNBASKH, HIEE , T ETRKH
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FEEHESEL , BE—IKEED , RENELEEHERIPHI192.168.12.1289 F .
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= Cisco vManage () Select Resource Groupv  Configuration - Policies ')

I
@
o

View Custom Control Policy
Marme

Description

m Route Route
‘E Route o

= Match Conditions Actions
Default Action
VPN List: VPN_10_20 Accept
VPN Id Export To: VPN_30

H3EE |, Default Action ( BRIAR/E ) RIBRAllow ( AF ) , LUBREANFEIETLOCEBELERIEE
VPN HIE S

= Cisco \Ja[\,"lg-]!']g-]g_)[) \ Select Resource Groupw Conﬁguration - Policies (:,) = @ &
View Custom Control Policy

Name

Description

Default Action
E' Route

Accept Enabled
| Default Action

B, FINFEREEE R AITFEMVPN 30[EVPN 10M20 Rk B E B HER.

= Cisco vManage () Select Resource Group»  Configuration - Policies O

I
©)
@

View Custom Control Policy
Mame

Description

E Route Route
., Route o

= Match Conditions Actions
Dafault Action .
VPN List: VPN_30 Accept
VPN Id Export To: VPN_10_20
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= Cisco vManage () Select Resource Group»  Configuration - Policies O
View Custom Control Policy

MName

Description

Default Action
E‘ Route

Accept Enabled
I Default Action

RE , INENERESPEAEAD (£FA) FEAXNNAMERYIR. HMcET1 (HRID 1) WEIk
BVPN 3089 AT , vSmartiZ #lgF 2 H S HFVPN 1081200 EEE B HIL(OMP) &,

= Cisco vManage () Select Resource Group~ Configuration - Policies oS O= 60
‘olicy » Edit Policy

Policy Application Topology Traffic Rules

Add policies to sites and VPNs

Policy Name ROUTE_LEAKING

Policy Description Route Leaking Policy

Topology Application-Aware Routing Traffic Data Cflowd

LEAK_VPN30_to_10_20 CUSTOM CONTROL

@ New Site List

Direction & Site List Action

S

in SITE_M

Save Policy Changes Cancel

Bt , EWREIR BcE2H9VPN 10F12088 B ( ¥ =ID 12 ) B , vSmart& 3k BVPN 10M200 BB S
H EIVPN 3088 &R,



= Cisco vManage () Select Resource Groupw Configuration - Policies N O=S @

y » Edit Policy

Policy Application Topology Traffic Rules

Add policies to sites and VPNs

Palicy Name ROUTE_LEAKING
Policy Description Route Leaking Policy
Topology Application-Aware Routing Traffic Data Cflowd
—
EAK_VPN 20 _t« CUSTOM CONTROL
Mew Site List
Direction Site List Action
in SITE_12 7

o ERMETENEFRBEEM L UAHSE,

viptela-policy:policy control-policy LEAK_VPN10_20_to_30 sequence 1 match route vpn-list
VPN_10_20 prefix-list _AnyIpv4PrefixList ! action accept export-to vpn-list VPN_30 ! ! default-
action accept ! control-policy LEAK_VPN30_to_10_20 sequence 1 match route vpn-list VPN_30
prefix-list _AnyIpv4PrefixList ! action accept export-to vpn-list VPN_10_20 ! ! default-action
accept ! lists site-list SITE_11 site-id 11 ! site-list SITE_12 site-id 12 ! vpn-list VPN_10_20
vpn 10 vpn 20 ! vpn-list VPN_30 vpn 30 ! prefix-list _AnyIpv4PrefixList ip-prefix 0.0.0.0/0 le
32 ! I | apply-policy site-list SITE_12 control-policy LEAK_VPN10_20_to_30 in ! site-list
SITE_11 control-policy LEAK_VPN30_to_10_20 in ! !

I MvManageiz 425 & i& (vManage controller Configuration)>#R B (Policies)# 2 8 E K s |, F AL
FEvSmartiZ g8 £ £ M.

ZBFWlil &

TREL TZBFW , MERIEARCERHER,

B #R X1
R X 15
VPN_10 XA e TF i i
VPN_20 i XA e Y
VPN_30 AV i XA e

VPN_10 VPN_20 VPN_30

FEBREATFMEBZRCET VPN 30M RS A EVPN 108 F K EVPN 208 E{AInternetiZ 55
EMU(CMP)RE. S BZAFRERE.



= Cisco vMana

Edit Firewall Policy

VPN_30
Nama WPN_30_10_10
O, Search
it Action Drop ¢
Orddad Nasid Auile Sa13 Actiam
1 Fube 1 M B inspect
2 Phiibes 2 MIA B Inspect

Configuration - Security

Apply Zone-Pairs

2 Rules

Log Source Data Profix Soares Por
NiA 192.168.30.0/24 Any
NiA 192.168.30.0/24 Ay

&) @

Destinations

»¢

VEN_10

Aow b0 Initiate ICME® from VPN 30 to 10

Tatal Raws: 0

Data Prafix.. Pait Pratoesl Appheation List To Dic
192.168.10.0/24 Any 1 Any
192.168.12.0/24 Ay 1 Ay

A AR B B HESCcE2 RS K VPN 20 EAICMPHRE £ H BIcE1HIVPN 30k i% , (BT
RFMVPN 10, A BEF) 2 FMVPN 30F|VPN 200 REF £,

Cisco vManage

Edit Firgwail Policy

VPN_20
WVEN_20_to_30
O Search
tandt A Drop ®
Order Hame Rule Sets Action
1 Rule 1 NiA B inspoct
2 Rule 2 NiA B nspect

Configuration » Security

Apply Zone-Pairs

2 Rules

Daseription

Log Saurce Data Prefix Source Port
HiA 192.168.20.0/24 Any
NiA 192.168.12.0/24 Any

-ave Firewall Policy s

o &
v
-
WPN_30
o KCMP from VPN 20 10 30
Total Rows: 0 45%

Destination Data Prefix...

Dwstination Part Protoacol Application List Ta Dre
192.168.30.0/24 Any 1 Any 5
192.968.30.0/24 Any 1 Ary



= CiscovManage () Select Resource Group~ Configuration - Security O = 6 8

ty » Add Security Policy

@ Firewall
O, Search
id Firewall Policy (Add a Firewall configuration)
Total Rows: 2
Marme Type Description Reference Count Updated By Last Updated =
VPN_30_to_10 B zoneBasedFwW Allow 10 initiate ICMP from YPN 30 to 10 (v} enk 25 Feb 2022 5:05:25 PM CET
VPN_20_to_30 B zoneBasedFW Allow to initiate ICMP fram VPN 20 to 30 o ank 25 Feb 2022 5:06:23 PM CET

L, B SIRBIZBFWRE TR LA S &,

policy zone-based-policy VPN_20_to_30 sequence 1 seg-name Rule_1 match source-ip 192.168.20.0/24
destination-ip 192.168.30.0/24 protocol 1 ! action inspect ! ! sequence 11 seg-name Rule_2 match
source-ip 192.168.12.0/24 destination-ip 192.168.30.0/24 protocol 1 ! action inspect ! !
default-action drop ! zone-based-policy VPN_30_to_10 sequence 1 seg-name Rule_1 match source-ip
192.168.30.0/24 destination-ip 192.168.10.0/24 protocol 1 ! action inspect ! ! sequence 11 seqg-
name Rule_2 match protocol 1 source-ip 192.168.30.0/24 destination-ip 192.168.12.0/24 ! action
inspect ! ! default-action drop ! zone VPN_10 vpn 10 ! zone VPN_20 vpn 20 ! zone VPN_30 vpn 30 !
zone-pair ZP_VPN_20_VPN_30_VPN_20_to_30 source-zone VPN_20 destination-zone VPN_30 zone-policy
VPN_20_to_30 ! zone-pair ZP_VPN_30_VPN_10_VPN_30_to_10 source-zone VPN_30 destination-zone
VPN_10 zone-policy VPN_30_to_10 ! zone-to-nozone-internet deny !

ENARERE , KA RZERN HEAER SN 2R TRRERD T 0 EZRK,



= Cisco vManage (7 Select Resource Groupw Configuration - Templates o= 6 L

@ Feature

Basic Information Transport & Management VPN Service VPN Cellular Additional Templates Switchport

Additional Templates

AppQoE Choose... »
Global Template * Factory_Default_Global_CISCO_Templ... ~ (1)
Cisco Banner Choose... hd
Cisco SNMP Chaose... -
TrustSec Choose... ik
CLI Add-0On Template Choose... -
Policy Choose... x
Probes Choose... b
Security Policy TEST_SECURITY_POLICY -
Mone Empty template selection.
Switch Port (¥) Switch Port w

Update Cancel

EHREBENRG , RERBMFENARZERBHNRE LERNEIRS, T EREPHITER
, (RIECE1BRHzR LEAZ2RBEES,

Krir
N, LEERIEFBNES HMZBFW) B RESEXI,

{5 A ping M iz AT HIAM X1 VPN 10ZIVPN 30 R E SR TEIEL , B HRMVPN 102|VPN
0N RE R B XA,

R10#ping 192.168.30.30 source 192.168.10.10 Type escape sequence to abort. Sending 5, 100-byte
ICMP Echos to 192.168.30.30, timeout is 2 seconds: Packet sent with a source address of

192.168.10.10 ..... Success rate is 0 percent (0/5) R10#ping 192.168.30.30 source 192.168.12.12
Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 192.168.30.30, timeout is 2
seconds: Packet sent with a source address of 192.168.12.12 ..... Success rate is 0 percent
(0/5)

B , K2 FKKERE AR EVPN 200 F 2R B EI25A VPN 30,

R20#ping 192.168.30.30 source 192.168.20.20 Type escape sequence to abort. Sending 5, 100-byte
ICMP Echos to 192.168.30.30, timeout is 2 seconds: Packet sent with a source address of



192.168.20.20 !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
R20#ping 192.168.30.30 source 192.168.12.12 Type escape sequence to abort. Sending 5, 100-byte
ICMP Echos to 192.168.30.30, timeout is 2 seconds: Packet sent with a source address of
192.168.12.12 11!l Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

RESELE /L FMVPN 30F X35 VPN 109 ¥ /192.168.10.0/24 KV R E R T Hi

R30#ping 192.168.10.10 source 192.168.30.30 Type escape sequence to abort. Sending 5, 100-byte
ICMP Echos to 192.168.10.10, timeout i1s 2 seconds: Packet sent with a source address of

192.168.30.30 !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
148 M\VPN 30%I X1 VPN 204 +™192.168.20.0/24 R E , A& BEANRELR EXEX ( FiHA
) o

R30#ping 192.168.20.20 source 192.168.30.30 Type escape sequence to abort. Sending 5, 100-byte
ICMP Echos to 192.168.20.20, timeout is 2 seconds: Packet sent with a source address of
192.168.30.30 ..... Success rate is 0 percent (0/5)

U et ping IPH#E4E192.168.12.120¢ |, ATAMER S| BRI 2 R | B h izt TEef T X35
VPN 105{VPN 209 , 3 B T SD-WANH 455 1 85 cS IR S5 i B9 2% B SSR30M B E T 1 = B 1Y
VPNe1,

R30#ping 192.168.12.12 source 192.168.30.30 Type escape sequence to abort. Sending 5, 100-byte
ICMP Echos to 192.168.12.12, timeout is 2 seconds: Packet sent with a source address of
192.168.30.30 ..... Success rate is 0 percent (0/5)

VRF 30FFIERNERER. XBIATEFKBTENZRRFECMP)BHRBLR -

R30#ping 192.168.12.12 source 192.168.30.31 Type escape sequence to abort. Sending 5, 100-byte
ICMP Echos to 192.168.12.12, timeout i1s 2 seconds: Packet sent with a source address of
192.168.30.31 ..... Success rate is 0 percent (0/5) R30#ping 192.168.12.12 source 192.168.30.32
Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 192.168.12.12, timeout is 2
seconds: Packet sent with a source address of 192.168.30.32 ..... Success rate is 0 percent
(0/5)

BIFEFRIP 192.168.12. 1209 MR &R |, LRABEF/N S TFVPN 208 |, R EFMRICMPE KK
, MERTEESMWEELLE , AN EEREXENRAFMVPN 302IVPN 20 (BEEE ) WRE, W
RIP# it #EH B $5192.168.12. 124 FVPN 108 |, HRIRZ B ¥R AICMPENER |, NMEFREVPN
30Z|VPN 20M9ICMPREMZBFWEZ £ Kl , XMATFRE, BT IABFRVPN,

TR HERR

7 E1.MOMPRE 2 B B9VPN

FIRRBECEN LM RHTHBT 7 HREGRENVPN, NaHFTURENRAAEEZERH
R4TIP(169.254.206.12) , 7 % B XEECMP,

cEl# show ip route vrf 30 192.168.12.0 255.255.255.0 Routing Table: 30 Routing entry for
192.168.12.0/24 Known via "omp", distance 251, metric 0, type omp Last update from
169.254.206.12 on Sdwan-system-intf, 01:34:24 ago Routing Descriptor Blocks: * 169.254.206.12
(default), from 169.254.206.12, 01:34:24 ago, via Sdwan-system-intf Route metric is 0, traffic
share count is 1

EEREMNVPN , BEFEMCE1 LHOMPRAER B B RN BRSIHL.



cEl#show sdwan omp routes vpn 30 192.168.12.0/24 Generating output, this might take time, please
wait ... Code: C -> chosen I -> installed Red -> redistributed Rej -> rejected L -> looped R ->
resolved S -> stale Ext -> extranet Inv -> invalid Stg -> staged IA -> On-demand inactive U ->

TLOC unresolved PATH ATTRIBUTE FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENCE ---

———————— 169.254.206.4 12 1007 C,I,R installed 169.254.206.12 private2 ipsec -
BT AERRFRLZERN1007, &G , MREVSmartiZHlss LRETRBEEBRLKIP
169.254.206.12M B R AT B RS , W AT LA EI B BIVPN,

vsmartl# show omp services family ipv4 service VPN originator 169.254.206.12 C -> chosen I ->
installed Red -> redistributed Rej -> rejected L -> looped R -> resolved S -> stale Ext ->
extranet Inv -> invalid Stg -> staged IA -> On-demand inactive U -> TLOC unresolved PATH VPN
SERVICE ORIGINATOR FROM PEER ID LABEL STATUS ————————— - m e m e e e e e e e e e e e e —
———————————————————————— 1 VPN 169.254.206.12 169.254.206.12 82 1003 C,I,R 2 VPN 169.254.206.12
169.254.206.12 82 1004 C,I,R 10 VPN 169.254.206.12 169.254.206.12 82 1006 C,I,R 17 VPN
169.254.206.12 169.254.206.12 82 1005 C,I,R 20 VPN 169.254.206.12 169.254.206.12 82 1007 C,I,R

BIEVPNIRZ 1007 , ATLAHEIA B VPN 20,

FiE2. BB EARTERBHVPN

EEBTFAEMSERBERVPN , B EEEEBIshow ip vrf detail 308 show platform software ip fO
cef table * summary a5 5 7£cE1 8 B 28 LIRENVVPN 308y A EBVRF ID,

cEl#show ip vrf detail 30 | i Id VRF 30 (VRF Id = 1); default RD 1:30; default VPNID
FEXFERT , VRF ID 12 B4 A N30MVRF, AT ERSD-WANRA PR MEETER
(OCE)$% , XL R FKAECisco IOS-XERHFHREHFETHRBNARERIZE

cEl#show platform software ip FO cef table index 1 prefix 192.168.12.0/24 oce === Prefix OCE ===
Prefix/Len: 192.168.12.0/24 Next Obj Type: OBJ_SDWAN_NH_SLA_CLASS Next Obj Handle: 0xf800045f,
urpf: 0 Prefix Flags: unknown aom id: 1717, HW handle: 0x561b60eeba20 (created)

BB I BT 42338 61D J3 0xF80004 54 R 55 4% B MY (SLA)ZE 3 B (OBJ_SDWAN_NH_SLA_CLASS)#
T—BkXR , At —FWIUE , WA :

cEl#show platform software sdwan FO next-hop sla id 0xf800045f SDWAN Nexthop OCE SLA: num_class
16, client_handle 0x561b610c3f10, ppe addr 0xdbce6cl0 SLA_0: num_nhops 1, Fallback_sla_flag
TDL_FALSE, nhobj_type SDWAN_NH_INDIRECT ECMP: 0xf800044f 0xf800044f 0xf800044f 0xf800044f
0xf800044f 0xf800044f 0xf800044f 0xf800044f 0xf800044f 0xf800044f 0xf800044f 0xf800044f
0xf800044f 0xf800044f 0xf800044f 0x£f800044f SLA_1: num nhops 0, Fallback_sla_flag TDL_FALSE,
nhobj_type ADJ_DROP ECMP: 0xf800000f 0xf800000f 0xf800000f 0xf800000f Oxf800000f 0xf800000f
0xf800000f 0xf800000f Oxf800000f 0xf800000f 0xf800000f 0xf800000f Oxf£800000f 0xf800000f
0xf800000f 0xf800000f

XEKHH , Bt 72815809 SLAZE |, AR EERERIESLAZE , HAFMAEEE R SSLA 1485
HI4ERDROP4BIE, EEXRIFRK B SLA 0B #2335 H (SDWAN_NH_INDIRECT)MI T —BE X R, FA
R LUEE | SR BECMPHIFTAIDHEE(0xf800044f), A LA —HWiF 2B K B &K B FRVPNFAR

SRg,.

cEl#show platform software sdwan FO next-hop indirect id 0x£f800044f SDWAN Nexthop OCE Indirect:
client_handle 0x561b610£f8140, ppe addr 0xd86b4cf0 nhobj_type: SDWAN_NH_LOCAI_SLA_ CLASS,
nhobj_handle: 0xf808037f label: 1007, vpn: 20, sys-ip: 169.254.206.12, vrf_id: 1, sla_class: 1

FIEIEHMBEIRETEERENVPN



EXRENVPNN S —MHEZRRBEEARETE | ©H RS HTET M H SR E KRB EE,
HEHZRENNEIPHHE192.168.12. 128 i & Pefi/ T EL

cEl#debug platform condition ipv4 192.168.12.12/32 both cEl#debug platform packet-trace packet
10 Please remember to turn on 'debug platform condition start' for packet-trace to work
cEl#debug platform condition start

TR, ARREREpingty H B TMRIVKER , NEALIECE1 EEIRENBESHRES
BREENFHAEE. EAMF , ERE—NBEIFS0, REEN —TRA<<<<<FERHUET.

cEl#show platform packet-trace summary Pkt Input Output State Reason 0 Gi6 Tu3 DROP 52
(FirewallL4Insp) 1 Gi6 Tu3 DROP 52 (FirewalllL4Insp) 2 Gi6 Tu3 DROP 52 (FirewallL4Insp) 3 Gi6 Tu3
DROP 52 (FirewallL4Insp) 4 Gi6 Tu3 DROP 52 (FirewalllL4Insp) 5 Gi6 Tu3 DROP 52 (FirewallL4Insp)
cEl#show platform packet-trace packet 0 Packet: 0 CBUG ID: 0 Summary Input : GigabitEthernet6
Output : Tunnel3 State : DROP 52 (FirewallL4Insp) <<<<<<<<<<<<<<<<<<<<<<<< Timestamp Start :
161062920614751 ns (03/24/2022 16:19:31.754050 UTC) Stop : 161062920679374 ns (03/24/2022
16:19:31.754114 UTC) Path Trace Feature: IPV4 (Input) Input : GigabitEthernet6 Output :

packet-tracet&iF,ping RIEM AT B ENCMPEI N BIEZTLEEF EFRB52(FirewallL4Insp), EB5
IhEE : SDWANEZR H X B KIVPNR20 , MBSERIE S AERIR L F AV ARSIRE1007 B THR T
CE2 LIEE BHIVPN, ZBHIheE : ZBFWH —SHIABESEEF , EAXKEXKREEAINAA
VPN 204 VPN 30X iR £,

PR 146 7T RS B ()

R IR E192.168.12.0/24#R20 E =K o EMVRF 20 BICE2FiA | @Rk EHAER ? BAMVRF
IVWAEXRE , FHEMEBEW , B2 , HTZBFWR2FKEX MX VPN 302 X5 VPN 20 X 15
VPN 10MRENLEBERXNTE , CARESSBTBENER  MATNKE , BEFeEHE~R,

Blan | anREIUCE2MR2058 27 2 ARV EEBR T [R . 1X 25 $(192.168.12.0/24 3% B MvSmartiZ 85
LHIVPN 2088 HZRFPIBE , VPN 10 HAMERVPN 30HKRH . RT\EECE1LNANETSE
B& , SLYFMVPN 30EIVPN 100YE#E (MNREKBHNAERERTAN , X TRAVPNHE R
BEFMMS , XEFTEH ).

cEl#show platform packet-trace packet 0 Packet: 0 CBUG ID: 644 Summary Input : GigabitEthernet6
Output : GigabitEthernet3 State : FWD Timestamp Start : 160658983624344 ns (03/24/2022
16:12:47.817059 UTC) Stop : 160658983677282 ns (03/24/2022 16:12:47.817112 UTC) Path Trace
Feature: IPV4 (Input) Input : GigabitEthernet6 Output :

HXEE , FRE1006E A TAE1007 , HHVPN IDN10TFR20, o, BIFZBFWR 2K U
BAED , FaH THNXEX, M RESE M,

HTHRENKBARBEVPN J0MEHEKP , MERFIH | EHHREHREENAREFVPN 203 Bt
ZFlvSmartfyVPN 30 OMP&XH /5 , VPN 108 HSHIAERWEBE, BR—T , ROV EEE
AXFEHRHNZBFWZ R Z BT HERMNES, Fln , BAREEFEMVPN 30ZIVPN 208957
E A MAAGTFFVPN 10MRE. MRENRRKEESEATFRE , BALAEHRES
192.168.12.0/243 AMVPN 20;E /5 , BIMEHEIIRERE , RENSHE 1E2192.168.12.0/24 F M

, K79192.168.12.0/24 8 H AR MVPN 15t E&E0,
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